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PREFACE

Catastrophic accidents are not new to the marine industry. However in wake of the large
human, environmental, and economic losses in accidents such as the Exxon Valdez and
Piper Alpha disasters, we have begun to address the primary contributing factor to these
disasters: human errors. Approximately 65% of high consequence marine disasters are the
result of human and organizational errors in operations. At the beginning of this research
in 1990, there were no structured quantitative methods to assist engineers in identifying and
evaluating strategies to prevent and/or mitigate the effects of human and organizational
eITors.

As this report develops it will be apparent that there are three major players in the human
and organizational error reliability problem: (1) humans (individuals), (2) organizations
(groups of individuals), and (3) systems (structures and equipment). The second apparent
observation will be that there are two approaches to the evaluation and management of
human and organizational errors in improving reliability: qualitative and quantitative. Both
of these approaches have benefits. Qualitative modeling forms the basis from which to
address the problem through operational procedures and regulation, and quantitative
methods provide a means from which the effectiveness of procedures and regulations can
be evaluated. This work indicates that they both should be mobilized to identify how and
where to improve human and organizational error management. One approach is not a
substitute for the other.

The third observation will be the complexity of the problems of interactions between
humans, organizations, and systems; this is not a simple problem. Currently, there is little
definitive data to assist one in evaluating or analyzing such problems.

The objective of the quantitative analysis developed in this report is not to produce
numbers; it is to produce insights that can assist in improving the reliability of marine

systems. The quantitative assessments should be used as a decision support tool for

qualitative judgments and are not a replacement for sound judgment and common sense.

The intended audience for this report are operators, managers, engineers, and regulators of
marine systems. Each has a unique set of experiences that can only serve to enhance the

knowledge of the systems being modeled. We trust that this report assists those
individuals and groups in providing safer marine operating systems. B

William H. Moore, Dr. Eng.

Professor Robert G. Bea
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CHAPTER 1
INTRODUCTION

The sources of a majority (generally more than 80%) of high-consequence marine acci-
dents can be attributed to compounded human and organizational errors (HOE) [Bea,
1989]. Recent examples include the Exxon Valdez tanker grounding (258,000 barrels of
crude oil spilled), and the Occidental Piper Alpha North Sea platform explosions and fire
(167 workers killed). At the initiation of this research in 1990, there was no structured
quantitative approach to assist engineers, operators, and regulators of marine systems to
either design HOE tolerant systems or to include considerations of HOE as an integral
part of the design, construction, and operation of marine systems. The human element has
generally been ignored.

The objective of this research is to develop engineering reliability and decision analysis
procedures to assist in the assessment and implementation of alternatives for management
of human and organizational errors (HOE) in operation of tankers and offshore platforms.
The results from this research are intended to be used by engineers, operators, managers,
and regulators concerned with preventing and mitigating the effects of HOE to increase
safety of marine systems.

Five primary tasks were identified to reach this objective: (1) obtain well-documented
case histories of tanker and offshore platform accidents whose causes are founded in
HOE, (2) develop a classification framework for HOE, (3) analyze how HOE interactions
caused the accidents, (4) investigate quantitative modeling methods to measure effective-
ness and costs of alternatives that reduce the incidence and consequences of HOE, and (5)
perform case history based evaluations of management alternatives.

Well-documented case histories of tanker and offshore platform accidents whose root
causes are founded in HOE were identified, obtained, organized, and analyzed. An
examination of current tanker and offshore operations was also performed. An
organization and classification of the sources of HOE was developed. Analyses were
performed to characterize how HOE interactions caused the accidents. A quantitative
risk analysis (QRA) framework employing probabilistic, heuristic judgment, and
influence diagrams were used to formulate these analyses.

Quantitative analyses of HOE-based marine casualties are studied using case histories
and current operations as a framework for structuring influences, using influence dia-
grams, between critical events, decisions, actions, environmental inhibitors, and human
errors. Quantitative measurement techniques were developed that incorporate the judg-
ments and experiences of the users. Based on this framework, the effectiveness of vari-
ous alternatives to reduce the incidence of HOE were investigated. Cost-benefit analyses
were performed to illustrate evaluations of alternatives to identify the effective HOE reli-
ability management measures.

1.1 BACKGROUND

Human errors have been shown to be the basic cause of failures of many engineered sys-
tems [Bea, 1989; Brown and Yin, 1988; Dougherty and Fragola, 1986; Heising and
Grenzebach, 1989; Ingles, 1985; Mouan, 1983; Nowak, 1986; Maritime Transportation
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Research Board, 1976; Pate-Cornell and Bea, 1989; Royal Commission on Ocean Ranger
Marine Disaster, 1985; Veritec, 1988; Wenk 1986). Less than 20% of the causes of se-
vere accidents involving these marine structures can be attributed to the environment.
The rest of the causes are initiating events such as groundings, fire, explosions, and colli-
sions. In almost all of these cases, the initiating event can be traced to a catastrophic
compounding of human and organizational errors [Heising and Grenzebach, 1989,
Offshore Certification Bureau, 1988; Maritime Transportation Research Board, 1976;
Royal Commission on Ocean Ranger Marine Disaster, 1985].

The analysis of past decisions regarding the operations of tankers and offshore platforms
provides numerous examples of instances in which organizational failures have resulted
in failures of the marine systems [Heising and Grenzebach, 1989; Moan, 1983; Maritime
Transportation Research Board, 1976; Paté-Cornell and Bea, 1989; Royal Commission
on Ocean Ranger Marine Disaster, 1985; Veritec, 1988]. Either collections of individu-
als (organizations, societies) or single individuals (unilateral actions) contribute to acci-
dent situations. The errors range from those of judgment to "ignorance, folly, and mis-
chief" [Wenk, 1986].

Traditional engineering of marine systems has focused primarily on the structure and
equipment aspects, making sure that the right amount of structural materials is in place,
that suitable functioning equipment is provided, and that the structure is constructable and
serviceable for its intended purposes. Given that something in excess of 80% of failures
of these systems have had causes founded in human errors, it is timely for engineers and
regulators to begin to formally engineer human and organizational considerations into de-
sign, construction, and operation of structures. Those critical of the use of reliability
based methods in engineering structures cite the omission of consideration of the "human
aspects” as-a primary obstacle to meaningful applications of reliability methods [Reid,
1989].

Studying the role of human errors in the reliability of engineered structures indicates that
human errors and imperfections are basically inevitable {Bea, 1989; Dougherty and
Fragola, 1986; Henley and Kumamoto, 1982; Ingles, 1985; Nowak, 1986]. These errors
are influenced by cultural and moral values, corporate responsibilities and organizations,
and individual training, craftsmanship, and integrity. The individual, organizations, and
societies all play important roles in human errors.

Human errors originate from factors such as inattention or carelessness, inadequate
training and testing (knowledge), wishful thinking, negligence, forgetfulness, and physi-
cal limitations (e.g. fatigue, seasickness). These errors are magnified and compounded in
times of stress and panic [Heising and Grenzeback, 1989; Offshore Certification Bureau,
1988; Maritime Transportation Research Board, 1976; Royal Commission on Ocean
Ranger Marine Disaster, 1985]. These errors can also be exacerbated by poorly engi-
neered structures (that invite errors), and structures that are difficult to operate and main-
tain [Ingles, 1985; Melchers, 1987; Moan, 1983].

Operational failures can occur as a result of the willingness of an organization or individ-
ual to take a calculated risk [Arrow, 1951, 1972]. Failures can result from different types
of errors that are bound to occur but can be corrected in time, provided that they are de-
tected, recognized as errors and corrective action is promptly taken. Failures can also oc-
cur as the result of errors or bad decisions, most of which can be traced back to organiza-
tional malfunctions. For example, the goals set by the organization may lead rational in-
dividuals to make decisions and perform actions in a manner that corporate management
would not approve if they were aware of their implications for reliability [Howard, 1966,
Kahneman et al., 1982]. Similarly, corporate management, under pressures o reduce
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costs and maintain schedules, may not provide the necessary resources required to allow
safe operations. The decision making ability of an organization affects its reliability and
ability to operate safely.

Generally, two classes of problems face an organization in making collective decisions
that result from sequences of individual decisions: information problems (who knows
what and when?), and incentive problems (how are individuals rewarded, what decision
criteria do they use, how do these criteria fit the overall objectives of the organization?)
[Arrow, 1972; La Porte, 1988]. An emphasis of this research is on information
(collection, communications, and learning), and on incentives, particularly as they affect
the balancing of several objectives such as costs and safety under uncertainty in operating
tankers and offshore platforms {Wenk, 1986; Weick, 1987].

The structure, the procedures, and the culture of an organization contribute to the safety
of its product {Kahneman et al., 1982; La Porte, 1988] and to the economic efficiency of
its risk management practices {Royal Norwegian Council for Scientific and Industrial
Research, 1979; Wenk,. 1986]. The organization's structure, for instance, can be hierar-
chical with little or no response to feedback from within the organization. As a result,
safety problems may arise because of inconsistencies in the decision criteria (e.g. safety
standards) used by different groups for different subsystems. Each level within the orga-
nization may have different views of organizational goals and methods of obtaining those
goals. This partitioning may result in large uncertainties about the global system safety,
about the reliability of the interfaces, and about the relative contribution of the different
subsystems to the overall failure probability {Construction Industry Research and
Information Association, 1977; Henley and Kumamoto, 1982; Moan, 1983].

The culture of the organization can also affect system reliability [Arrow, 1972; Wenk,
1986; Weick, 1987]. For example, the dominant culture may reward risk seeking (flirting
with disaster) or superhuman endurance (leading to excessive fatigue), an attitude that in
the long run may prove incompatible with the objectives of the organization. Another
feature may be the denial of uncertainties leading to systematic biases towards optimism
and wishful thinking {Maritime Transportation Research Board, 1976; Paté-Cornell and
Seawell, 1988; National Bureau of Standards, 19851,

If organizational deficiencies affect a subsystem whose functioning is not highly critical,
their effect on the reliability of the overall system is minor and may not justify profound
organizational changes. However, complex interactions of relatively independently
functioning subsystems have been found to substantially effect overall system reliability
due to system complexities and tight coupling [Perrow, 1984). If deficiencies affect a
subsystem or a complex interaction of subsystems whose failure constitutes a system
failure mode, it is urgent to address the problem at its human and organizational root. It
is therefore desirable to link these failure contributors to the occurrence of the basic
events of a probabilistic risk analysis {Dougherty and Fragola, 1986; Henley and
Kumamoto, 1982; Moan, 1983] in order to gain a feeling for the urgency of remedial
measures and to set priorities among HOE problems to be addressed.

In many cases, a combination of technical and organizational modifications can improve
the overall safety level. In this research, the quantification of the benefits of HOE relia-
bility management measures were developed using quantitative risk analysis (QRA)
[Dougherty and Fragola, 1986; Heising and Grenzebach, 1989; Henley and Kumamoto,
1982; Moan, 1983: Nessim and Jordaan, 1985]. The analysis of a system's reliability al-
lows identification of its failure modes and computation of their probabilities. It permits
a decision maker to choose technical solutions that maximize an objective function
(including reliability) under resource constraints [Wenk, 1986; Weick, 1987]. These so-
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lutions include, for instance, the choice of operating procedures and equipment that
minimize the probability of failure during the lifetime of a structure under constraints of
costs, time to completion, production level, structure location and general type.

Technical modifications, however, represent only one class of risk management strate-
gies. When a system's failure is studied after it occurs, it is often pointed out that what
resulted in a technical failure was actually rooted in a functional failure of the organiza-
tion [Arrow, 1972; March and Simon, 1958]. Organizational modifications may address
some of the reliability questions at a more basic level than strengthening the engineering
design alone. They include, for example, improving communications, setting effective
warning systems, and ensuring consistency of standards across the organization.

1.2 METHODOLOGY

This research is an attempt, in the context of formal reliability analyses, is an effort to un-
derstand how human and organizational errors can influence the operation of tankers and
offshore platforms; most importantly, to understand how checks and balances can be put
in place to reduce the incidence of these errors, and to learn how to take advantage of
"early warning signs” to interrupt catastrophic compounding of these errors [ Construction
Industry Research and Information Association, 1977; Dougherty and Fragola, 1986;
Offshore Certification Bureau, 1988]. The approach used in this report is founded on five
primary tasks discussed below. Figure 1.1 describes the inter-relation of tasks. These
tasks are described in the scope of the Management of Human Error in Operations of
Marine Systems project that formed the basis for this research.

Task 1. Identify, obtain, and analyze well-documented case histories of tanker and
offshore platform accidents whose root causes are founded in human and organi-
zational errors. Accident investigation reports by the U.S. Coast Guard, Minerals
Management Service, and the National Transportation Safety Board, and informa-
tion provided by U.S. ship and platform operators provide the majority of real-life
case histories of operations-caused failures for this report. In addition, accident
investigation reports by the Canadian Royal Commission (capsizing of the Ocean
Rangéer), the U.K. Department of Energy (Piper Alpha fires and explosions), and
the Norwegian Petroleum Directorate (sinking of the Alexander Keilland) were
obtained to provide additional case histories.

Task 2. Develop an organizational and classification framework for systematically
identifying and characterizing HOE's. HOE classifications for the marine industry
were reviewed and a practical error taxonomy was developed for the modeling
framework to follow. -

Task 3. Develop general analytical frameworks based on real-life case histories to
characterize how human and organizational errors interacted to cause the acci-
dents. Influence diagrams [Bea, 1989; Pate-Cornell and Bea, 1989} provide the
basic analytical framework to develop simplified and generalized "templates” for
tanker and offshore operations that preserve the central causative mechanisms, yet
do not preserve the unique aspects of the particular disaster.

Task 4. Formulate quantitative analyses for the case histories based on gquantita-
tive risk analysis (QRA) procedures. These quantitative risk analysis procedures
include the implementation of existing measuring techniques (probability encod-
ing) and a probabilistic-heuristic approach of caiculating a "safety index". The
safety index (or conversely, the risk index) provides a relative measure of human
errors influenced by events, decisions, actions, environmental conditions
(inhibitors), system and task complexities, stress, and routine.
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These quanttative factors are then used as a basis from which to measure (using
the influence diagram templates) the influences of human errors on the risks of
accident scenarios.

Task 5. Investigate the effectiveness of various alternatives to reduce the inci-
dence and effects of human and organizational errors. Alternatives are generated
through regulatory, operator, and heuristic judgments. Evaluate the costs and
benefits in terms of effectiveness of risk reductions (product of likelihoods and
consequences). Case history-based evaluations and recommendations of the alter-
natives and tradeoffs are used to illustrate the processes associated with develop-
ing effective strategies for managing human and organizational errors in opera-
tions of tankers and offshore platforms.

The basic analytical framework is proposed using quantitative risk analysis (QRA). A
QRA for engineering systems allows identification of the weakest parts of a system
through qualification of the different failure modes [Henley and Kumamoto, 1982;
Melchers, 1987]. This technique permits setting priorities among possible modifications
aimed at the reduction of the failure risks resulting in optimal allocation of limited risk
management resources.

A general method is 10 integrate elements of process analysis and organizational analysis
in the assessment of the probability of system failure [Bea, 1989; Paté-Comnell and
Seawell, 1988; Pate-Comell and Bea, 1989]. Figure 1.2 provides a schematic description
of the structure of this model. The first phase (which does not appear in this diagram) isa
preliminary QRA to identify the key subsystems or elements of the system's reliability.
The second phase is an analysis of the process to identify the potential problems for each
of the subsystems and their probabilities or base rates per time unit or per operation. .

Given that a basic error occurs, the next phase is an analysis of the human and organiza-
tional procedures and incentive system to determine their influence on the occurrence of
basic errors and the probability that they are observed, recognized, communicated, and
corrected in tme (i.e., before they cause a system failure). The influence of human fac-
tors in QRA modeling is called human reliability analysis (HRA) [Bell and Swain, 1981;
Swain and Guttmann, 1983).

The result of these three phases is a quantitative measurement of the possible types of
structural defects and, therefore, to different levels of systems' capacity. The fourth phase
involves a return to the QRA for the physical system and a computation of failure for
each capacity level corresponding to the different system states.

A quantitative measurement of the overall failure is then obtained. It explicitly includes
potential weaknesses in the different subsystems due to organizational factors. These dif-
ferent models (process, organization, and final QRA) have been integrated using an event
tree [Dougherty and Fragola, 1986; Heising and Grenzeback, 1989; Nessim and Jordaan,
1985] or influence diagram [Shachter, 1986] to compute the failure probability under dif-
ferent circumstances (e.g., occurrence and correction of a given problem in the process).

In many cases, a combination of technical and organizational modifications can thus im-
prove the overall safety level. It is proposed here to quantify the benefits of organiza-
tional measures using QRA as a starting point. This is the first attempt to structure a
quantitative approach to assist engineers, operators and regulators to consider HOE as an
integral part of design construction, and operations of marine systems. Given that this
approach is in an early stage, focus is placed upon a broad number of aspects ranging
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from individual human error to the organizational structure that may contribute to that er-
TOT. '

The main objective is to produce an applicable methodology and process to assess the
impact of human error in operating marine systems. Further studies beyond the scope of
this report can be conducted to focus on specific aspects to assess impacts of human fac-
tors and the details of the roles of organizational structures in operational reliability man-
agement.

PROBLEMS IN NATURE OF SIGNAL 1: SIGNAL 2: ICORRECTIVE EXTERNAL SYSTEM
SUBSYSTEM PROBLEM OBSERVATION | JOBSERVATION ACTION LOADS FAILURE
P1S

%12 s Y Y Y ¥
o= Ze o o K oL K,

S4

PROCESS ANALYSIS ORGANIZATIONAL ANALYSIS PROBABILISTIC RISK ANALYSIS
|-y [ -

Figure 1.2 - Event tree showing the structure of the generalized
reliability model {Paté-Cornell and Bea, 1989]

1.3 REPORT STRUCTURE

Chapter 1 provides the background and problem definition for the report. Five tasks de-
scribing the scope of the report. Five tasks describing the scope of the Management of
Human Error in Operations of Marine Systems research project are defined. The
methods to accomplish these tasks are also defined. ’

Chapter 2 reviews sources of well-documented case histories of tanker and offshore plat-
form accidents whose root causes are founded in human and organizational errors. The
two primary formats of casualty data were written accident reports and computerized ca-
sualty data. Casualty reports were collected from a variety of sources including the U.S.
Coast Guard (USCG), National Transportation Safety Board (NTSB), Minerals
Management Service(MMS), U.S. Geological Survey (USGS), U.K. Department of
Energy and a number of additional sources. The chapter also discusses the state database
information sources in providing safety information which have been collected. Casualty

- data collected by the USCG, Veritec, and the Institut du Frangais Petrole (IFP) provide

the most current updated information on relating human errors to marine casualties and
are described in Chapter 2.

Chapter 3 reviews existing marine casualty investigation reports, database, and error clas-
sifications to develop a practical human and organizational error classification frame-
work. The HOE classification incorporates proposed taxonomies developed by the
USCG and is supplemented by the addition of several key measures of human and orga-
nizational behavior and performance including violations, commitments to safety, and
allocations of safety resources.

Chapter 4 discusses the development of general analytical frameworks based upon real-
life case histories to characterize how the HOE's interact to cause accidents. The case
histories, both post-mortem studies and currently existing operations form the basis from
which accident characteristics are modeled. Influence diagrams are used to provide the
basic analytical framework to produce simplified and generalized "templates” for tanker
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and offshore operations that preserve the central causative mechanisms. The models are
" not created to predict a particular accident sequence, but to describe a general set of acci-
dent factors. For post-mortem studies, the models do not preserve the unique aspects of
the particular disaster. Models of currently existing operations are developed from
knowledge and experience to construct potential casualty scenarios. The influence dia-
gram template provides a basis from which the user may view the dependencies of con-
tributing factors to marine related casualties even though no quantitative assessments are
made.

Once the templates are developed that relate relevant error contributors to the accident
scenarios, the intent is to quantify the human errors conditional upon the error contribu-
tors. A gquantitative measuring technique, the Human Error Safety Index Method
(HESIM), has been developed in this research and is discussed in Chapter 5. The HESIM
measures organizational, task and system complexities, and environmental factors that af-
fect operators abilities to perform decisions, and actions to prevent or mitigate accident
events. These measurement techniques rely upon judgments and experiences of those
familiar with the operations being modeled and objective data to formulate a "safety in-
dex". A methodology for collection of the objective data, the Human and Organizational
Error Data Quantification System (HOEDQS), has also been developed by this research.

The HOEDQS aliows updating of human errors such that there becomes a greater re-
liance upon objective data and less reliance upon the judgmental indexing procedure.
The strength of the data quantification system is that it is self correcting and has the ca-
pabilities of being updated and refined. The HESIM is used to assist in determining the
impacts of organizational, system and task complexities, stress, routineness, and envi-
ronmental conditions upon human errors and their effects upon increasing the risk. Error
frequencies can be updated using the HESIM and HOEDQS and are then used to update
the failure event index. The failure event risk index is then matched against the failure
probabilities for that event. A functional relation between the risk index and probability
of the accident event is then determined. This allows for forecasting of the risk of failure
events for future operations under various human operator conditions to determine if
these operational conditions lead to an acceptable level of risk.

Chapter 6 is an overview method from which to evaluate alternatives for HOE manage-
ment and determine acceptable risks. Error frequency variations, influence diagram
modeling variations, and cost-benefit analysis are described to evaluate HOE manage-
ment alternatives. Two illustrations are provided: (1) tug escorts for tankers and gas leak
detection, and (2) control for production platforms. Acceptable risks presented from both
a historical and standards of practice viewpoints. An illustration of evaluating acceptable
risks is also provided.

In Chapter 7, the methodologies discussed in Chapter 6 are applied to two well-docu-
mented case studies: the grounding of Exxon Valdez and the Piper Alpha disaster. The
models developed in Chapter 4 are used as a framework to construct general models for
two classes of marine casualties: (1) tanker grounding or collisions, and (2) platforms
process leaks resulting from simultaneous production and maintenance. Influence dia-
gram models are constructed from currently existing tanker and offshore operations: load-
ing and discharge of tankers and crane operations for offshore platforms.

Chapter 8 discusses conclusions and recommendations. The conclusions discuss the
strengths and limitations of qualitative and quantitative HOE analysis. The recommenda-
tions discuss directions for future HOE research in order to provide better quantitative
analysis models of HOE in marine systems. The recommendations focus primarily on
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measurements of contributing organizational errors, quantitative modeling, and HOE
database developments.

Appendix 1 is a listing of literature related to human and organizational errors, influence
diagrams, and human reliability and performance characteristics for both the marine and
related industries. Influence diagram modeling, QRA modeling procedures and related
information have been acquired and are presented.

Appendix 2 is a listing of all tanker and offshore platform casualty reports and database
collected and discussed in Chapter 2.

Appendix 3 is the user manual for operating the HOEDQS and HESIM programs dis-
cussed in Chapter 5 and an operating guide for the influence diagram templates presented
in Chapter 7.

- Appendix 4 is a reference map of the steps used to perform an HOE analysis of particular

classes of accidents. This is a consolidation of the methods discussed throughout the text
into a short reference format.

Appendix 3 presents all other related publications by the authors of this report.






The first task of the HOE research project was to identify, obtain, and evaluate well-doc-
umented case histories of tanker and offshore platform accidents whose root causes were
founded in human and organizational errors. The two primary formats of casualty data
were written accident reports and computerized casualty data, A comprehensive listing
of the accident casualty information and database are found in Appendix 1. The follow-

CHAPTER 2
CASUALTY DATA SEARCH

ing summarizes the information collected to date:

1.}

2.)

3)

4)

5)

The U.S. Coast Guard (USCG) has supplied 18 written accident reports for
tanker and mobile offshore drilling units (MODUs) casualties dated from
1979 to 1990. In addition, the marine casualty database (CASMAIN) which
include 58,934 marine casualties dated through 1990 has been made available.

The National Transportation Safety Board (NTSB) has supplied 47 written
accident reports dating from 1980 to the present. The NTSB updates us with
important accident reports as they become available.

The Minerals Management Service (MMS) has supplied 20 written accident
reports dating from 1979 to 1989 and offshore continental shelf accidents as-
sociated with oil and gas between 1956 and 1990. In addition, reports on risk
analysis for offshore welding and crane accidents have been obtained.

10 independent casualty reports and inquiries have been obtained for catas-
trophic marine disasters such as Piper Alpha, Ocean Ranger, and the
Alexander Keilland. These reports provide information on potential accident
sequences, pre and post disaster design, operations, and regulations offshore.

A number of marine casualty database information was collected and studied

including the CASMAIN, World Offshore Accident Databank (WOAD),’

Insttut Frangais du Pétrole (IFP), and the Marine Casualty Human Factors
Supplement (MCHFS). The Offshore Reliability Data (OREDA) provides
reliability information on safety, process, electrical, utility and crane systems,
and drilling equipment. These database provide the most current updated
information on relating human errors to marine casualties.

2.1 CURRENT MARINE SAFETY INFORMATION SYSTEMS

2.1.1 Written Accident Reports

Case histories are invaluable in that the study of a single case can provide insight into
circumstances leading to catastrophic events. They allow one to examine causal factors
which would be difficult to determine and identify by other means. Some catastrophic
events are the result of a truly unique set of causal circumstances which allows one to
. examine the effects of contributing error factors and the limitations of human

performance under various operating conditions [Reason, 1990].
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However, case study analysis of marine casualties have numerous potential drawbacks.
For instance, case studies are limited in the information available in that complex sets of
events and circumstances leading to marine casualties tend to be "digitized". An overall
picture of the complex processes and circumstances involved in the casualties is difficult
to determine and present. Additionally, marine casualty investigators may be
inexperienced and unaware of how to extract human factor data related causes to marine
casualties. Another drawback is that there is no uniform description and recording
system.

As a result, casualty investigators may report inaccurate information which is biased
leading to difficulties in using the data for accident analysis.! Accident investigations and
reports tend to focus on visibly "solvable” problems and thus are more interested in
formulating "feasible” solutions and recommendations even at the expense of excluding
valuable information. Solvable problems normally are not related to human error related
factors and therefore are perceived as easier to fix. The majority of these solutions tend
to be remedial in nature, non-effective, and can create unforseeable operational problems.

2.1.1.1 USCG and NTSB Reports

The written casualty reports provided by the USCG and NTSB have been valuable in
examining a number of human and organizational factors involved in marine casualties.
Though many of the reports tend to be technical in nature, most pay particular attention to
the problems resulting from operator or management errors as well as point out the failure

of operators to stay within the guidelines of marine regulations. The advantages of using
USCG and NTSB for HOE study analyses are:

(1) Many of the accidents are of sufficient detail to formulate QRA to verify that
the analyses can reproduce the results and 1mphcauons of operations and
general statistics of marine casualties.

(2) Each accident report is followed by recommendations which act as guidelines
for operational procedure to minimize the chance of related accidents in the
future. Alternatives for HOE management suggested in the recommendations
can be analyzed to determine the effectiveness of these measures through the
reduction of frequencies and magnitudes of these events (see Chapter 6).

2.1.1.2 Minerals Management Service Reports

Minerals Management Service offshore casualty reports are less detailed than those
provided by the USCG and NTSB particularly in the technical areas. The reports make
little mention of human factors contributing to casualties, however, a limited amount of
human factor information can be drawn from the reports such as various concurrent
activities which may have contributed to the hazardous environment (e.g. maintenance on
risers resulting in loss of fuel containment and eventual ignition).

1 Bias may be categorized in two ways by Spetzler and Staél von Holstein (1972):

(1) cognitive bias: "conscience or subconscience adjustments in a subject’s responses
systematically introduced by the way the subject is intellectually processing his
perceptions... ", and

(2) motivational bias: "conscience or subconscience adjustments in a subject’s responses
motivated by his perceived system of personal rewards for various responses; he may
want to influence the decision”.
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Two repo&s on OCS accidents do niake mention of HOE related factors: Risk Analysis of

Welding Accidents: Gulf of Mexico OCS Region (1967-1984) and Risk Analysis of Crane
Accidents (1970-1984).

The Risk Analysis of Welding Accidents: Gulf of Mexico OCS Region report categorizes
operator related events and errors by:

(1) lack of proper site preparation, coordination and supervision;

(2) failure to properly isolate potential source of fuel and/or flush /finert the work
area,

(3) employee negligence,
(4) protective devices not used,
(5) poor housekeeping, and

(6) improperly prepared work area.

Ninety offshore welding accidents were recorded between 1967 and 1984 of which 88
accidents were the result of the causes listed above.

The report Risk Analysis of Crane Accidents categorizes 35 of 55 (64%) crane accidents
as the result of:

(1) unsafe procedures (19 accidents),
(2) error of judgment (5 accidents), and

(3) crane overload (11 accidents).
No further differentiation of accidents stemming from human related causes were given.

An additional report, Accidents Associated With Oil and Gas Operations: Outer
Continental Shelf 1956 -1990 documented all OCS accidents during that time period.
This report provides accident location, date, duration, type of accident, corrective action,
volume of pollution spilled, fatalities, injuries, and damage to property or environment,
but makes no mentions-of the causes of casualty events.

In general, documentation of OCS casualties is limited and does not yield much detail to
provide a solid basis to examine accident causes founded in HOE. Attempts to provide
empirical risk analysis for offshore operations have been curtailed by lack of reliable data
to examine human related factors [Laroque and Mudan, 1982; Carson, 1982]. In response
to the Piper Alpha disaster, the Minerals Management Service (MMS) established a task
group to examine the possibilities of similar disaster events and prevention and mitigation
alternatives [Dandenberg and Schneider, 1991]. However, no mention was made of
establishing effective measures to identify HOE:s in the investigative process.

2.1.1.3 Independent Accident Reports

Independent reports on the Piper Alpha, Ocean Ranger, and Alexander Keilland disasters
provide valuable information regarding HOE factors not normally seen with other
accident reports. The Petrie and Cullen Reports provide valuable information on both
technical and HOE related factors. The Petrie Report focuses primarily on technical
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aspects of the disaster and makes available little information about HOE related factors
though some mention of operational procedures is included. The Lord Cullen Report is a
detailed study examining technical, and human and organizational errors in both design
and operations. In addition, the report provides recommendations for future platform
operations along the United Kingdom OCS. The Report of the Royal Commission on the
Ocean Ranger disaster (1985) provides valuable information on technical, human, and
organizational factors which supplement the USCG technical related report. Reports on
the Alexander Keilland are also available but direct attention is given primarily to
technical issues.

2.1.2 Accident Data Bases

2.1.2.1 CASMAIN marine casualty database

The USCG vessel and personnel casualty database (CASMAIN) is currently the United
States Coast Guard Marine Safety Evaluation Branch's primary source of vessel and per-
sonnel casualty data. Though CASMAIN is primarily single dimensional, task oriented,
and lacks documentation of complex interaction of human errors, it established a basic
taxonomy of human and organizational factors [Dynamic Research Corporation, 1989]
and is listed in Table 2.1. Table 2.2 provides the human and organizational error
classification used in the CASMAIN.

CASMAIN was developed by the USCG to document both vessel and personnel casual-
ties. The primary sources of information are the "nature” (event) and "cause” (reason) for
the casualties. Both the nature and cause categories have designations for human errors
in their taxonomies. The nature category includes collisions, disappearances, explosions,
fires, groundings, and material failure. The cause category provides the reasons for each
nature described in the database.

The general structure of CASMAIN has a maximum of three fields for the "nature” and a
maximum of seven fields for "cause” (see Figure 2.1). Each of the nature fields are la-
beled Nature 1-3 in the progression of failure events. The nature of the incident follows
through various stages of events leading to a final outcome. Generally each accident has
a set of causes associated with that event as observed. For example, Figure 2.1 demon-
strates the three nature fields in CASMAIN representing the Ocean Ranger accident (84
men killed off Newfoundland; February, 1982).

The CASMAIN database has the advantage of providing a basis for establishing empiri-
cal models for statistical models for various HOE forms. However, there are limitations
to its use in analyzing contributing HOE factors. First, error sequences are "digitized"
from what initially were a set of complex and continuous events into a limited number of
events and circumstances. Many of the error sequences and interactions cannot be ana-
lyzed through CASMAIN since information is often incomplete or inaccurate. Second,
there is no way to trace individual errors grounded in organizational structure since the
database is limited in organizational error identification. Third, CASMAIN is primarily
task oriented and does not correlate associating events and errors at different states or
stages of the system failure. Finally, there is no methodology for differentiating among
various organizational parties at fault in the accident sequence in order to determine cau-
sation.

Returning to the example of the Ocean Ranger, there were a particular number of causes
for the three "natures” (events) described. In examining the written accident reports for
the disaster, it is evident that there were substantially more causes related to the events of
the accident than those described in CASMAIN {Royal Commission on Ocean Ranger,
1985]. In addition, a number of factors were involved regarding the regulatory require-
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ments for manning the Ocean Ranger. The government of Newfoundland was persistent
in having the platform manned with Canadians even though they were not properly
trained [Royal Commission on Ocean Ranger, 1985].

Table 2.1 - CASMAIN nature categories

Allision Collision Material failure
meeting main engine/motor
Barge Breakaway crossing boiier
overtaking main steam systein
Capsizing special circumstances auxiliary steam system
w/ ice feed - condensation system
Disappearance w/ aid to navigation cooling water system
w/ trace submerged object fuel oil supply
w/0 trace floating object lube oil supply
bridge main generator
Fire pier/dock auxiliary generator
vessel fumishing offshore drilling unit electrical control system
vessel cargo, freight fixed object NOC electrical display system
machinery space NEC hydraalic control system
pumproom unknown pneumatic control system
vessel structure widike, lock, or dam biige system
vessel fuel reduction gear
electrical Explosion shaft system
vessel cargo, fuel machine space - no fire propeller
vessel cargo, HAZMAT pressure vsl - no fire cargo handling-tanker
NEC pumproom - no fire cargo handling-freight
boiler - no fire salt water system
Foundering fuel - no fire venting system
sinking cargo - fire inert gas system
w/o sinking machine space - fire crude oil washing system
pressure vsl - fire navigation equipment
Grounding pumproom - fire ground tackle
accidental boiler - fire lifesaving equipment
intl w/ damage-hazard fuel - fire fire fighting equipment
NEC personnel protect equipt
Steering System Failure unknown hull-structural
control system hull-deterioration
rudder and shaft Cargo loss or damage
Swamping
Disabled Swamping
Well Blowout
Wake Damage Weather Damage
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Table 2.2 - CASMAIN human error classification

-Bypass available safety devices ~Inattention to duty
-Intoxication (alcohol-drugs) -Calculated risk
-Carelessness -Error in judgment
-Lack of knowiedge -Lack of training ‘
-Lack of experience -Operator error
-Fatigue -Smoking
-Open flame -Stress
-Physical impairment -Psychological impairment
-Failed to comply with rules, .
regulations or procedures -Inadequate supervision
-Improper casualty control program -Improper safety precautions
-Failed to account for current- . .
weather -Failed to account for tide
-Failed to use available navigation . . s
equipment : -Failure to ascertain position
-Failed to use charts and . .
publications -Failed to use radio-telephone
-Relied of floating aid to navigation -Failed to yield right of way
-Failed to establish passing . .
agreement -Failed to keep to right of channel
-Failed to proceed at safe speed -Failed to stop
-Failed to keep proper lookout -Improper-faulty lights-shapes
-Improper-missing whistle signal -Improper maintenance
-Used defective equipment -Design criteria exceeded
-Service conditon exceeded -Improper loading

-Preventative maintenance not done

-Improper cargo storage

-lmproper securing-rigging -Improper mooring-towing
-Inadequate fire fighting equipment | -Inadequate lifesaving equipment
-Inadequate controls -Inadequate displays
-Inadequate statutory-regulation I .
requirements Inadequate owner-operator
-Inadequate owner-operator safety ] .
program Inadequate manning
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NATURE 1:

material CAUSEL:
electrical . averse

control weather

CAUSE 2:

improper
casualty
control

| NATURE 3:
foundering

Figure 2.1 - CASMAIN database accident nature and
cause relationship for the Ocean Ranger disaster

Using the CASMAIN error classification, Figure 2.2 demonstrates a more detailed ver-
sion of the cause-event interaction. Even in documenting the causes to each nature, there
is a loss of complex and dynamic interaction. It is difficult to determine whether human
errors are the result of errors rooted in organizations or whether they are the result of in-
dividuals acting on their own initiative.

It is virtually impossible to distinguish between responsible parties of various errors in
the sequence particularly for offshore operations where many sub-contractors may work
aboard the vessels. For example aboard the Ocean Ranger, Mobil Oil was the operator,
while the ODECO Drilling Company was the contracting company operating the semi-
submersible drilling unit. Though both organizations were at fault, the error classifica-
tion did not differentiate the degree of fault or circumstances of fault between contribat-
ing management parties.
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2.1.2.2 Marine Casualty Human Factors Suppiement

The Marine Casualty Human Factors Supplement (MCHF) is a recent development from
the USCG to supplement the CASMAIN database as a tool for documenting capturing the
human element in marine casualties [USCG, 1992]. The MCHEF relates casualty related
error information to the role, position, and education of the personnel involved in the
marine casualty.

However, there is little or no indication that the MCHF captures the complex interactions
leading to accidents in a dynamic fashion as initially described for the Annotated Human
Factors Taxonomy (AHFT) developed by Dynamic Research Corporation (1989). The
AHFT provided a comprehensive, in-depth description of how to identify the complex
interactions related to marine casualties (see Chapter 3 for background on HOE
classification). The Marine Casualty Human Factors Supplement (MCHF) was modified
by the USCG as an alternative to the AHFT and has been designed to work within the
CASMAIN format described above.

As shown in Table 2.3, MCHF categorizes HOE factors into classes and related
subclasses. Then as shown in Table 2.4, the state of the human error class or subclass is
also associated with the particular error contributing factor. For example, a
communication error (class) due to phraseology (subclass) was misunderstood (state)
leading to an improper action or decision. Though the MCHF is used to provide further
details for documentation of human error contributors, it does not allow for
documentation of errors at different stages within the accident scenario and therefore
suffers from the same single dimension modeling problem as with the CASMAIN.

2.3.3 World Offshore Accident Database

The World Offshore Accident Database (WOAD) is the world's largest offshore casualty
database. The advantage of using WOAD is that it provides global statistics on offshore
casualties. WOAD allows comparison of offshore operations worldwide, and is
conducted in U.S. Offshore Continental Shelf (OCS) waters and allows for the analysis of
time dependent trends in offshore safety for various types of operations (drilling,
production, fixed platforms, mobile offshore drilling units (MODUs), etc.). :

Veritec, by its own admission directly acknowledges the need for modifying WOAD to
account for worldwide operational safety and human factors. The database is limited to
documenting events which have initiated the accident chain with little or no mention of
the causes of accident events [Bekkevold, et al., 1990; Veritec, 1988]. WOAD uses the
following fields of human related errors:

-Unknown -Unsafe act -Improper design
-Improper equipment used -Sabotage -Open flame

-Unsafe procedure -Safery system malfunction -Smoke-match ignition
-Collision wf vessel passing by -Welding-cutting torch ignition -Other

The database is similar in nature to CASMAIN and provides little information on the
detailed chain of nature-cause relations between accidents.

2.3.4 Institut Francais du Pétrole (IFP)

The Institut Frangais du Pétrole (IFP) is a database consisting of both tanker and offshore
related casualties worldwide since 1955. This database is divided into two categories:
(1) tanker accidents resulting in spills of at least 500 metric tons, and (2) platform
accidents resulting in the shutdown of activity for a minimum of 24 hours for both
drilling and production platforms.
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Table 2.3 - MCHF supplement human factor
classification and sub-classifications

Communication Mental ifluences
~clarity -anxiety
-language -apprehension
-phraseology -boredom
-complacency
Knowledge-proficiency -deliberate misaction
(training and experience) -distraction
-damage control -equipment confidence
-draft-air draft -expectancy
-emergency procedure -habit interference
-general knowledge -inattention
-job-task response -interpersonal relationships
-maneuvering -mental capacity

-route-environment
-rules, regs, policy
-stability-trim
-system-equipment operation
-vessel operation

Management
-discipline
-job description
-personnel coordination
-personnel qualification
-personnel sufficiency
-personnel-task matching
-personnel training policy
-supervision
-task loading
-tests-drills

Equipment status signals
and indicators
-accuracy
-clarity
-consistency
-credibility
-discrimination
-resclution

-management induced pressures
-motivation
-panic
-perception
-self confidence
-self discipline
-self induced pressures

Physical influences
-alcohol
-chronic fatigue
-drugs
-hearing problem
-medication
-illness
-short-term fatigue
-toxic substance
-visual problem

Compliance with rules,
regulations, policy
-availability
-clarity
-currency
-sufficiency
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Table 2.4 - MCHF supplement human factor states

-attempied -inadequate -not performed
-bypassed -incorrect -not possible
-continued -ineffective -not present
-delayed -initiated -not reached
-disregarded -misinterpreted -not received
-exceeded -misjudged -not secured
-eXCessive -rmisunderstood -not sought
_-ignored -not attempted -not used
-improper Inspection -not clanfied -overestimated
-Improper maintenance -not determined -pertormed
-IMProper use -not followed -reached
-improper -not known -underesttmated
-imprudent -not monitored

These databases exclude some accidents that may have resulted in injury or loss of life
because they did not result in oil discharge or work stoppage. One particular advantage
of the IFP is that it has two types of data input fields: (1) digitized fields with well
defined inputs and abbreviations, and (2) informational inputs. The digitized fields that
are similar to the CASMAIN, WOAD, and the MCHF are used for statistical uses in
analyzing accidents. On the other hand, the informational inputs are for documenting
information that is not easily captured in the digitized fields. For example, in one
incident, 10 crewmen abandoned ship and were killed by sea snakes [Bertrand and
Escoffier]. This type of information is not easily captured in a standardlzed digital
database but can be captured in the informational inputs.

Similar to the WOAD, the IFP database allows for global analysis of both tanker and
offshore casualties but fails to capture relevant information related to HOEs. In addition,
the IFP does not document near miss data, minor casualties, or malevolent behavior (e.g.
scuttling of ship by the crew). These factors limit IFP's use in studying the complex

‘interactions between HOEs and marine casualties.

2.2 EXISTING MARINE RELATED ERROR CLASSIFICATIONS

2.2.1 Marine Board Error Classification for Marine Casualties

The Maritime Transportation Research Board (MTRB) conducted a five year study on
merchant marine safety entitled Human Error in Merchant Marine Safety (1976). The
objective of the study was to determine the causes of marine casualties resulting from
human errors. The MTRB panel concluded that there were 14 human factors which led to
marine casualties or near casualties. These factors include a mixture of both causes and
effects. For example, inattention (effect) can be the result of inefficient bridge design
(cause) or an ambiguous pilot-master relationship (effect) can possibly be the result of
inadequacies of the rules of the road (cause).

(1) Inattention: lack of full vigilance to duties and responsibilities assigned.

(2) Ambiguous pilot-master relationship: confusion in authority and
responsibility.

(3) Inefficient bridge design: poor instrumentation and control stations.
2-11



(4) Poor operational procedures: failure of deck and engine watchstands to
observe consistent operating standards.

(5) Poor physical fitness.

(6) Poor eyesight.

(7) Excessive fatigue.

(8) Excessive alcohol use.

(9) Excessive personnel turnover.
(10 High level of calculated risk.

(11) Inadequate lights and markers: particularly for vessel navigation
DUrposes.

(12) Misuse of radar. Misuse or misinterpretation of radar equipment.

(13) Unceriain use of sound signals: general failure to employ sound signals
as required for rules of the road.

(14) Inadequacies of the rules of the road: when rules are considered to be
the source of, rather than the countermeasures to human error casualties.

These conclusions were based upon an intensive literature search as well as 359 in depth
interviews conducted with pilots, masters, deck officers, chief engineers, engineering
officers, tug and harbor personnel.

In addition to these human factors, the panel concluded there is an inadequate database to
maintain statistics on marine casualties and recommended the development of such a
database by the USCG. The MTRB panel also made recommendations to address the 14
human factors listed above.

Additionally through examination of the questionnaires and literature search, the MTRB
panel defined 13 types of human errors they believed to be detrimental to safe marine
operations:

*Panic or shock *Sickness
*Drunkenness or drug influence *Confusion
*Inattention o *Incompetence
*Anxiety *Fatigue or drowsiness
*Negative transfer of training *Negligence
*Ignorance *Calculated risk

*Fear

2.2.2 Errors Induced by Organizations in Platform Casualty Analysis

Pate-Cornell and Bea (1989) suggest an organizational error taxonomy for design,
construction, and operations of offshore platforms defining organizational errors as: (1)
individual errors "grounded" in the organizational structure, and (2) legitimate and
rational decisions by the individual which are in variance with the standards of the
organization. This classification of operator errors can be used to relate individual errors
with those rooted in the organizational structure. Previous analysis of organizational
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L ommunications Problems Limitations BAD

~errors in design, construction and operations of platforms have resulted in quantitative
“assessments of alternatives to improve reliability through organizational modifications.

Organizational errors can be the result of three major sources: (1) human limitations (e.g.
fatigue, seasickness, etc.), (2) lack of communication and transfer of relevant information
to decision makers at appropriate management levels, and (3) incentive problems
resulting from incompatibility of goals and preferences between various levels of
management and specific actors.

Figure 2.3 shows the classification developed to address organizational errors. The
taxonomy distinguishes gross errors and errors in judgment. Gross errors are those
resulting from a lack of knowledge, understanding, and the inability to respond under
various circumstances. Gross errors are also errors in which there is little controversy or
ambiguity and the individual would take notice of the error if brought to his attention.
Errors in judgment are interpretations of available information which may be incomplete
or uncertain and the resulting decisions are often ambiguous.

CORGANIZATIONAL ERRORS)

No controversy Uncertainty

GROSS ERRORS

(ERRORS OF JUDGMENT )

INDIVIDUAL
JUDGMENT

Information
unavailable

Wrong
Goals
unavailable model
Genuine Wrong Refusat of Viclation isunderstanding
Ignorance earning information of goals of goals

Figure 2.3 - A taxonomy of organizational errors {Paté-Comell and Bea, 1989)

Minuse
of goal

Gross errors can be further differentiated into communication and cognitive problems,
and human limitatons. Communication errors are those where information is not
available to the decision makers at specific levels because the information may not have
been gathered or the proper communication channels do not exist between involved
parties. In addition, the goals may not be communicated sufficiently to illicit proper
actions.

Cognitive problems are divided into accidental slips, incorrect perception (wrong model),
and genuine ignorance. Accidental slips are those errors resulting from such aspects as
work overload, stress, and improper job design. An individual in the organization may
firmly believe in a wrong model because of errors in interpreting incomplete information.
In the third case, the individual may be unable or unwilling to acquire additional
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information and thus is genuinely ignorant to the situation. Human limitations can result
from either physical or psychological factors due to inadequate hiring practices or bad
individual job design. '

Errors of judgment are differentiated into bad and good individual judgment. Bad
individual judgment can be in operational behavior, misuse of information, or goals of the
organization. Errors of judgment may also occur when inadequate procedures and
organizational structures lead to rational decisions at odds with the overall objectives of
the organization.

2.3 SUMMARY

The current state of written casualty reports and databases leads to the conclusion that
little good information is available to study the complex interactions of human errors in
operations of marine systems. This problem is not unique to the marine industry (Swain
and Guttmann, 1985). The most reliable sources incorporating HOE related factors tend
to be the written reports. Yet, as concluded by Marton and Purtell (1990), there currently
exists:

(1) no comprehensive, standardized, validated and commonly accepted
classification of human factors to adequately identify human factors involved
in the casualty process;

(2) no standardized, hierarchically organized, concept or format for identifying
human factor casualty data to identify and correlate direct error causes to the
underlying and contributing factors that shape the behaviors responsible for
error and accident events; and,

(3) no commonly accepted data collection concepts or methodologies that assist

marine casualty investigators to accurately detect, describe, and record the key
human error elements correlated with marine casualties.

2-14
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CHAPTER 3

HUMAN AND ORGANIZATIONAL
ERROR CLASSIFICATION

The purpose of Task 2 was to develop an organizational and classification framework for
systematically identifying and characterizing various types of human and organizational
ITOrS.

This chapter develops a practical human and organizational error classification framework
that uses existing marine casualty investigation reports, databases, and error classifications.
The HOE classification incorporates proposed taxonomies developed by the USCG and is
supplemented by the addition of several key standards by which measures of human and
organizational behavior and performance including violations, commitments to safety, and
allocations of safety resources are identified.

3.1 BACKGROUND -CHARACTERIZING ERROR AND FAILURE
FACTORS

As stated by Reason (1992), effective safety management can only be obtained by having
relevant up-to-date information on the reliability of the operating system. System reliability
is continually in a state of flux as a result of changes in economic conditions, management,
organizational culture, variability in human performance, changes in technologies, degra-
dation of operating systems, and variability in environmental conditions. To gauge a sys-
tem's reliability, it is imperative to maintain a relevant up-to-date information system that

- -properly identifies casualty contributing factors. Like most industries with low probability

>high consequence accidents (e.g. nuclear power, air traffic control, aircraft carrier flight .

operations, etc.), the tanker and offshore industries operate with the reliability of the safety
factors varying in ime. As shown in Figure 3.1, these intrinsic safety factors are depen-
dent upon measures of human, organization, and system performance.

Safety factors can be gauged for activities as they interact to affect the system. For exam-
ple, the "design” of the system may be at either extreme. For instance it may be too com-
plex and weakly linked or simple and robust. However, most operational systems lie be-
tween the two extremes. Perrow (1984) discusses that complex systems may be tightly
coupled and too difficult to operate safely (destined to failure) even though it is robust. On
the other hand, a simple system may be weak linked (tightly coupled). Each of the factors
are assessed through the safety information system which determines the "temperature”
(reliability) of the system. The basis of safety information systems lies in the development
of a taxonomy to identify human factors contributing to a potential accident scenario.
Figure 3.2 demonstrates five elements which relate to accident causation [Reason, 1992].

Defenses are placed in the system to reduce the chances of accidents or incidents based
upon contributory human factors. The defenses may be systems (e.g. redundancy, high
load capacity) or operations (e.g. safety programs, regulations).

Reason (1992) classifies human failures into zypes and tokens. Failure types are those
which are founded in organizational, management, and regulatory culture, policies and pro-
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cedures. The failure types can be further distinguished into source and functional types.
Source type failures are decisions made at the strategic level of the organization. Functional
types failures are made at the line management level where strategic errors manifest into
functional form. Tokens are subdivided into condition and unsafe acts. Condition tokens -
are dependent upon psychological or conditional states of the operators or system which
lead to unsafe acts at the operator crew level. Unsafe act tokens are categorized as "slips”,

"lapses”, "mistakes", or "violations".

In examining the effects of human errors in marine systems the most available and widely
used sources of safety information are casualty and incident reports. However, casualty
and incident reports do not always capture important underlying causes of accidents and
incidents [Moore, 1991; Marton and Purtell, 1990; Larogue and Mudan, 1982; Panel on
Human Error in Merchant Marine Safety, 1976). Casualty reports were used to examine
human, organizational and system errors leading to catastrophic consequences in tanker and
offshore platform operations with relative success in identifying the relevant HOE factors
[Paié-Cornell, 1992; Roberts and Moore, 1992].

However, current changes in operational procedures resulting from accident analyses tend
to lead to ad hoc human and organizational error management alternatives. For example,
the Oil Pollution Act of 1990 (OPA 90) requires all new tankers to be constructed with
double-huils to reduce the likelihood of hydrocarbon spills in the event of collision or
grounding. The decrease in vessel capacities (as much as 40%) results in the necessity for
more vessels to keep pace with the volume of demand. This can lead to higher vessel traf-
fic and possibly increase probability of vessel collisions [Bea and Moore, 1993].

A logical progression in gathering system safety information is to examine unsafe act errors
and violations which directly lead to accidents and incidents. Unlike the commercial avia-
tion industry, there is no established reporting system in the marine industry to gather in-
formation on unsafe act errors and violations. The commercial aviation industry maintains
the Aviation Safety Reporting System (ASRS) which receives, processes, and analyzes
voluntarily submitted aviation incident reports by pilots, air traffic controllers and other in-
dustry sources. Efforts to develop a similar system for the marine industry have been in
vain,

Unsafe acts in the marine industry have generally been kept in confidence by the operators.
Unsafe acts are violations and the result of motivation, individual and management attitudes
and cultures which are founded at higher levels in the organization. For example, at the
time of the Piper Alpha disaster, simultaneous maintenance and production were being per-
formed on the platform which led to a succession of explosions and fires killing 167 men
and destroying the platform. The problem was founded not only at the front-line operator
level, but in the organization which allowed the simultaneous operation to maintain produc-
tion schedules [Paté-Cornell, 1992).

The next level in the safety information system scheme is the condition tokens. Condition
tokens are psychological and situational precursors to accident scenarios. They are factors
which contribute to unsafe acts such as hazardous working environments, job design, and
inadequate training. Each of these condition tokens' root causes are found in critical under-
lying contributing errors. For example, the day before the Piper Alpha disaster, the
Offshore Installation Manager (OIM) left the platform and temporarily promoted other
people to compensate for his loss rather than bringing aboard a qualified OIM. The acting
OIM was unable to coordinate an evacuation during the crisis eventually leading to his
death and that of 83 other men in the accommodations unit {United Kingdom Department of
Energy, 1990]. The acting OIM was inadequately trained for the job even though the un-
derlying contributing causes were founded at the management level since qualified person
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Factor

.. -HARDWARE/

_ MANAGEMENT

RESOURCES

Gauging system

complex simpile
weak link robust
low high
quality quality
unplanned planned
careless careful
none thorough
reactive proactive [
none thorough
undisciplined disciplined
unplanned planned
untrained trained
many few
frequent infrequent
none intensive
condone proactive
product oriented process oriented
undisciplined disciplined
stiffled intense
perfunctory effective |
low level high level
I casual Mgg_l
none extensive

Figure 3.1 - Operating system profile
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nel were not present during critical operations. This is an example of a situational condition
that compounded the catastrophic loss of life and platform.

Assessing safety information of functional failure types begins by addressing the "intrinsic
safety health of an organization” [Reason, 1992]. For example, general failure types can
be categorized as: inadequacies in operating procedures and conditions, system defects and
inadequate defenses, communication failures, poor maintenance, design failures, and so
on.

Finally, addressing source failure types looks towards long-term safety goals of the
organization. This can be directed at top-level management's commitments to safety,
competence in addressing problems, or a lack of cognizance of the problem's nature.
Though there is no standardized form to assess these issues, Reason (1992) categorizes the
states of organizational behavior toward safety practices as:

(1) Pathological: Safety systems are at minimum industry standards, no top-level
management commitments toward safety goals. Hungarian nuclear power
industry, Bhopal Union Carbide chemical plant prior to accident in 1984.

(2) Incipient reactivity: Staying just one step ahead of regulations and showing signs
of concern for accident trends. Occidental Petroleum - Aberdeen prior to Piper
Alpha disaster.

(3) Worried-reactive: Concern about continual trends in close calls, incidents and
accidents in its operations. Offshore production platforms with histories of close
calls leading to shutdown of production. '

{4) Repair-routine: Reasonable sensitivity to past and potential future accident events,
safety data collected (accidents and incidents) and remedial safety measures
implemented on a local level. Well operated offshore platforms ten years ago.

(5) Conservative-calculative: Conduct a range of auditing techniques and workplace
safety measures. Concerned with "techno-fixing" safety measures for humans
and operating systems (i.e. better hardware and ergonomics). U.S. nuclear
power industry (currently moving toward incipient proactivity) and well operated
offshore platforms and tankers prior to Piper Alpha and Exxon Valdez.

(6) Incipient proactivity: Moving away from engineering fixes and acknowledge the
role of organizational culture, policy, and procedures in the reliability of the
operating system and actively searching for better human error management
alternatives. U.S. nuclear power industry {(in near future).

(7) Generative-proactive: Large number of proactive measures in place, top level
commitments to safety, safety measures continually being assessed and updated,
and a lack of complacency among management. Flight operations for aircraft
carriers and the Federal Aviation Administration.

3.1.1 Issues in Establishing an HOE Classification

One of the keys to developing an effective classification is to determine the goals and
preferences of the model user. For example, tanker or offshore platform operators may
wish to establish error classifications and models which focus on specific areas of
operation for allocation of limited resources. These goals and preferences may be
established in the classification to examine the effects of the operating alternatives weighing
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safety, economic, and production costs and benefits as the driving force. On the other
hand, regulators and policy makers may wish to establish environmental, economic and
social risks and costs of specific tanker and offshore operations. In short, the taxonomies
and models would vary to project the preferences of the user in examining costs and
benefits of these operations.

The complexity of the classification must be weighed against the time, available resources,
goals and preferences of the user. A primary problem in classifying errors is striking a
balance between a general error taxonomy addressing general adaptive processes or basic
error tendencies, and highly detailed examinations of specific error forms [Reason, 1990].
Users must ask themselves if the marginal value of information gained, as the model
constructed becomes more complex is worth the additional input of resources. For
example, the user may wish to establish a general framework model with only limited detail
and spend more time on analysis and examining the effects of sensitivity and uncertainty in
the model. Yet another individual or group may wish to develop a meticulously detailed
error classification and model formulation at a substantial cost in time and resources. This
preference allows the user to examine finely detailed aspects of human performance or limit
the amount of ambiguity and uncertainty in the classification and model formulation.

The goal of establishing this classification is to develop an organizational classification
framework for systematically identifying and characterizing various types of marine related
human and organizational errors. The classification should be commonly agreed upon and
practical for engineers, regulators and decision makers. In addition, the classification
should be simple enough for a range of experience and expertise levels to use, yet robust
and detailed to allow users to adequately model the marine operating system.

3.2 HUMAN and ORGANIZATIONAL ERROR CLASSIFICATION

The problems stated above led the U.S. Coast Guard (USCG) to develop the Annotated
Human Factors Taxonomy (AHFT) which was to be used by casualty investigators as a
basis for identifying human factors in marine casualties [Dynamics Research Corporation,
1989]. The AHFT is a comprehensive classification designed to assist USCG investigators
in identifying and effectively recording human errors in marine casuaities. The AHFT was
subsequently replaced by a simpler (yet not as detailed) Marine Casualty Human Factors
Supplement 10 be incorporated into a similar investigative format as CASMAIN (see
Sections 2.1.2.1 and 2.1.2.2).

In the framework of error types and tokens discussed by Reason (1992), the AHFT
primarily addresses error tokens. The HOE classification will incorporate factors from the
front-line operator to top-level management (error types and tokens). Error tokens provide
a basis for determining the underlying error types. For example, a lack of operator interest
(error type) in safety contributes to insufficient tanker manning (an error token). The
current status of accident data primarily focuses on active (initiating) errors with little or no
information on underlying or contributing error types.

The development of HOE model framework analyses are through the examination of post-
mortem studies (e.g. Exxon Valdez and Piper Alpha), and case studies (tanker
loading/discharge and platform crane operations. See Chapter 7). Analysis of post-
mortem studies can directly yield the error tokens (e.g. fatigue, lack of training, or
judgment error) and error types (e.g. organizational communication and top-level
commitments to safety) may be implemented.

The remainder of the chapter is dedicated to the error classification and how it is categorized

for HOE framework modeling. The AHFT and MCHEF are the bases for the HOE project
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taxonomy due to their general acceptance in the marine industry. Both the AHFT and
MCHF are limited in some aspects and are supplemented by the addition of several key
measures of human and organizational behavior and performance including violations,
commitments to safety, and allocations of safety resources.

3.2.1 The Basis for HOE Classification -The Annotated Human Factors
Taxonomy (AHFT)

The primary basis for the HOE classification is the USCG Annotated Human Factors
Taxonomy (AHFT) and the Marine Casualty Human Factors Supplement (MCHF). The
AHFT was developed to improve upon the CASMAIN database to correlate underlying
human factors contributing to marine casualties. The AHFT has been reviewed by
regulators, operators, human factors experts and has gone through several revisions but
was never implemented. The USCG concluded the AHFT was too difficult to implement
by marine casualty investigators. As a result, he AHFT was further revised into the
MCHEF.

The AHFT was developed as the basis for USCG marine casualty investigative procedures.
Figure 3.3 demonstrates the format for USCG marine casualty investigations. Stage Iisan
identification of prior and current ship operational characteristics. This stage is an analysis
of the characteristics of the vessel operations with regard to operating procedure, equipment
and technology, and personnel. Stage II identifies the personnel and task performance
requirements and constraints. This stage is an assessment of the current level of
performance potential to operate the system. Stage III is a determination of adequacy of
performance.

In other words, were the personnel and/or task performance requirements sufficient to
avoid the accident? Stage IV is the identification of the human factors in the accident
sequence given the information provided in Stages I-III. The contributions of human
factors are specifically identified and described in Stage V. The causes are differentiated
into contributing and underlying causes, direct or casualty initiating errors, and
compounding errors. Stage VI is the identification of corrective actions (applied safety
management). The application of the AHFT is in Stages [V-V in the casualty analysis.

As shown in Figure 3.4, the AHFT differentiates errors into states and actions. The states
include incentives and motivation of the organization and operating crews, the operating
environment and situations, as well as information and communications. Error actions in-
clude active errors initiated by the operating crews. These active errors are lapses (memory
failures) and slips {attention failures), mistakes (rule-based mistakes), and violations
(routine violations). All active errors can be categorized as unsafe acts [Reason, 1992}

Human error rclatéd casualty causes are categorized into [Dynamic Research Corporadon,
1989]:

(1) Training and experience: This refers to "the effects or impacts generated by
concerns associated with inadequacies in training or experience of the ships
permanent or transient crew members or that of port personnel associated with
the loading, unloading, repair, or maintenance of the ship."

(2) Behavioral: This section concems those actions “associated with psychologi-
cal, emotional stressor and motivational related behavioral attributes or con-
cerns."”
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Figure 3.3 - Human factor related marine casualty investigation and safety
development model [Dynamic Research Corporation, 1989]
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Figure 3.4 - General AHFT error breakdown

Human factors: This topics include "all concerns associated with human
intervention (action) or human engineering related to developing and sustaining
the facility, equipment, software and operational interface designs needed to
support the effective performance of the ships crew during normal, degraded
or emergency operations and assure the health, safety, and well being of the
ship's crew and passengers.”

Management and administration: This includes "all concerns associated with
administrative and managerial practices that impact manpower, personnel or
crew procedure or performance requirements during normal, degraded, or
emergency mode operations afloat or in port."

Information/communication: This section includes "concerns associated to
any, or with any, human factor related aspect or type of transfer of significant
information between crew members, ship to ship and ship to shore stations that
can cause or increase the severity of a marine casualty.”

Bio-medical: This section "covers concerns any biological, physiological or
medical factor capable of directly effecting the crews physical health or well
being so that their ability to successfully perform their required task and/or
funcltions, maintain good health, and/or survive is degraded to unacceptable
evels."

Environmenr: This heading "covers external environmental factors capabie of
directly or indirectly degrading human factor related concern effecting the
physical, functional, operational or safety status or potential of a ship, its
permanent Or transient CTew, passengers, or cargo in a manner or to a level that
could lead to a marine casuaity."

Hardwarel/software: This covers "failures or shortfalls effecting a human
factors related concern generated by hardware or software factors in any area
of the marine operational environment that can directly or indirectly cause or
increase the severity of a marine casualty."
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Under each of the above error categorizations are several acronyms to describe the specific
human factor. Yet the AHFT fails to capture other key elements in the human error induced
casualty process:

(1) Violations: The AHFT makes no direct reference to violations of either the
front-line operating crews, front-line management, or organization. The
USCG currently maintzins a separate database for violations.

(2) Commitment to safety: No mention is made of the influence of top-level
management to the safety of the operation. Commitment to safety has two
primary components: (1) motivational and, (2) resources. However,
commitment to safety is not sufficient for operational reliability. There must be

of personnel (see "resources” below) and a cognizance of
potcrmal hazards in the operating system [Reason, 1992]. Both qualitative and
quantitative models of safety commitments have been studied to determine
general traits distinguishing organizations from one another [Koch, 1993].

(3) Resources: The commitment of resources is not only a factor of money but
expertise and caliber of personnel from top-level management to front-line
operators.

3.2.2 HOE Classification

The following is a presentation of the general marine operations human and organizational
error classification and their descriptions. As shown in Figure 3.5, the AHFT sources lead
to the following error classification.

(1) Commimnent to safety: Commitment to safety is determined by the level of
commitment of available resources (money and expertise) and cognizance of
potential problems to the safety of the operational system from top-level
managers to front-line operating crews. Commitment to safety encompasses
humans, organizations and regulatory bodies.

There is a distinction between commitments to safety and the resources
applied to the system. There can be a commitment to safety, but insufficient
resources, expertise and cognizance to obtain higher levels of safety which
has the effect of neutralizing the commitment to safety.

(2) Resources: Resources pertain to money and expertise used to heighten
operational safety. Commitments of resources encompasses human tasks and
performance, organizations and regulatory bodies. There may be the
sufficient resources, yet little or no commitment to safety at various levels of
the organization or by front-line crews. This also has an effect of neutralizing
the expected commitment to safety.

(3) Human-system interface: Encompasses failures and shortcomings of human
action resulting from inaccurate or insufficient information or from an
inaccurate or insufficient response of control systems and control system
display. Human/system interface problems will be addressed particularly
between the front line operators and the system during normal and crisis
situations.
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Figure 3.5 - Human and organization error classification

(4) Knowledgelexperience/trgining: Pertains to human or organizational failures
- and shortfalls resulting from insufficient or improper knowledge, experience,
or training of the system under normal or extreme operating conditions.
Knowledge, experience, and training are particular issues concerning the
organizations, management, and front-line operating crews responsibility of
ensuring sufficient job tasks and performance level during normal and crisis
situations. ‘

(5) Maintenance: Refers to the impact on ship or platform operations as a result
of improper, insufficient, or a failure to conduct adequate maintenance which
is important to the day-to-day (normal operating systems) and extreme
operating environments (safety and emergency operating systems).
Maintenance is regarded to be the responsibility of the operating organization.

(6) Physical/mental lapses (including slip or mistakes): This pertains to physical
or mental lapses, attention failures, memory failures, and rule based mistakes
which cause or contribute to failed or inadequately manned functions or
performances under normal or extreme operating conditions. The
examination of physical and mental lapses, slips, and mistakes are for front-
line crews whose tasks and job performances are inhibited during normal and
crisis situations.

(7) Violations: Refers to intended unsafe acts such as routine and exceptional
violations or acts of sabotage. Violations are addressed with regard to the
front-line operating crews, the organizations who potentially influence the
decisions and actons of the crews, and the regulatory bodies which establish
the guidelines for operational policies and procedures.
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(8) Moralelincentives: Morale refers to individual behavioral attributes that )
decrease the willingness, commitment and thoroughness in which individuals N
will conduct assigned tasks and functions. Incentives pertain to the
differences in goals and preferences at different levels in the organization
which lead to inadequately manned functions or performances. This
examination addresses the morale and incentives of the front-line operating
crews, the organizations who potentially influence the decisions and actions
of the crews, and the regulatory bodies which establish the guidelines for
operational policies and procedures. ‘

9) Job design: This encompasses the inappropriate match of personnel
characteristics with job, task or role requirements, or inadequate job
descriptions that cause and contributes to failed or inadequately manned
functions and performances. Job design applies to the inappropriate match of
individuals, the operational policies or procedures leading to inappropriate
match of personnel, and regulatory policies which contribute to an accident
scenario. ‘

(10) Regulating/policing: Refers to the insufficient, inaccurate regulatory and
policy making system or failure of organizations and regulatory bodies in
continually maintaining or monitoring the integrity and reliability of the
operating system. Regulating and policing addresses the insufficient active
participation of the organization or regulatory body in maintaining the safety
of the operating system.

(11) OQOperating policy: Pertains to organizational policies and procedures from top-
level to front-line management which are conducive to the implementation of
safety of the operating system. L

(12) Communication/nformation: Refers to the incorrect, incomplete, or failure of
the transfer of information between individuals, organizations, regulators, and
systems which inhibit the safety of the operating system. Insufficient
communication and transfer of information can be between human and
system, or between individuals and parties on the organizational and
regulatory level (i.e. top-level management, middle management, and
operators).

(13) Mannring: This embodies the inadequate manning (expertise or number of
individuals) required that causes or contributes to failed or inadequately
manned function or performance of the operational system. Manning
decisions are maintained at the organizational and regulatory levels.

3.2.3 The External Operating Environments

The AHFT makes a distinction between error states and actions {see Figure 3.4) which
contribute to accident scenarios. As shown in Figure 3.6, the HOE classification makes a
further distinction between operating conditions (man-made or environmental) and error
causes. The reason for this distinction is to eventually examine the effects of external
operating environments on error events and causes at the various stages in an accident
sequence (see Figure 3.9).
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Table 3.1 displays the categories of the external operating environment which are
differentiated into external and operational factors. Operational factors are specific to the
operating environment, The external operating environment may contribute to events,
decisions, actions, or human errors. External factors pertain to the external environment
(e.g. cold, snow, ice, etc.).

3.2.4 Underlying, Direct and Compounding Errors
As shown in Figures 3.7 and 3.8 we establish three stages of contributing causes to
accident scenarios:

(1) Underlying/contributing causes represent latent errors in technology,
organizational management, regulation, or immediate underlying causes for the
specific error events.

(2) Direct causes are accident initiating errors (active errors) by front-line crews
which directly effect the primary accident event.

(3) Compounding causes (latent errors in organizations, regulations, technological
systems which enhance the casualty factors).

For example, Figures 3.7 and 3.8 demonstrate the basic events of a potential tanker
grounding and a platform gas production fire respectively. Each of the events is influenced
by particular HOE factors. Figure 3.7 shows the three primary events of a vessel
grounding: (1) the vessel deviates from the pre-determined traffic separation scheme
(underlying or contributing event), (2) the vessel runs aground (direct event), and (3) the
vessel is withdrawn from the rocks after the grounding (compounding event). Similarly,
Figure 3.8 demonstrates the primary events surrounding the loss of life and platform: (1)
decision to conduct maintenance and production simultaneously (underlying or contributing
event), (2) explosions and fires (direct event), and (3) loss of life and platform
(compounding event).

Figure 3.9 is a further illustration of how human and environmental factors are organized
for each stage of the accident scenario (see Figures 7.1 and 7.6). Figure 3.9 assists in
determining the critical human error contributors (decision or action by the individual) to
casualty events for both post-mortem studies and current operations by addressing the
casualty at each relevant stage. Chapter 4 discusses in detail how this diagram is used to
assist in identifying contributing HOE factors.

Table 3.1 - Classification of environmental operating conditions which
contribute to HOE

External Qperational
None None

Ice Smoke
Waves Fire

Time of day Fumes
Tide Noise

Fog Air quality
Temperature Vessel traffic
Rain Vibration
Green water on deck

Snow

Wind
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casualty events, decisions, and actions

3.3 SUMMARY
In this chapter, a practical human and organizational error classification was developed
using existing marine casualty investigation reports, databases, and error classifications.
The HOE classification incorporates the proposed error classification, the USCG's AHFT,
and was supplemented by the addition of several key standards by which measures of
human and organizational behavior and performance including violations, commitments to
safety, and allocations of safety resources are identified.

3-16




B N e
R B P . RT3 T - [ :tlu

CHAPTER 4

FRAMEWORKS FOR HOE MODEL
DEVELOPMENT

This chapter discusses the development of a general analytical framework based on real-
life case histories of major marine casualties to characterize how the HOEs interact to
cause accidents. The case histories, both post-mortem studies and currently existing
operations form the basis from which accident characteristics are modeled.

Influence diagrams are used to provide the basic analytical framework to produce
simplified and generalized "templates” for tanker and offshore operations that preserve
the central causative mechanisms. The models are not created to predict a particular
accident sequence, but to describe a general set of accident factors. For post-mortem
studies, the models do not preserve the unique aspects of the particular disaster. Models
of currently existing operations are developed from knowledge and experience to
construct potential casualty scenarios. The influence diagram templates provide a basis
in which the user may view the dependencies of contributing factors to marine related
casualties though no quantitative assessments are made. The influence diagrams force
the user to think in detail about important decisions, uncertainties, and interrelationships
[McNamee and Celona, 1990]. :

In Chapter 7, these methodologies are applied to two well-documented case studies: the
grounding of Exxon Valdez and the Piper Alpha disaster. The models are used as a
framework to construct general models for two classes of marine casualties: (1) tanker
grounding or collisions, and (2) platforms process leaks resulting from simultaneous
production and maintenance. The next stage in developing analytical frameworks for
HOE analyses in marine operations, is to construct influence diagram models from
currently existing tanker and offshore operations. Two marine system operations were
identified by the project sponsors for HOE model development: loading and discharge of
tankers and crane operations for offshore platforms.

4.1 MODELING A SIMPLE MISHAP

As an introduction, a general diagram for modeling a mishap allows the user to examine a
general error process from initiation to correction. Figure 4.1 provides a schematic
description of a simple mishap. Once a mishap has been initiated, the objective is to
return the system to normal before it reaches a critical threshold. :

A mishap is differentiated into three psychological factors: perceiving, thinking, and act-
ing. The danger threshold could be reached by either a lack of sufficient time to react, or
errors in perception, thought or action which would either lengthen the time between
events or increase the magnitude of the danger buildup. The perception stage starts with
a mishap and is followed by a warning signal (see Figure 5). The warning is then noticed
and leads to recognition of the mishap source. The thinking stage begins with the
identification of the problem and information (whether complete or incomplete) is
processed at this stage to evaluate decisions for the best course of action. The mishap is
acted upon by the execution of a plan and the system is returned to a normal operating
status or escalates 10 a dangerouns state. This may be the result of an inadequately
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executed plan, inadequate plan, or failure to accurately move through the necessary stages
to return the operation to a normal state.
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Figure 4.1 - A simple model of a mishap

4.2 CONSTRUCTING HOE MODEL TEMPLATES

One of the keys to the development of an effective model framework is to determine the
goals and preferences of the user. For example, tanker or offshore platform operators
may wish to establish models that enable them to focus on specific areas to allocate
limited resources. These. goals and preferences may be established in the model to
examine the effects of the operating alternatives by weighing safety, economic, and
production costs and benefits. On the other hand, regulators and policy makers may wish
to establish environmental, economic and social risks and costs of specific tanker and
offshore operations. In short, the models would vary to project the preferences of the
user in examining costs and benefits of these operations.

The complexity of the model must be weighed against the time, available resources, goals
and preferences of the user. A primary issue in model development is striking a balance
between developing a general or detailed examination of specific operations. A common
problem associated with structuring decision analysis models are developing inaccurate
models or structuring a simple problem in a complicated manner [McNamee and Celona,
1990]. Users must ask themselves if the marginal value of information gained, as the
mode] being constructed becomes more complex, is worth the additional input of
resources. For example, the user may wish to establish a general framework model with

4-2



only limited detail and spend more time on analyzing and examining the effects of
sensitivity and uncertainty in the model. Yet another individual or group may wish to
develop a detailed model at a substantial cost in time and resources that allows the user to
examine detailed aspects of human performance and reduce the uncertainty in the model.

In any event, the models do not particularly need to depict the reat world but allow the
user to differentiate between decision alternatives [McNamee and Celona, 1990}].
Regardless of the level of detail the user may wish to include, each model begins with a
template diagram which forms a basis for a specific operation. The template is a diagram
involving the most relevant factors affecting a class of accidents or specific operation.
The structure of the model should be shown to key players in the operation (managers,
front line operators, regulators, consultants, etc.) to discuss whether the models are
consistent with their judgments and experiences [Phillips, er al., 1990; Swain and
Guitmann, 1983]. Input from only one group may limit the effectiveness of the outcome
(see communication discussion in Chapter 1). The key players should have a
commitment to safety and their safety management system to make intelligent judgments
[American Institute of Chemical Engineers, 1989; Gale, 1993]. Influence diagrams are
an excellent source from which to understand the differences among experts viewing the
same problem [Ashley, 1992]. If results are not consistent with case history examples,
experience or available quantitative measures, further refinements are made.

There is a choice between encoding uncertainties or modeling the problem further
[Spetzler and Stagl von Holstein, 1972). A fully descriptive model of the dynamic nature
of human performance is not necessary for PRA modeling. It is impossible to fully
describe all aspects of human characteristics and behavior. We now define how the
human operator is described in modeling procedure. The human related components of
PRA models are defined as human reliability analysis (HRA) and described by Swain
and Gurtmann (1983) as:

"...the probability of successful performance of the human activities necessary for
either a reliable or an available system, specifically, the probability that a system-
required human action, task, or job will be completed successfully within a
required time period, as well as the probability that no extraneous human action
detrimental to system reliability or availability will be performed.”

Thus, one creates generally descriptive models of human factors as a component of "man-
machine” systems to examine human performances directly related to casualty events.

4.2.1 Establishing Frameworks for Classes of Accident Models L

A fully descriptive model of the dynamic nature of human performance is not necessary
for PRA modeling [Swain and Guttmann, 1983]. Since it is impossible to fully describe
all aspects of human characteristics and behavior in a PRA mode, therefore, one creates
generally descriptive models of humans as components of "man-machine” systems.

Figure 1.2 provides a schematic description of the structure of this integration model.
The first phase (which does not appear in this diagram) is a preliminary quantitative risk
analysis (QRA) which identify the key subsystems or elements of the system's reliability.
The modeling effort is most effective if starting with a "gross” representation (template)
and refines the model with the addition of further information [Spetzier and Staél von
Holstein, 1972). The second phase is an analysis of the process to identify the potential
problems for each of the subsystems and their probabilities or base rates per time unit or
per operation.
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Given that a basic error occurs, the next phase is an analysis of the organizational
procedures and incentive system to determine their influence on the occurrence of basic
errors and the probability that they are observed, recognized, communicated, and
corrected in time (i.e., before a system failure event).

A basis for developing accident model frameworks was proposed by Paté-Comell (1992).
The risk analysis model is extended to include relevant decisions, actions and
organizational features in risk assessment and risk management. Figure 4.2 is a
hierarchical representation of the root causes behind systems failures. The primary level
represents basic events affected by decisions and actions influenced by organizational
policy, procedure and culture. This procedure requires the user(s) to establish an
exhaustive set of contributing events and determine relevant decisions and actions
specific to the class of accidents (explosions, fires, grounding, collisions, etc.).

Meta Decisions
(precess, procedures,
structure, cuiture)

Organizational
Level

Decigions in

Cecisions and
Specific Cases A : AL

Actions Level

N

Effects on Basic Events
component (component failures and
reliability operator errors)

Figure 4.2 - Hierarchy of root causes of system failures - Management
decisions, human errors, and component failures [Paté-Cornell, 1992)

A probabilistic model of this process includes determining the set of possible initiating
accident events (inj) and final states (fisty) of the system. The probability of loss of
components (platform, vessel, revenue, life, injury, etc.) to the system can then be
represented by:

plossi) = 2 z pini) p( fistmin:) p(lossi fistm) YV k. (4.1
(" Vk: for all values of k")

The model is expanded to include relevant decisions and actions (Ap) constituting an
exhaustive and mutually exclusive set of decisions or actions at different stages during
the lifetime of the vessel or platform. These decisions and actions can be examined from
the front-line operating crew level through to top-level management,

plloss) =" D"y p(An) plinil An) p( fistulini, An) plossd fistm, An) ¥ k. 4.2)

n
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The effects of organizational procedures and policies on the risk are determined through
examining the probabilities of the actions and decisions conditioned on relevant
organizational factors (Oy). The probabilities of various degrees of loss can be examined
conditioned upon different contributing organizational factors.

p(lossdOn) = 2 2 Z P(AsOr) plinid As) p(fistlin, As) p(losse fistm, An) 4.3

i m A

4.2.2 Influence Diagrams!

One method of developing accident framework models for QRA analysis is through the
use of influence diagrams. Influence diagramming is a form of QRA modeling which
allows great flexibility in examining HOE and HOE management alternatives. There are
distinct advantage for using influence diagrams as an alternative to standard event-fault
tree analyses. In standard decision tree analysis, decisions are based on all preceding
aleotory and decision variables [Howard and Matheson, 1981]. However, all information
is necessarily available to a decision maker. In addition, information may come from
indirect sources or may not come in the specific order in which the decision tree is
modeled. It is not necessary for all nodes to be ordered in an influence diagram. This
flexibility allows for decision makers who agree on common based states of information,
but differ in ability to observe certain variables in the diagram modeling {Howard and
Matheson, 1981]. Influence diagrams are able to organize conditional probability
assessments required to determine unconditional probabilities of failures of specified
target events [Phillips, er al., 1990].

As described by Howard (1990), the components of an influence diagram are: (1)
decision and chance nodes, (2) arrows, (3) deterministic nodes, and (4) value nodes. As
shown in Figure 4.3, decisions are represented by square nodes which can be a
continuous or discrete variable or a set of decision alternatives. Uncertain events or

variables are represented by circular or oval chance nodes. Chance nodes can be

continuous or discrete random variables or a set of events. Arrows indicate relationships
between nodes in the diagram. Arrows entering a chance node signify that the probability
assignments of the node are conditional upon the node from which the arrow originated.
Deterministic nodes are those in which outcomes depend deterministically upon its
predecessors. A value node is designated by the author to be: "the quantity whose certain
equivalent is to be optimized by the decisions” of which only one node may be designated
in the diagram. Value nodes may be a distribution of possible values. This is represented
by a rounded edge single-border node. The value node may also be represented as the
expected value. These nodes are represented by a rounded edge double-border rectangle.

1 The influence diagram is defined by Bodily (1985) as:

"...a display of all of the decisions, intermediate variables, outcome attributes that pertain
to a problem, along with the influence relationships among them. By influence we mean
a dependency of a variable on the level of another variable.”
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Figure 4.3 - Influence diagram characterizations

4.2.2.1 Using Influence Diagram Modeling Methods - The Decision Analysis Cycle
Figure 4.4, describes the process through which decision analysis models are developed.
This process is described as the decision analysis cycle and is generally described in
similar fashion in a number of decision analysis related literature [Spetzler and Staél von
Holstein, 1972; Howard and Matheson, 1981; McNamee and Celona, 1990]. The four
general phases are the: (1) deterministic phase, (2) probabilistic phase, (3) information
phase, and (4) information gathering phase.

Prior information

Deterministid Probabilistic Information . -
Phase | ’ Phase ’ Phase .l Decision ® ACT

New information | Information <Gather new information
Gathering

Figure 4.4 - The decision analysis cycle [Howard and Matheson, 1981]

The deterministic phase is where variables affecting the decisions are defined and related.
This phase is devoted to establishing influences (dependencies) between variables,
qualitative structuring of the system, and assigning appropriate outcomes. This phase is
dedicated to structuring framework models, collecting pertinent data, and ranking the
importance of variables without consideration being made of their uncertainties. The
decision makers in the potential scenarios should be present in the modeling process since
they are more able to truly distinguish the decision alternatives available to the operator.

As exemplified in Chapter 7, preliminary models representing accident scenarios
(influence diagram representations discussed in Section 4.3 and case studies shown in
Figures 7.3 and 7.7) are constructed to highlight particularly events, decisions, actions, or
errors contributing to the accident scenario. The models are further reduced into
templates which preserve the causative mechanisms of the accidents but are not
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particularly complicated. This process is carried out through two methods: elimination
through judgment or experience and sensitivity analysis.

Eliminating contributing factors through judgment or experience involves understanding
the system and what factors are primary contributors to an accident scenario. Not every
"failure path” for an accident sequence may be studied leaving it to the discretion of the
user to make valuable judgments as to what should be deleted. On the other hand,
sensitivity analysis is a method which allows the user to subjectively quantify the
sensitivity of a variable to determine it's importance to the model (sensitivity analysis is
discussed in Chapter 5). The modeling procedure used for the deterministic phase are
gijcusscd for post-mortem studies ( see Section 4.3) and existing operations (see Section
4).

The probabilistic phase, discussed in Chapter 3, is the introduction of probability
assignments to variables and values. As discussed in Chapter 3, the lack of available data
has left us to making heuristic judgments for the probabilities of contributing factors to
marine casualties. A number of methods of arriving at quantitative measurements of
accident contributing factors are discussed in Chapter 5. In addition, a methodology is
developed for collection of HOE data which incorporates human, organizational, system,
and environmental factors (see Section 5.5).

The information phase is devoted to determining whether the acquisition of additional
information is beneficial to the user. We establish the value of information by placing a
value upon additional information that would reduce the uncertainty of the model. If the
value of new information is beneficial, then alternatives should be reviewed to acquire the
additional information. This initiates the information gathering procedure. Altematives
for acquisition of the new information must be taken into account as well as potential
impacts of delaying decisions by further modeling. The information phase is discussed
further in Chapter 6.

4.3 DEVELOPING ACCIDENT FRAMEWORK MODELS FROM POST-
MORTEM STUDIES

As mentioned in Chapter 3, the use of post-mortem studies as a source of information to
construct accident model frameworks have both advantages and disadvantages. This
chapter discusses a systematic method in which to model specific HOE related events,
decisions, and actions which are used to formulate models of classes of marine accidents
from post-mortem studies. Chapters 7 further develops the modeling framework using
the Exxon Valdez and Piper Alpha disasters as case study examples.

Chapter 3 discussed the levels at which safety information data is obtained and analyzed.
Accident and incident reports (post-mortem studies) are the most commonly available
and used data sources for tanker and offshore platform operations. Figure 3.2 shows the
levels of safety information from examination of both error types and tokens [Reason,
1992] (see discussion on error types and tokens, Chapter 3). Nevertheless, human and
organizational errors through post-mortem analyses have both advantages and drawbacks
that are both qualitative (examination of accident sequences, investigative biases, etc.)
and quantitative (e.g. probabilistic updating of system failure rates) in nature. This leads
to the conclusion of the importance in integrating case study knowledge (accident trends
in case study analyses) with theories of the nature of the underlying causes and related
accident events (assessing contributing causes in accident trends).
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posterior distributions of parameters leading to accident events [Oliver and
Yang, 1990]. _

(4) Unintentional flaws in reconstructing history creates "hindsight bias" {Ashley,
1992]. Hindsight bias tends to take focus away from risks which may have
previously been identified, well documented, and itemized. Case histories can
inadvertently prepare one to not deal with new events which were not
previously encountered.

4.3.3 Methodology for Model Development - Post-Mortem Studies

Four principle steps are involved in the development of a post-mortem study model: (1)
structure the relevant events, decisions, and actions specific to the accident scenario, (2)
apply human and organizational error classifications to identify contributing HOE factors,
(3) develop a model representative of a "class of accidents” of which the post-mortem
case study was related, and (4) determine a general set of contributing HOE causes
related to actons, decisions and events leading to the particular class of accidents.

4.3.3.1 Structuring Relevant Events, Decisions and Actions - An Influence Diagram
Representation for Post-Mortem Studies

In general, there are two types of input variables for the modeling procedure: decisions
and state variables. Decisions are variables in which the decision maker has control and
state variables are those over which the decision maker has no control. To establish the
set of events which have occurred in a specific accident sequence, the user may wish to
construct a preliminary influence diagram representation of the accident. The preliminary
model representation is not an influence diagram per se, but a representation of the
specific events, actions, and decisions which occurred during the accident event. The
purpose of the preliminary model is to assist the user in establishing the relevant
contributing factors unique to the specific accident sequence {see Figure 7.3 and Figure
7.7}. No quantitative assessments are made from the preliminary model. In addition, it
can assist the user in identifying critical areas where: (1) further detailed studies may be
warranted, or (2) categories where risk or consequences of the accident may be avoided
or mitigated.

As shown in Figure 4.5, the modeling process begins with a specific accident model
formulation and results in the development of an influence diagram model for a particular
class of accidents. The influence diagram models encompass the class of accidents in
which the post-mortem model is a representative. The development of influence diagram
models (and preliminary model representations) should be the effort of a group of experts
who are knowledgeable in the specific areas of operation. Differences in opinion of
relationships between events and their causes should illicit discussion to assist in
generating realistic models [Phillips, ef al., 1990]. The models are developed through an
iterative process discussed between experts to determine relevant influences and
correlation between subsystems and operations.

The modeling process follows the same methodology discussed by Paté-Comell (1992) in
Section 4.2.1. This includes the structuring of a target event (e.g. platform fire, vessel
grounding, etc.) which is the final result of contributing events, decisions, and actions.
The first step is to develop a model representing dependencies between relevant events.
Events can be categorized into three stages:
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4.3.1 Advantages of Using Post-Mortem Studies for HOE Analyses
The importance of post-mortem studies in marine casualty studies are the following:

(1) Intensive studies of a single case can reveal the influences and correlation of
underlying and canmbuung, direct, and compounding causes to a complex set
of accident events over time [Rcason 1990; Swaton and Tolstykh, 1990]. Case
studies are a tool to examine prevailing circumstances and conditions
(environment or operational) unique to a specific accident scenario which may
otherwise be difficult to capture (20/20 hindsight).

(2) Post-mortem studies may reveal classes of accident causing factors or
scenarios which may have been latent or overlooked [Paté-Cornell, 1992). For
example, the complex interactions of causes and events surrounding the Piper
Alpha disaster could have easily been overlooked or suggested to be so remote
so as to be disregarded as a potential accident scenario. Post-mortem studies of
Piper Alpha have revealed many of the sub-system failures not otherwise
noticed [Paté-Cornell, 1992; Institute of Marine Engineers, 1991; United
Kingdom Department of Energy, 1988, 1989, 1990].

(3) Post mortem studies provide valuable information for probabilistic updating of
system failure rates conditional upon human, organizational, conditional and
prevailing contributing factors [Paté-Cornell, 1992; Swaton and Tolstykh,
1990]. Bayesian updating (conditional probabilities) is an important
quantitative component to the analysis of overall failure rates of the systems in
light of the scarcity of accident and incident data in the marine industry [Bea
and Moore, 1991; Laroque and Mudan, 1982].

4.3.2 Drawbacks of Using Post-Mortem Studies for HOE Analyses
Though post-moriem studies provide valuable insight into examining HOE in marine
casualties, the following limitations exist:

(1) Post-mortem studies do not capture all factors involved in an accident or
incident sequence [Reason, 1990] (see Section 2.1.1).

(2) Many accident reports primarily focus on attributing blame [Reason, 1990;
Paté-Cornell, 1992]. Marine casualty investigations should not be directed at
assessing blame, but focus on providing greater insight into the interactions
between circumstances, events, decisions, and causes of HOE. Catastrophic
marine casualties are the accumulation of compounded factors contributed by
parties across organizational levels over an extended period of time. Assessing
blame tends to draw focus away from the primary goal of determining HOE
management alternatives through reducing rlsks and/or consequences of a
marine operaung system.

(3) Focus on determining the probability of failure of a unique set of circumstances
surrounding an accident dfter the fact can lead to inaccurate assessments of
risk [Paté-Cornell, 1992]. Low probability-high consequence technologies are
statistically vulnerable to low probability estimates of system failures
[Freudenburg, 1988]. Post-mortem study analyses should focus on
probabilistic modeling and assessments of "classes” of accidents, not on cause
and event sequences unique to a specified documented case study given the
lack of specific patterns and trends [Reason, 1992]. Though, the analyses of
series of post-mortem studies can lead to insight into accident trends and error
management alternatives. There is currently no formal updating scheme in
which historical data of particular accident sequences are used to obtain
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(1) Contributing-underlying events: An event that contributes to the reduction of
reliability or increase of risk for the system. For example, a tanker departing
from a traffic separation scheme (Exxon Valdez) or an offshore platform
producing and conducting production process maintenance simultaneously
(Piper Alpha).

(2) Initiating-direct accident events: The immediate accident event(s) resulting in
the casualty. For example, a tanker grounding or the initial explosions aboard a
production platform subsequently lead to a compounding of events (e.g. oil
spill, loss of life and platform).

(3) Compounding events: The progression of events which leads to compounding
of accident consequences. For example, attempting to dislodge Exxon Valdez
from Bligh Reef after grounding results in a larger spill, or increasing the flow
of gas from satellite platforms Claymore and Tartan to Piper Alpha resulting in
riser fires that compounded the catastrophe.

Examples of the influence of events in accident sequences for tanker and offshore
production platform are shown in Figure 4.6. For the tanker, the underlying-contributing
event is the vessel deviating from the traffic separation scheme. The initiating-direct
accident event is the vessel grounding, and the compounding event is dislodging the
vessel from the rocks. Similarly, a diagram representation of simultaneous production
and maintenance leads to an initial explosion and consequently loss of life and platform.

The next step is to establish contributing decisions and actions influencing the set of
accident events. Dependence between events, decisions and actions are represented by
arrows leading from decisions and actions to relevant events (see Figures 3.7 and 3.8 for
the tanker and offshore platform examples).

The final step entails expanding the diagram to include the influences of HOE factors and
operating environmental conditions upon events, decisions and actions {see Figures 4.7
and 4.9). In Chapter 3, the HOE classification for addressing contributing HOE factors
and environmental operating conditions has been developed. Environmental conditions
(temperature, waves, smoke, fire, etc.) can potentially influence events, decisions, actions
and human and organizational errors. For example, operating crews are subject to errors
in communication in high noise environments (e.g. tanker engine room or platform
production module).

undariymg/ Fﬂ'ﬁa:qgf

TANKER

OFFSHORE imultaneous
proDUCTION [{{ " production/ i ]
PLATFORM main W nance ’

Figure 4.6 - Examples representing progression of accident events
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Figure 4.7 - Accident event dependencies upon relevant decisions, actions,
environmental conditions, and HOE factors for tanker grounding
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Figure 4.8 - Accident event dependencies upon relevant decisions,
actions, environmental conditions, and HOE factors for simultaneous
production and maintenance
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4.3.3.2 Expressing HOEs and HOE contributors in influence diagrams

-~ Human errors and contributors to human errors such as organizational errors, system

complexities, human factors, and environmental factors, can be expressed either
explicitly (solid arrows} or implicitly (dotted arrows) in an influence diagram. Explicit
accounting of human errors and their contributors is represented by including a node for
those factors within the influence diagram as shown below in Figure 4.9. One can
implicitly account for human errors by excluding them from the influence diagram. But
the errors are accounted for by defining what effect errors will have on operational EDAs
and casualty consequences and adjusting the quantitative measurement of the EDA
accordingly. The nodes with dotted arrows represent factors that can be represented by
an implicit influence. Examples of both explicit and implicit accounting of human errors
in the influence diagrams are provided in Chapter 7.

-{ Organizational

Errors

Operational
EDA

Environmental
Factors

Figure 4.9 - Modeling human errors using influence diagrams

44 DEVELOPING ACCIDENT FRAMEWORK MODELS FOR EXISTING
OPERATIONS )

Similar to the post-mortem study, the structuring of template models to represent a

particular class of accidents for currently existing operations is a primary goal. Model

developments from currently existing operations can be the result of expert opinion, "near

miss” data, particular trends in accident related events, decisions, actions, and human and

organizational errors.

The study of currently existing operations requires the users to be particularly cognizant
of the problems and the potential consequences. The currently existing operational
models do not draw from the particular advantages of post-mortem studies as discussed in
Section 4.3.1. The primary difference between the development of the currently existing
operation model and the post-mortem study model is that an influence diagram model
representation of specific accident sequences is not generated before templates are
produced.
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An initial representation of a particular accident scenario may assist the users in
determining the truly critical factors in general accident trends. Modeling issues must be
discussed between experts to determine realistic scenarios for accident analysis and avoid
excessive detail in the modeling procedure yet incorporate the important contributing
factors (see Section 4.2). A formal testing procedure of the relevance of particular
contributing factors to accident scenarios are discussed in Section 5.3.4.

4.4.1 Structuring Relevant Events, Decisions, and Actions - Existing Operations

The modeling procedure follows the same particular steps of the post-mortem study of
determining contributing factors. Though these factors are generated through knowledge,
experience, judgment, and expertise and not from accident data. This includes the
structuring of a target event (e.g. loss of life or structural integrity due to loss of control
of crane load, product spill resulting from loss of fuel containment during tanker loading
or discharge, etc.) which is the final result of contributing events, decisions, and actions.
The first step is to develop a model representing dependencies between relevant events
for existing operations. Events can be categorized into three states:

(1) Contributing-underlying events: Events occurring prior to the initiating
accident event contributing to the reduction of reliability or increase of risk for
the system. (e.g. initiation of a tanker load or discharge at an improper rate or
time, or conducting offshore crane operations without proper supervision).

(2) Initating-direct accident events: The immediate accident event(s) resulting in
the casualty. (e.g. example, loss of fuel containment while loading or
discharging a tanker or loss of control of a crane load on an offshore platform).

(3) Compounding events: The progression of events which lead to compounding
of accident consequences (e.g. oil spill, loss of life, or platform integrity).

Examples of the influence of events on accident sequences for tanker and offshore
production platform are shown in Figure 4.10. For the tanker, the underlying-
contributing event is the "loading or discharge of cargo”. The initiating-direct accident
event is the "loss of fuel containment” during transfer, and the compounding event is a
"spill in water". Similarly, a diagram representation for crane accidents represents
underlying- contributing event as "initiation of crane operations", initiating-direct event is
the "loss of crane load control”, and the compounding event is the "loss of life, injury or
platform damage”. These examples are explored further in the Chapter 7.

As for the post-mortem study, the next step is to establish contributing decisions and
actions influencing the set of accident events. The final step in developing the model
framework entails extending the model to include the influences of HOE and operating
environment factors upon events, decisions and actions. This is accomplished by
integrating the influences discussed in Chapter 3 and shown in Figure 3.9. The
determination of impact of HOE contribution and environmental factors are at the
discretion of the user. HOE and conditions in the operating environment can affect
events, decisions and actions conducted by operating crews.
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Figure 4.10 - Examples representing progression of accident events

4.5 SUMMARY

Post-mortem study models and examination of currently existing operations provide a
basis on which to construct quantitative models (influence diagrams) of general classes of
accidents. Analyses of post-mortem accident studies lead to a greater understanding of
the effects of HOE in accident sequences. However, the relative advantages and
drawbacks should be addressed by the user. Knowledge and expertise of the operating
system is particularly critical for studying current operations where accident data may be
scarce.

A lack of quantitative information limits assessment of conditional probabilities of
accident related factors. Therefore, one must rely on expert opinion and limited data
sources. Nevertheless, developments of influence diagram models assist user in
determining and examining complex interactions of humans, organizations, and systems.
The influence diagram templates provide a basis in which to view the interactions of
contributing factors to marine related casualties event though no quantitative assessments
are made. The following chapter addresses the next step in the modeling procedure:
quantitative modeling.
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CHAPTER 5
QUANTITATIVE RISK ANALYSIS

The objective of Task 4 of the HOE research project was to formulate quantitative models
for the case histories based on quantitative risk analysis procedures. The primary steps in
modeling human performance for operations of marine systems were discussed in
Chapters 3 and 4. In Chapter 3 a classification of human and organizational errors was
established as a basis for categorizing errors. Chapter 4 described the methodology for
building models relating failure contributions to underlying, direct, and compounding
events, decisions, and actions. Influence diagrams were also introduced in Chapter 4 as a -
means by which to develop quantitative models. The next step of the modeling procedure
was to develop means by which to establish intelligent judgments for quantifying HOE.
Once the quantitative values are derived, influence diagrams can be used as the quantita-
tive modeling tool (see Section 4.2.2).

As discussed in Chapter 2, the lack of data reflecting the impacts of HOEs in marine ca-
sualties has hampered the development of quantitative models that can assist operators,
managers, engineers, and regulators in developing engineering based reliability models.

Estimates for human error quantification can be obtained in three ways: (1) historical
data, (2) expert judgment and experience, and (3) experimentation and simulation.
Historic data allows for the analysis of operations under different operating conditions for
marine related casualties. However, as mentioned before, the lack of historic data has
hampered the abilities to perform human reliability based analyses. Expert judgment is a
strong approach that allows for those familiar with the of human factors, the engineered
system, operators, and other specialists to identify and assess critical factors in an opera-
tional system.

Many engineered systems have relied heavily upon expert judgment in light of the limited
data available for low-probability high-consequence accidents. Expert judgments have
discrepancies that affect quantitative measurements such as biases and inability to under-
stand the impacts of latent flaws in the system or new technologies. However, in light of
the lack of data, expert judgment is a strong tool for quantitative measurements.
Experimentation and simulation allow for determination of error causing factors under
controlled situations. Experimentation and simulation have been used in many industries
such as flight operations, nuclear power, process industries, and vessels and offshore plat-
forms. Though experimentation and simulation are helpful, they are performed in con-
trolled environments where the operator knows he or she is being monitored and the con-
sequences of a mishap are not catastrophic. These factors can lead to biased results.

To date, none of the current quantification procedures explicitly address the impact of or-
ganizational behavior, culture, operations, or procedures upon human errors. This lack of
comprehensive HOE data is not unique to the marine industry. The problems of limited
casualty data has led the nuclear power industry to introduce a number of works examin-
ing methods to quantify human error by front-line operators {American Nuclear Society
and Institute of Electrical and Electronic Engineers, 1983; Bell and Swain, 1983; Oliver
and Yang, 1990; Swain, 1987; Swain and Guttmann, 1983). Each of these error analysis
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methodology inborporate varied levels of expert opinion and judgment of operators, en-
gineers, managers, and regulators familiar with the operational system being modeled.

Though there will always be a necessity for expert opinion and judgment for developing
the model structures of marine operations, there is a need to reduce the dependence upon
opinion and judgment to arrive at quantitative values. There are three general stages of
quantifying HOE for marine operations dependent upon whether limited, marginal, or
comprehensive data available. Each of these modeling techniques are described in this
chapter. As shown in Figure 5.1, the first quantitative analysis procedure, probability en-
coding, relies on little or no HOE data. Heuristic judgment and experience of operators,
managers, and/or regulatory agencies are used to establish reasonable estimates for acci-
dent contributing factors in absence of casualty data.

t=0
High level Low
of judgment Probability data sources
= requtred Encoding required
3
<

Moderate level Moderate
of judgment Human Error Safety data sources
required Index Method required
High
Exclusively Probability Modeling data sources
reguired

v

Figure 5.1 - HOE analysis types dependent upon the amount of data available

The second quantitative analysis procedure is a heuristic-probabilistic approach using an
indexing method that relies upon judgment, experience, and HOE data as it becomes
available {Bayesian updating). The safety index method entitled the Human Error Safety

Index Method (HESIM) incorporates contributions of organizational, system, and envi-

ronmental factors affecting human errors during operations. This approach is a system-
atic error quantification method used for quantitative analysis. The safety indices are
used in the influence diagrams to generate risk indices for the operation of interest. The
HESIM can also be used as a means from which to assess HOE management alternatives
[Moore and Bea, 1993]. Updated index values are used in the influence diagrams to de-
termine the relative effects upon the reduction of particular accident sequences.

The third procedure relies least upon extensive expert judgment and most upon the ob-
jective error data being collected. This leads to the final quantitative analysis procedure
that entails providing the user with a framework from which to document and analyze
accident causing factors. The database system, the Human and Organizational Error
Data and Quantification System (HOEDQS) described in this chapter serves two pur-
poses. First, it provides a basis from which to obtain quantitative measurements for the
HESIM described in the previous section. It has been developed to incorporate the data
being collected-updated the expert judgment in generating quantitative measurements for
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organizational, human factors, system, and environmental contributors. Second, the
database system provides the framework from which to generate HOE frequency mea-
sures for casualties and near misses. The specifics of both the HESIM and HOEDQS col-
lection procedure are introduced in this chapter. Appendix 3 and provides a user guide to
the HESIM and HOEDQS programs written on Excel/™ v 4.0 for the Macintosh. In addi-
tion a floppy disk copies are also provided for the system.

Refinements and verification of the HESIM is required to arrive at reasonable HOE esti-
mates. The values that are generated from the HESIM are not probabilities per se, but
through this approach one is able to systematically generate error quantification indices to
be used for quantitative analysis. The safety indices (risk indices) are then used in the
influence diagrams to generate a risk index for the events of interest (e.g. tankship colli-
sion or grounding). A method for calibrating the safety index to the probability of failure
is also proposed in this chapter.

Verification of risk index methods have been performed in some of the above mentioned
operational domains {American Institute of Chemical Engineers, 1987; Bea and Craig,
1993; Hannaman, er al., 1984). Detailed case studies of tanker loading and discharge op-
erations are to be used for verification of the HESIM in the following year [Bea and
Roberts, 1993].

5.1 HISTORIC BACKGROUND OF HRA-QRA MODELING

In order to develop quantitative models to assess the impact of human and organizational
errors on the operations of marine systems, two primary elements must be fulfilled. A
stuctured modeling procedure to systematically identify human errors in potential casu-
alty scenarios must be developed. Historically, quantitative risk analysis (QRA) proce-
dures have been applied as a means by which to structure the reliability of an engineered
system. Quantitative risk analyses have been used to determine failure (fault tree) or suc-
cess (event tree) of sub-systems and relating these failures directly to the success or fail-
ure of the overall system. Within the last 15 years, human reliability analysis (HRA) has
been developed as an integral part of the QRA analysis. Human reliability analysis is a
QRA based modeling methodology that integrates the human element into the QRA pro- -
cedure as it does for any other sub-system: as a component with a degree of success or
failure.

Current QRA procedures have come under strong criticism because they do not suffi-
ciently model humans in the failure analysis procedures. One of the discrepancies of the
fault or event tree analyses used is the reliance upon conditioning of error contributors
that may not have a direct effect upon a human error at a particular stage in an accident
scenario.

This chapter discusses the current status of methodelogies to model and quantify HOE for
marine systems. The current QRA and HRA modeling methodologies are reviewed and
their advantages and discrepancies are discussed. Influence diagram modeling is intro-
duced as a modeling procedure that allows users with varying degrees of experience with
QRA, a method to both qualitatively and quantitatively structure the relevant contributors
to an accident scenario. :

Another of the major criticisms of the QRA-HRA based procedures is the glaring lack of
human error data from which to drive the models [Moore and Bea, 1993; Reason, 1990;
Swain and Guttmann, 1983). For the marine industry, this deficiency has been the result
of industry culture, deficiencies in investigative procedures, legal reasons, and, foremost,
a general lack of familiarity of how to properly describe the complex interactions be-
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tween the human and his or her operating environment. The discrepancies of current
databases from which to perform reliability based model analyses are also discussed.

5.2 QUANTITATIVE RISK ANALYSIS AND HUMAN RELIABILITY
ANALYSIS

The first tools for quantifying the failures of a system was probabilistic risk assessment
(PRA). Probabilistic risk assessment has been defined as "a rigorous and systematic
identification of the levels of damage that could conceivably result from ...[a system's]...
operation and the quantitative assessment of the likelihood of such occurrences" [Zion
Probabilistic Safety Study, 1981]. Probabilistic risk analysis started in the nuclear power
industry as a means by which to quantify risks of catastrophic failures. As described by
Reason (1990) probabilistic risk analysis was a major advancement in the area of engi-
neering reliability in that it provided a structured approach to modeling and analysis of
how system failures could result in an undesirable consequence. As a result researchers
were able to identify and assess alternatives to prevent catastrophic failures. It provided a
tool from which to determine the general structure from which to perform a PRA analysis
was outlined to involve [U.S. Reactor Safety Study, 1975]:

(1) identification of the sources of potential hazards,

(2) identfication of the initiating events that lead to the potential hazards,

(3) identify all possible event sequences from which the potential hazards
can originate,

(4) quantify each of these accident sequences through available data
(frequency data) or best judgments, and

(3) determine the overall susceptibility to risk by calculating all event
probabilities and their consequences.

Two modeling procedures using a "logic” tree form the basis from which to perform a
PRA: the fault tree and the event tree. As observed in Figure 5.2, the fault tree addresses
how a particular failure event could occur. The failure event is placed at the top of the
tree and the intermediate causes of the failure event are identified and represented as a
series of logical AND/OR gates that lead to that failure. The procedure is repeated until
the final primary factors that initiate the potential failure sequences have been identified
for each intermediate contributor. :

The event wree, on the other hand, starts with an initiating fault or event and models each
contributing factor in time to determine the sequence of factors that leads to an undesir-
able consequence. Figure 5.3 shows an event tree for the installation of an emergency
shutdown valve in an oil pipeline [Bea and Moore, 1993]. The event tree distinguishes
between decisions and events at various states of the system.

When PRA modeling was first developed, it was used solely for the purpose of modeling
system failures and did not include the human element as an integral part of the failure
analysis. After the nuclear power plant accident at Three Mile Island, it was apparent that
the standard PRA did not sufficiently account for the reliability of the human operator at
critical stages of the disaster. This inspired the development of the discipline of human
reliability analysis (HRA), a discipline that integrates the human element into the PRA
procedure. Swain and Guttmann (1983) define human reliability as "the probability that
a person (1) correctly performs some system-required activity in a required time period
(if dme is a limiting factor) and (2) performs no extraneous activity that can degrade the
system."
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Figure 5.3 - Event tree for installation of ESD valve in oil
pipeline [Bea and Moore, 1993}
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5.2.1 Human Error Modeling Techniques

There have been a number of notable HRA techniques developed to quantify the human
factor element in a formalized PRA analysis within the last two decades. The following
1s a short review of these techniques.

5.2.1.1 Technique for Human Error Rate Prediction (THERP)

The Technique for Human Error Rate Prediction (THERP) was introduced by Swain and
Guttmann (1983) and has since become the most widely used human error prediction
technique [Reason, 1990]. The THERP methodology were further developed and dis-
cussed in other publications related to human reliability for nuclear power plants [Bell
and Swain, 1983; Swain and Weston, 1988; Haney, ez al., 1989]. The underlying theory
of THERP focuses on modeling the human as any other sub-system in the PRA modeling
process. This may be accomplished by a procedure similar to that described for the PRA
analysis described above in Section 5.2. The steps are as follows [Swain and Guttmann,
1983]: '

(1) identify all the systems in the operation that are influenced and affected
by human operations,

(2) compile a list and analyze all human operations that affect the
operations of the system by performing a detailed task analysis,

(3) determine the probabilities of human errors through error frequency
data and expert judgments and experiences, and

(4) determine the effects of human errors by integrating the human error
into the PRA modeling procedure.

Alternatives for prevention and mitigation (safety systems) could be integrated into the
modeling procedure to determine their relative affects upon reducing the risks of human
errors upon the system. Swain and Guttmann proposed that there are a set of perfor-
mance shaping factors (PSFs) that influence the human errors at the operator level.
These performance factors include experience, situational stress factors, work environ-
ment, individual motivation, and human-system interface. The PSFs are then used as a

basis from which to estimate nominal values and value ranges for human error probabil-
ities (HEPs).

One of the discrepancies of the fault or event tree analyses used is the reliance upon con-
ditioning of error contributors that may not have a direct effect upon a human error at a
particular stage in an accident scenario. Conditionalities between error factors and the er-
rors are misdiagnosed and do not sufficiently model human errors or intervention to pre-
vent the errors. THERP also neglected mistakes in addition to the selection of inappro-
priate strategies by operators to prevent or mitigate catastrophic events. These types of
errors were particularly of interest in the Three Mile Island disaster. THERP was later
revised to include modifications to accommodate their problems by focusing upon diag-
nostic errors and other levels of cognitive factors [Swain and Weston, 1988].

5.2.1.2 Confusion matrix technique

The confusion matrix technique is used to estimate the probabilities of initiating event
misdiagnosis [Comer, er al., 1984; Potash, er al., 1981]. The focus is upon the actions
that are performed to supplement the responses of technical system. The premise of the
confusion matrix is to identify accident initiating events that are similar in appearance to
the operators [Haney, et al., 1989]. Each of the initiating events are listed on the horizon-
tal and vertical axes of the matrix. Experiences and judgments of experts are used to rank
which events would most likely be confused with the actual failure event by comparing
how often they occur and how similar the symptoms are to the actual event. Probabilities
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are then assigned to each misdiagnosis and the are modified to account for the operator
training and abilities and control room layout and configuration.

Other matrices are constructed to model the misdiagnoses at different times in an accident
sequence. The next step is to perform a frequency analysis for each “actual initiating
event” and estimate the probability of misdiagnosis at each time in the accident sequence.
The confusion matrix technique has been considered a good technique for qualitative as-
sessments of potential failures in that it assists in identifying potential casualty causing
contributors. However, the successes of the technique have been more qualitative than
quantitative in nature. The confusion matrix is hampered by the same problems other
HRA techniques are in its reliance upon expert judgments for probability based assess-
ments.

5.2.1.3 Operator Action Tree (OAT)

The Operator Action Tree (OAT) method is used primarily as a tool for "estimating the
likelihood of the operator’s success in diagnosing the need for and ensuring the operation
of necessary safety functions" [Henley, et al., 1989]. The OAT procedure models the
human's ability to react to an event through consideration of three stages: (1) observation
of the event, (2) thinking about the event, and (3) responding to the event. The OAT pro-
cedure focuses primarily upon errors in diagnosis of problem and not errors in the re-
sponse stages of an accident. Three primary steps are used to perform an OAT analysis
[Henley, et al., 1989]:

(1) Develop the parameters of an OAT by identifying safety functions
from an event tree and then determine how the safety functions are
achieved by system operation as shown in Figure 5.4. Identify
the related human actions to perform the safety functions.

(2) Perform quantification of OAT by using analytical tool entitled the
time-reliability correlation as shown in Figure 5.5.

(3) Transfer the identified operator's actions to the system fault or event
trees in the formal PRA analysis procedure.

The time reliability correlation curve shown in Figure 5.4 is generated by both available
data and expert judgment. The time available to the operators to make a problem diag-
nosis is called the thinking interval (Ty) and is defined as:

Ti=Te-Ti-Ta (5.1)
Event Operator Operator persior Success
carries out
- observes dlagnoses required . or
indicator problem nse ailure
S 7]
Failure
Failure
Failure

Figure 5.4 - Basic operator action tree [Henley, et al., 1989]
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Figure 5.5 - Time-reliability correlation

where T, is the overall time from the initiation of an accident sequence to the point by
which actions need to be terminated, T; is the time after initiation of a problem where in-
dications of a problem are provided, and T, is the time it takes to implement actions to
alleviate the problem.

Attempts to verify these modeling procedures using simulator, historical and clinicalty
based data judgment from 17 different sources related to different types of human actions
met with limited success [Henley, et al., 1989]. Further studies were performed that dis-
cussed the use of multiple human reliability curves based upon skill, rule, or knowledge
based performances. These studies met with mixed success (Hall er al., 1982]. However,
sparse objective data has limited the capabilities of the OAT methodology due to its re-
sultant reliance upon judgment or extrapolation from laboratory testing as its primary
means for quantifying errors.

Each of the techniques described above has particular deficiencies in accounting for hu-
man errors as a result of organizational error factors. Human errors in many marine and
non-marine related disasters have been shown to be directly influenced by ineffective
management [Bea and Moore, 1993, 1994; Paté-Cornell, 1993; Royal Commission on the
Ocean Ranger Marine Disaster, 1985]. None of the procedures explicitly address the im-
pact of organizational behavior, culture, operations, or procedures upon human errors.
Each of the techniques described above tend to focus on task related elements without
trying to address norms and behaviors that are influenced beyond the limited scope of the
direct interactions between the human and the system. Recent approaches to studying hu-
man reliability focus upon human errors affected by morale, organizational, and human
related factors [Phillips, et. al, 1990]. These techniques form a basis for the human error
modeling techniques developed in this report and are further discussed and described in
Chapter 3 and Chapter 4.
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5.3 PROBABILISTIC DEPENDENCE

Chapter 4 discussed establishing the "influence" (or dependence) between accident re-
lated events, decisions, actions, and errors created by human interaction with the operat-
ing system. The development of HOE template models to capture the general causative
mechanisms of a particular accident scenario was described. The dependence between
accident contributing factors may be direct or indirect. Direct dependence is defined as a
factor directly affecting the outcome of factors to follow. Indirect dependence is the in-
fluence of factors which may change the influences between variables. Figure 5.6, shows
the dependence of one particular random variable node (Y) upon a predecessor random
variable node (X). One may describe this relationship by saying "X influences Y." The
expression "YIX" is stated as "the value of random variable Y given X has occurred.”

CO—CD

Y|X
P(Y|X) = P(X and Y}/ P(X)
= P(X|Y) P(Y)/ P(X)

Figure 5.6 - General influence diagram representation of dependence

To demonstrate the relation of conditional and marginal probabilities variables, one uses
Bayes Rule. If X; and Y; are mutually exclusive and collectively exhaustive events then
Equations 5.2, 5.3, and 5.4 apply:

_ P[Xjand Yj]

P[Y;X;] ¥X) (5.2)

_ PIX{lY;] PLY;
= =P (5.3)

_ f[xilYi] PY;] 544 '
YPXjlY;] P[Y;]

k=1

where, P[Xj] = ig:lP[leYi] P[Yi)-

5.3.1 Quantifying HOEs in Influence Diagrams

Human errors and contributors to human errors such as organizational errors, system
complexities, human factors, and environmental factors, can be expressed either explic-
itly (solid arrows) or implicitly (dotted arrows) in an influence diagram. Explicit
accounting of human errors and their contributors are represented by including a node for
those factors within the influence diagram as shown below in Figure 5.7. One can
implicitly account for human errors and their contributors by excluding them from the
influence diagram. But the errors are accounted for by defining what effect errors will
have on operational EDAs and casualty consequences and adjusting the quantitative
measurement of the EDA accordingly. The nodes with dotted arrows represent factors
that can be represented by an implicit influence. Examples of both explicit and implicit
accounting of human errors in the influence diagrams are provided in Chapier 7.
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Figure 5.7 - Modeling human errors using influence diagrams

5.4 PROBABILITY ENCODING

Probability encoding allows managers, operators, engineers and regulators to use their
experience and judgment (heuristics) to arrive at probability estimates for operational ac-
cident scenarios. Probability encoding entails the best guess of uncertain factors. In ad-
dition, probability encoding provides a means for communicating uncertainty in a deci-
sion analysis problem. In addition, it allows users to assess uncertainty based on intuitive
assessment procedures related to their own limited judgments and experiences [Ashley,
1992; Spetzler and Stagl von Holstein, 1972]. These differences can lead to bias in the
quantitative modeling (biases are discussed in Section 5.4.2). This section discusses
probability encoding and identifies associated biases and methods of identifying and
mitigating bias in the encoding process. '

5.4.1 Methods of Probability Encoding

The methods of probability encoding discussed in this section follow the work of Spetzler
and Staél von Holstein (1972). Probability encoding may be either probability or value
oriented. Probability methods ask questions on the probability of an identified value
while keeping the value fixed. Value methods ask questions or a value scale while
keeping the probabilities fixed. There also is the probability-value method in which
probabilities and values are evaluated jointly.

The encoding process requires that responses be either direct or indirect through choices
between simple bets. Direct response questions are those which require values for an-
swers (e.g. “what is the probability of....7"). The responses are either given in probabili-
tes, odds, values or fractdons. On the other hand, indirect Tesponse questions are those in
which you are asked to choose between alternatives (e.g. "would you prefer alternative A
or B?"). Responses are choices between one alternative or another. The indirect method
can then transfer the alternatives into probability assignments.

There are a number of probability encoding techniques which include using a "probability
wheel”, interval techniques, and assigning likelihoods to.two well defined events.
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However each method vield little information for low probability events. An inherent
problem is that low probability - high consequence analyses are statistically vulnerable to
low probability estimates {Freudenburg. 1988]. So probability encoding may be difficult
to implement for these methods.

When using direct response modes, one may ask for a cumulative probability for a partic-
ular value (e.g. "what is the probability of an oil spill of 1,000 gallons or less?") or the
probability of an event (e.g. "what size gas leak would correspond to a 5% probability?").
It has been observed that representing probabilities in a fractional method may be easier
for the user to visualize. For example, "1 in 10" or "1 in 100" may be easier to concep-
tualize than ".1" or ".01." Expression in fractional terms are similar to odds and may be
simpler to understand (particularly by those with non-technical backgrounds).

Estimates for using a direct response mode for the joint probability - value method may
be used where the subject draws (or graphs) a density function, cumulative distribution,
or a state of series of pairs of numbers (values with associated probabilities). This
method is particularly useful for establishing probability distributions for magnitudes of
particular events and may be described in the influence diagram procedure in a value
node (see Section 4.2.2).

Verbal encoding uses verbal descriptors for particular events (e.g. "low”, "medium’, or
"high" gas production rates used in Section 7.3 for Piper Alpha disaster example). This
method produces relative magnitudes of particular contributors without having to make
discrete value assessments. Verbal encoding is useful for inputs with relative or no par-
ticular value yet probabilistic assessments are necessary.

5.4.2 Biases in Probability Encoding

It may (or may not) be simple to arrive at a probability for uncertain values. But, biases
usually are incorporated into the probability assessments. This section identifies the
sources and types of biases which may affect the probability encoding process. Bias may
be motivational and cognitive in nature and are described by Spetzler and Stagl von
Holstein (1972) as:

Motivational bias:
"either conscience or sub-conscience adjustments in the subject’s responses moti-
“vated by his perceived system of personal rewards for various responses..."

Cognitive bias:
“either conscience or sub-conscience adjustments in the subject’s response sys-
tematically introduced by the way the subject is intellectually processing this per-
ceptions..."

Motivationa! bias is of concem if the subject has a vested interest in the of the model out-
come. Subjects may present either overly optimistic or pessimistic probability assess-
ments dependent upon whether the outcome has a direct effect upon their well-being. For
example, an offshore production manager may state lower production levels to manage-
ment in order to exceed those production levels (paralleling organizational and human in-
centive errors). Cognitive bias is related to the subject's abilities to grasp the details and
inter-relationships of variables and issues within the problem. As discussed in Section
3.2.1 and 3.2.2, a cognizance of contributing factors (human and system) is essential to
the modeling process.
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Bias arises as a result of what are called modes of judgment. Modes of judgment are the
basis from which the subject generates his or her probability estimates. It is important for
those preparing the user (i.e. the interviewer) to determine the modes of judgment being
used by the subjects in order to avoid excessive probabilistic biases. If the encoding pro-
cess is performed correctly, the described biases are minimized. The modes of Jjudgment
are:

(1) Availability: Probabilistic assignments are based upon the information subjects
may recall or visualize. The probabilities of events are assessed from the recol-
lection of the subject to events of the same nature. For example, an engineer
may be asked to provide a probability assessment for the failure of a conden-
sate pump. The engineer would give an assessment based upon the failure of
similarly designed pumps in his experience. Care should be taken in using sub-
ject availability since recent information is often given too much weight and
other relevant information is not properly incorporated into the analysis.

(2) Adjustments and anchoring: Available information often forms a basis from
which subsequent responses represent adjustments from that basis. For exam-
ple, the most current of information is thought to carry the most weight with
little regard to longer trends. Anchoring results in a centralized bias. As
shown in Figure 5.8, central bias (distribution B) is where a distribution is
smaller than what is justified for a particular uncertainty in a variable.
Anchoring can be the outcome of certain information being available at the ini-
tiation of the modeling procedure and other relevant information being sup-
pressed. It is the result of a failure to address other points under consideration
independently from the central point.

A

Probability

_

Value

Figure 5.8 - Descriptive diagram of variability and displacement biases

(3) Representativeness: Probability assessments or judgments which are similar in
distribution or nature to other probability assessments. These distributions as-
signments may be of use to one industry but not for another. For example,
stress levels for front-line operators of nuclear power plants may be estimated
by those of front-line operators of oil refineries. Stress levels may be consider-
ably higher at nuclear power plants as a result of the catastrophic consequences
of potential accidents. Though the operations may be similar, other contribut-
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ing factors should be taken into consideration to arrive at probability assess-
ments. Representative bias can be reduced by further structuring the problem
to account for additional variables that distinguish one operation from another.

(4) Unstated assumptions: Probability assessments are most often conditional upon
a number of unstated assurnptions. This leads to a lack of consideration of im-
portant contributing factors. Model assumptions should be communicated in
advance of the modeling procedure.

(5) Coherence: Probability assignments are based dpon the ease in which a sce-
nario is fabricated. Other scenarios which may lead to catastrophic events are
disregarded or viewed as too remote (see Section 4.3.1).

5.4.3 Encoding Interview Process

An advantage of probability encoding is that it allows a broad range of subjects to ob-
serve the problem with the same set of conditions. For example, engineers and managers
may view odds in two different ways; one views rolling the dice (the manager) while an-
other visualizes an integral equation (the engineer). One goal of the encoding interview
process is to ensure all subjects are “on the same page.” In other words, it is vital that en-
gineers, regulators, operators, and managers have a similar understanding of the proba-
bilistic measuring process regardless of how the information is being processed by the
individual. Of course there are differences in probability assignments between individu-
als as a result of their experiences and judgments.

There are five general steps to the encoding process as described by Spetzler and Stagl
von Holstein (1972) and are described in the following sections.

5.4.3.1 Motivating

Developing a rapport with the experts involved in the modeling and decision process to
identify any possible motivational biases. The goals of this phase are to introduce the ex-
perts to the encoding tasks and the differences between deterministic and probabilistic
predictions of variables (see Section 4.2.2.1). In addition, this step allows the interviewer
an opportunity to explore for motivational biases of the experts (subjects).

5.4.3.2 Structuring

This step is important to identify uncertain quantities to be defined in the model. This
step entails clearly communicating the model variables. The experts should be able to
pass what is called the clairvoyance test: a clairvoyant should be able to specify the out-
come of variables without asking additional questions. For example, if "vessel traffic” is
a variable, it does not specify the location, time of day, etc. However, if the variable was
identified as vessel traffic in the Valdez Narrows of Prince William Sound, then the in-
formation is much clearer in its interpretation such that the expert need not require addi-
tional information to make a valid estimate.

5.4.3.3 Conditioning

Conditioning is necessary in the development of fundamental judgments and avoidance |

of cognitive biases. The primary goals is to communicate with the expert group to ensure
all members are using the same group of assumptions and are perceiving the problem in
the same structured way. This step is the important in identifying bias. Here the experts
are asked to identify the sources of the values they have assigned to each of the variables.
For example, if an expert identifies a realistic high consequence (e.g. 10 people injured)
for a particular accident event, the interviewer would ask if from what source is the
judgment being derived? Does it parallel a recent similar accidents?

5-13



5.4.3.4 Encoding

The encoding step is the direct quantification of heuristic judgments in terms of probabil-
ity assignments. Distinction are made between direct human related factors (HOEs, de-
cisions, and actons) and events or consequences. Human related factors are dependent
upon the error classifications described in Chapter 3. A general method for encoding
these factors is described below.

Probabilistic encoding of events and consequences are assessed to arrive at cumulative
distributions for magnitudes of accident events. One may estimate events and conse-
quences by the following method:

(1) Ask for extreme value event (least and worst case scenarios) assignments of ca-
sualty consequences provides a set of boundaries in which the probability
modeling will occur (see Figure 5.9). Generally, the larger the spread, the
greater the uncertainty.

(2) Ask for the probability or odds of the extreme values. Elicit some scenarios
that may assist in the value assignments.

(3) Explore values between the extreme values by using the interval technique.
The interval technique entails splitting an interval into two sections and asking
which part the expert agrees is most likely. The dividing point is changed until
the subject is indifferent between the intervals. This point is recorded as the
median value. The intervals are further sub-divided and the process repeated.
The quartile values are obtained and recorded. The intervals may be further
subdivided and the method repeated but may be subjected to compounding er-
rors from the median and quartile estimates. Therefore, further subdivision
should be used with caution.

The extreme, median, and quartile values are recorded on probability paper
using either probability or cumulative probability distributions for this report
cumulative distributions are used. Figure 5.9 is a description of the points cho-
sen. A curve fit may be drawn (or generated on a computer) for the points as
shown in Figure 5.10.

(4) One may wish to derive discrete probability assessments from the curve fit
shown in Figure 5.10. Given a continuous probability distribution, the distribu-
tion is distinguished into probability intervals shown in Figure 5.11. The num-
ber and sizes of the intervals are at the discretion of the user. Horizontal lines
are drawn crossing through the curve. The break points for the values are at A,
B, and C. Within the interval {0,A] a vertical line is moved until the shaded ar-
eas are equivalent in size. The value associated with the equivalent areas, A, is
recorded as the value associated with probability p;. The process is repeated
for intervals {A,B] and [B,C]. The final outcome is equivalent to the discrete
probability distribution shown in Figure 5.12. The probabilities and associated
values are input into the variables of the influence diagram model.

5.4.3.5 Verification

Verifying is checking the responses in the probability encoding to ensure consistency.
The judgments of the experts are checked to see if they truly believe in them. There are
two parts to the verification procedure. First, the cumulative distributions generated by
the encoding process are used as a means of feedback to determine if the distribution is
consistent with their judgments. This verification method is important for examining
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probabilities in the extreme values ranges (see Figure 5.10; value intervals [0,v1] and [vs,
=<)). Second, is to choose a sequence of value pairs to determine if the values would be
equally atractive. This is accomplished by using the method described in the preceding
section for determining median and quartile values. Additional values are chosen lying
between the median and quartile intervals to determine if the curve is consistent with
experience and judgment. This process should be performed 3 to 5 times to acquire
confidence in the curve.

5.4.4 Sensitivity Analysis

Sensitivity analysis is used to measure the importance of a decision or state variable in-
cluded within the influence diagram model. Decision variables may or may not be part of
the QRA modeling procedure. However if decision variables are included, the procedure
below is used to determine the impact of the decision upon the model.
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Figure 5.9 - Distribution of points for probability encoding
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Figure 5.12 - Discrete probability distribution equivalent for dis-
cretization process

In Chapter 4, we discussed the development of influence diagram templates. In the pro-
cess of developing an accident framework model, it is important to perform sensitivity
analysis on contributing variables to determine their importance to the model. The ad-
vantages of this are twofold. First, they allow the user to determine the impact of deci-
sion and state variables upon a model in an effort to formulate the influence diagram
template. Second, the template has been developed as a basis from which to model
unique operating conditions at different times, locations, or operating procedures.
Additional decision or state variables unique to the operating system may need to be in-
cluded. This section discusses the sensitivity analysis procedure.

Sensitivity analysis are performed on both decision and state variables. The following
procedure describes the methods used for sensitivity analysis on decision variables and
state variables.

(1) After developing the influence diagram model representation (Sections 4.3 and
4.4) the influence diagram and remove all variables which may be eliminated
through heuristic judgment.

~(2) Fix all the nominal values for state variables (probability variables) in the
model. The nominal values may be obtained through the probability encoding
procedure methods described above, the HESIM, casualty data, or other
sources.

Decision Variables (when applicable):

(3a) Determine the sensitivity of the final outcome to the variability in decisions.
This is accomplished by using the influence diagram program /nDia and is fur-
ther described in Appendix 4.

(4a) Retain the decisions whose variability has substantial impact upon the outcome
of the model. Delete the decisions from the model which have only small ef-
fects on the overall outcome.

State Variables:
(3b) Determine the sensitivity of the final outcome to the range of possible values in
state variable similar to {3a).
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(4b) Retain the state variables whose variability has substantial impact upon the
outcome of the model. For state variables, it is not necessary to delete the vari-
able from the model if the impact is negligible. The variable may be made de-
terministic by leaving it at the original nominal value chosen.

This simple procedure assists the user in determining the importance of the variables of
the models being included. Examples of this procedure are used for the cases studies de-
scribed in Chapter 7.

5.5 HUMAN ERROR SAFETY INDEX METHOD (HESIM)

Gale (1993) describes safety (or risk) index methods as a modified quantitative risk as-
sessment procedure in which key risk contributors are identified, assessed and assigned
numerically weighed values. In the absence of probabilistic data identifying contribu-
tions of HOEs in marine casualties, developing quantitative safety indices allow for ex-
amination of relative risks to operational safety. Comparisons are drawn between safety
indices and human error frequencies leading to greater certainty in risk index measures.

5.5.1 Background of Risk Indices in Industrial Measuring Safety

Safety index methods have been used in a number of industries to determine relative
safety. Bello and Colombari (1980) developed a human error risk index method entitled
technica empirica stima errori operatori (TESEQ) using interview data collected from
petrochemical plants. The TESEO method is used to arrive at the probability of failure
using 5 general operator parameters: (1) type of activity, (2) temporary stress factors for
routine activities, (3) operator qualities, (4) an activity anxiety factor, and (5) an activity
ergonomic factor. Fire and explosion risk indices have been created for refineries, off-
shore platforms, hospitals, and chemical processing plants [American Institute of
Chemical Engineers, 1987; Gale, 1993; Imperial Chemical Industries, 1980; Nelson and
Shibe, 1978]. In addition, index methods have been used for offshore platform structural
requalification and pipeline assessments [Bea and Craig, 1993; Mulhbauer, 1992].

The safety index method described in this report is called the Human Error Safety Index
Method (HESIM). In Chapter 3, the error classification had been proposed to categorize
human, organizational, and system errors leading to human errors at the operational level.
The HESIM integrates error inducing parameters (error solicitors) that can lead to an ac-
cident event. The error solicitors are organizational, human, task, system, and environ-
mental factors.

5.5.2 Contributing Factors to the HESIM

The HESIM incorporates érror factors from four primary contributors: (1) organizational,
(2) human, (3) system, and (4) the operating environment. Table 5.1 shows a further cat-
egorization of the primary contributors (see Sections 5.5.2.1 through 5.5.2.4).

5.5.2.1 Organizational factors

Figure 5.13 demonstrates the contribution of organizational errors at various levels which
may lead to a human error at the operator level. A potential HOE solicitor (event, deci-
sion, action, environmental operating condition, etc.) affects the front-line operation.
However, the error may be the result of underlying organizational factors. These factors
are relatively static over short periods of time in a single operating environment (vessel or
platform). The potential error solicitor "filters through" the "static” safety management
system at the organizational level. If the management system is reliable, the effect on
front-line operators can be reduced. However, if the management system does not re-
spond sufficiently to handle a potential error solicitor, front-line operator errors may in-
crease.
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Table 5.1 - Categorization of contributing factors to the Human Error

Safety Index Method
ORGANIZATION HUMAN SYSTEM OPERATING
ENVIRONMENT

op-level tress omplexity xternal
Management

Middle - Front-line Routineness Internal
Management

Regulatory

Organizational contributing factors are categorized into top-level management (TLM) and
middle or front-line management. Top-level management is responsible for development
of organizational strategies and company goals. It is primarily the responsibility of mid-
dle and front-line managers to provide a means by which TLM goals are realized.
Therefore, TLM error contributors are categorized as commimments to safety and re-
sources. As discussed in Chapter 3, a commitment to safety begins at top-level manage-
Inent to ensure commitments to safety at the operator level (see Chapter 3: source failure

types).

Commitments to safety and resources allocated at TLM filter down into the middle and
front-line operations and affect organizational errors that may directly or indirectly affect
errors at the operator level (see Chapter 3: function failure types). These errors are either
reduced or compounded as they are tested by external regulation. External reguiation is
categorized into regulating and policing and operating policy. The operating policy es-
tablishes the boundaries in which the organizations may operate. Operating policy is
most effective if implemented in conjunction with regulating and policing. If regulating
and policing are effective, safety is enhanced since operators are held responsible and ac-
countable for their actions and can, in effect, lead to a reduction of management €ITors.

5.5.2.2 Human factors related to error initiator

Two human related factors result from HOE solicitors: stress and routineness. Errors can
be categorized by errors of omission and errors of commission [Reason, 1990; Swain and
Guttmann, 1983]. These errors are directly related to operator tasks being performed.
Errors of omission are defined as errors in which critical tasks are not performed. Errors
of commission are errors in which tasks are incorrectly performed. Both types of errors
can be the result of human factors related to the initiating factor.

5.5.2.2.1 Operator stress

Figure 5.14 is a descriptive diagram of human performance under various levels of op-
. erating conditions. Operator errors are magnified and compounded in times of stress or
panic [Heising and Grenzebach, 1989; Offshore Certification Bureau, 1988; Panel on
Human Error in Merchant Marine Safety, 1976; Swain and Guttmann, 1983; Wenk,
1986]. Optimal performance levels are observed at an “appropriate level of arousal”
[Melchers, 1976]. Human performance levels vary between individuals depending upon
training, variability among individuals, organizational pressures, and complexity of the
operating system. Nevertheless, performance is observed to deteriorate when pressure
levels are either 0o low or too high. For example, high pressures could effect stress or
panic, and low human performances could be the result of boredom or laziness. Both ex-
tremes can contribute to incidence of human error.
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Stress level is assumed independent of the complexity of the operating system. For in-
stance, if operator knowledge, training, or experience is adequate for operation of the

 task, the complexity of the operating system and the routineness of the tasks performed

might not be affected. Therefore, operator stress, system complexity, and task routine are
measured independently.

5.5.2.2.2 Routineness

Routineness measures the simplicity or complexity of the tasks being performed. The
greater the routineness the greater the familiarity with the tasks leading to a higher level
of safety. When the tasks are complex there is a greater risk of errors associated with that
task.

5.5.2.3 Operating system complexity

The complexity of the operating system is related to the effectiveness in which informa-
tion is provided by the system. It is assumed that the greater the system complexity, the
higher the chance of errors occurring independent of the routine nature of the EDA. In
Chapter 3, system errors are classified into communication and information and human
system interface. The question at hand is: "Does the system provide sufficient
information and communicate it in a fashion to allow for a correct and timely course of
decision and action?"

I I
. 3
4 Effects of training,
5 “———— personnel selection,
5 I complexity reduction
2
o |
7S]
- |
I Organizational
I
| - PRESSURE
Slackness Hostility,
time pressures
Range of
optimum
performance

Figure 5.14 - Human performance function [Melchers, 1987]

5.5.2.4 Operating environment

As mentioned in Chapter 3, environmental operating conditions can contribute to acci-
dent scenarios. Environmental conditions are categorized into external or operational
conditions (see Table 3.1).
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5.6 THE HUMAN ERROR SAFETY INDEX ALGORITHM

The HESIM is a consolidation of heuristic approaches and the development of an acci-
dent database. As detailed accident data becomes more available for particular accident
classes, the risk indices are refined to correlate with the casualty statistics. This section
describes the HESIM algorithm which integrates the contributing factors described in the
previous section. Chapter 3 provides a set of initial heuristic HESIM measures used for
case study examples described in Chapter 7. The conditional human error index is used
as a quantitative measurement for the influence diagram modeling. It is not a
probabilistic measure, but a means by which to systematically quantify human errors.
These measures form a basis from which future error index refinements, modifications,
and verifications are made until sufficient data is available to use probabilistic
measurements, '

Equation 5.5 is the generalized equation integrating contributing casualty factors defined
in Section 5.5.2. The overall human error index is the quantitative measurement of hu-
man and organizational errors, human factor, system, and environmental factors occur-
ring for a specified event, decision, or action.  The overall human error safety index
(SIHEi,OEj,HF,Env,SySL,ED Aq) 18 the product of five safety indices: (1) the hwman error
safety index (SIHE;OE; HF Env,Syst EDAq) (2) the organizational error index (S I0Ej EDAg)»
(3) the human factor index (SIHF EDAq), (4) the system index (SISyst EDAq)s ami (5) the
environmental index (SIgny ED Ag)-

SII—[E,.OEJ-.i-H?.SysL,Env.EDAq = kijsItm,xoz«:j.m.sys:,snv.EDAq* SIOEJ..EDAQ (5.5)

* SIHP.EDAq* SISysl.EDAq * SIEnv.EDAq

Each safety index SI, lies between 0 and 1 and kij is a factoring constant for human error i
and organizational error j.

0<Si<l

As shown in Equation 5.6, the measure of the overall human error safety index is a
weighted frequency of the factors for a specified class of accidents (e.g. tanker collisions
or grounding, offshore production-maintenance explosions, and fires). Weighted values
are assigned depend upon the certainty of that factor being a contributor to a casualty-
near miss sequence. The error frequency is determined by averaging across the weighted
frequencies of joint occurrences between MOEs and HEs under all external operating
conditions, human factors, and system complexity. The information is input into the ap-
propriate cell of the data HOEDQS described in Section 5.7 and Chapter 3. For each
casualty-near miss, the associated human, organizational, human factor, system, and envi-
ronmental contributor is documented. The certainty values are placed in the proper loca-
tion for the joint occurrences as shown in Table 5.2. '

{SIHEi (OE | EDA,, ,HF Syst Env }k =1- {f}IEI,OEj.EDAq HF Syst, Env }k

=1- l Z {E.u-{zi ,OEJ.EDAq.HF,SySL.Env}

mm

(5.6)

km
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(0 no relation

1 "low" certainty of relation between HEi and MOE}.

E-'HEi,MOEjEDAq M =)
HF,Syst,Env

3
% "moderate" certainty of relation between HE, and MOEJ.
1

"high" certainty of relation between HE, and MOEJ.

\

where k is the consequence level of the casualty, and m is the total number of operations
per measurement of time for that consequence level.

The human error index is the quantitative measurement of human error conditional upon
a set of organizational errors, human factors, system and environmental factors for a
specified EDA. By solving for the human error index of Equation 5.5 to arrive at
Equation 5.7, one is able to use these values as quantitative measurements of human er-
rors under varying organizational, human factor, system, and environmental conditions.
Again it should be noted that the human error index generated by this technique is not a
probability, but an index value conditional upon any number of error solicitors. These
are the conditional safety indices that are used in the influence diagram model quantita-
tive procedures described above in Section 5.4.1.

{SIHE-‘IOEJ- HF Syst. Environ,EDA, }k =

S1 . (3.7)
HEi ,OEj, HF, Syst, Environ, EDAq
k

k. *SI * SI * SI * S1
ij S OEi.EDAQ HF,EDAq Syst.H)Aq S Em‘r.EDAq

The next step is to provide a methodology for measuring the safety indices in the denom-
inator of Equation 5.7. The organizational error safery index (SIoE;j,EDAq) shown in
Equation 5.8 is a measure of the impact of top-level management upon mid-level man-
agement and operator level management errors (MOE) effects upon human errors (HE) at
the operator level. A matrix representation of Equation 5.8 is shown in Table 5.3. The
index is assumed to be relatively static over short periods of time for any given operation
[Reason, 1992].

I = SI * SI

Organizational errors are the consolidation of both TLM and MOE errors. As shown in
Equation 5.8, the organizational error index is differentiated into two categories. First,
the top-level management index (SIMOE;ITLM) measures the level of top-level commit-
ment to safety and resource allocation for safety measures. The TLM commitment to
safety and resources has varying degrees of impact upon MOEs. In Equation 5.9,
SIMOE;TLM is the safety index of TLM's impact upon MOE, Varying degrees of impact
are measured by weighing the impact of five TLM factors:
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(1) overall commitment to safety (Q,), N

(2) commitment to long term safety goals (Qs),
(3) cognizance of problems (Qs),

(4) competence to correct the problem (Qy), and
(5) sufficient resources to correct problems (Qs)

such that,

SIMOEliTLM = ma"{"’l 12 +9,Q, +0,,Q, +¢,,Q, + ¢51Q5’(SIMOEIITLM)O}

SIMOEZITLM = m {¢12Q1 05,2, +03,Q;+6,,Q, + ¢52Q5’[SIM052|1LM 0}

O3 Q +65Q; +05,Q;+0,.Q, + ¢5jQ5’[SIMOEj rmv:) }
X i
(5.9)
1

ax
SIMOEjITLM = max{

SIM059 LM = P2X019Q) +0,0Q, +6,5Q, +6,,Q, + ¢59Q5’(SIM059|11.M]0

SIMOEIOITLM =1 N

where,

Q =

<

1 if "high" or "sufficient"
-1 if "low" or "insufficient"

20,=1 V]

a

If the TLM factor is "high" or "sufficient", it adds to the safety index, however if "low” or
“insufficient”, it reduces that safety index. The weights can be thought of as the percent
of impact upon MOEs by TLM factors. Since MOE g represents no organizational errors,
there is no impact of TLM on MOE; thus the safety index is unchanged.

Second, the middle-operator level management safety index (SIHEIMOE JEDAg) is the sum
of each organizational error's effect upon a particular human error "i" (HE). Each index
associates the organizational error's effect upon human errors at the operator level. The

minimum value of the impact of top-level management [SIMOEj ITLMJ , is provided by
)

20.
0 : TN

the user and should be established such that (SIMOEJ. I’ILM]
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To determine the safety index for a particular HE as a result of the organizational errors
(OEs), the safety index is determined by providing estimates of the relative effect of
"good", "fair”, or "poor”" organizational error management. Figure 5.15 is a graphical
display of how routine a safety index is obtained through a linearization technique and
described in Equation 5.10.

S o Jt

!
P2+ 1/2 —

Pj
‘ L —
P [ |
] |
o >
~ =i ertainty
Good Fais Poor of MOE

Figure 5.15 - Linearized measurement of middle-front line management index

1 lf "high"
- if " " (5.10)
SIMOE},EDA 12+ I/Z(I/PJ—) lf. rilodc:ate
”pj if "low

where pj is the maximum degree by which MOE;] is judged to be increased for EDAg.

The human factor index described in Equation 5.5 is categorized into the product of a
stress index (Slsiress,EDAq) and a routineness index (SIRoutineness,EDAq) as shown in
Equation 5.11. Stress and routineness are measured to assess the relative effect upon the
safety of the system. The user judges the relative effect of "high” stress or routineness.
Figure 5.16 is a graphical display of how the stress safety index is obtained through a lin-
earization technique and shown in Equation 5.12. The index measuring routineness of
the EDA. is linearized and shown in Figure 5.17 and the formulation is described in
Equation 5.13.

SI =SI * 81 )
Hum factor,EDA Stress,EDA Routineness, EDA (5.11)
q q q .
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1 if " lown
DA =41/2+1/2(1/ ) if "moderate"
1/ a lf nhighn

(5.12)

where o is the maximum degree by which stress is judged to be increased for EDA,.

Slgireed

1
1/2+ 1/2 A

! I

o r I
' >
Low Moderate High Stress
Level
Figure 5.16 - Linearized measurement of stress
Sl s
Routineness
]
]
1/2+ 1/2 —["3—
]
B
-
High Moderate Low Routineness
Level

Figure 5.17 - Linearized index measurement of routineness
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1 if“highll
— e n " .1
ST —— 1/2+1/2(1/B) if "moderate (5.13)
1/8 if "low"

where P is the maximum degree by which routineness is judged to be increased for
EDA,

The system safety index (SIsysiem,EDAq) of Equation 5.5 measures the ability of the
operator to properly acquire, assess, and act on information provided by the operating
system. Similar to the quantitative calculation of stress and routineness, judgments are
magde as to the impact of system factors upon the overall safety index. The linearization
is shown in Figure 5.18 and formalized in Equation 5.14.

+

1¢

Si

Syst

1
172+ 1 /2=
H

v e e e e i e e e

Y I | .
] _ ] >
Low Moderate High System
complexity
Figure 5.18 - Linearized measurement of system complexity
1 if ” low"
=31/2+1/2(1/y) if "moderate" {5.14)
SystIEDA ) i
/7 if "high"

where v is the maximum degree by which system complexity is judged to be increased for
EDA,.

The environmental safety index (Slgpviron EDAg) in Equation 5.15 is the product of two
indices: the external operating condition impairment index (SIExiernal EDAq) and internal
operating condition impairment index (Slintemal EDAq)-

SIEnviron,EDAq = SIExtemal“ ,EDAq* SIIm:ernalv,EDAq (5.15)
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The impacts of environmental factors in HESIM represent external and internal impair-
ment contributors. Environmental factors impair the individual operator's ability to think
and perform actions. Any combination of environmental factors may affect the abilities
of the operator. However, any number of environmental factors may be the dominant
contributors to errors. For example, fire and smoke may be impairing the abilities to
evoke mitigation procedures. However, smoke may be the dominant environmental fac-
tor leading to errors by the operators due to the operators inability to breath correcdy. It
is at the discretion of the user to determine degree to which a single environmental factor,
or any combination of faciors, affects the environmental safety index. This may be per-
formed by a linearization method similar to the safety indices developed for stress, rou-
tineness, and system complexity factors developed above. As shown in Figure 5.19,
"high", "moderate”, and "low" environmental impairment severity affect the accident
contributors. Equation 5.16 is the linearization equation used to determine the environ-
mental safety indices.

1
/2 +1/2 £,

Hign Environmental

Low Moderate imparements

Figure 5.19 - Linearized measurement of environmental impairment factors

1 if "low"
St .\ ={1/2+1/2(1/¢,,) if "moderate” (5.16)
m(’”‘: ) e l/e,, if "high"

where € is the maximum degree by which external environmental factor u (g,) or internal
environmental factor v (gy) is decreased for EDA,,.

5.7 FUTURE DATA ANALYSIS: THE HOEDQS '

The development of the HESIM algorithm as a means for quantifying the impacts of hu-
man errors as a result of an error solicitor (event, decision, or action) in the previous
chapter. As observed in Figure 5.13, human error solicitors are either heightened or re-
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duced by organizational-regulatory errors. The HOE database development framework is
used to associate the front-line operator errors (human errors) and middle-front-line man-
agement (organizational-regulatory errors) under the operating conditions described in
the prior section (human factors, system complexity, and environmental contributors).

The database system, the Human and Organizational Error Data and Quantification
System (HOEDQS) serves two purposes. First, it provides a basis from which to obtain
quantitative measurements for the HESIM described in the previous section. The
HOEDQS allows the user to incorporate the data being collected-updated the expert
judgment in generating quantitative measurements for organizational, human factors, sys-
tem, and environmental contributors. Second, the database system provides the user
friendly environment from which to generate probabilistic measures of human and orga-
nizational errors to marine casualties and near misses. As discussed in Chapter 2, the
lack of accurate data for marine casualties and near misses has made it difficult to gener-
ate reliable probabilistic risk analysis models. The HOEDQS provides the framework
from which to collect casualty and near miss data.

As data becomes available, less reliance on expert opinion and judgment is required for
the quantitative development and a greater reliance upon the data will lead to betier
quantitative measurements. This will also lead to a reduction of the need to rely upon the
HESIM to generate quantitative data. The remainder of this chapter is dedicated to an
explanation of the HOEDQS data collection procedure and the quantitative measurement.
A user guide explanation of how to operate the HOEDQS program is provided in
Appendix 3.

5.7.1 The Data Collection Procedure
The following is a procedure by which to collect and document HOEs for marine casual-
ties and near misses. '

(1) Identify the class of accidents for which the casualty data is to be collected
(e.g. collisions, groundings, offshore production fires or explosions, crane ac-
cidents, etc.). Separate database are collected for each accident class of inter-
est.

(2) Identify casualties by the degree and type of consequences. This may be es-
tablished by first identifying what are considered "small”, "moderate”, "large”
and catastrophic consequence levels and categorize consequences on this ba-
sis. The consequence levels are identified at the user's discretion. In addition,
the user identifies the intervals of consequences for which data is compiled.
For example, a separate database can be compiled of HOE contributors to
tanker load or discharge spills that are: (1) less than 10 barrels, (2) between 10
and 100 barrels, or (3) greater than 100 barrels. By categorizing casualties by
consequence level, it may allow the users to identify particular trends that may
differentiate between low and catastrophic consequence casualties.

(3) Establishing the stage of occurrence of contributing factors to the accident or
near miss sequence. The casualty stages: underlying or contributing, direct,
and compounding were discussed in Chapter 4. It is the responsibility of the
user to define underlying direct, and compounding stages to assure error data
is categorized into the appropriate casualty stage (see case study examples in
Chapter 7).

The HOEDQS provides a format for the user to first identify a primary EDA
at each accident stage. In addition, the user has the option of including asso- .
ciated accident events, decisions, and actions. Associated EDAs are relevant
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(6)
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to the primary EDA. For example, a primary underlying EDA for a tanker
grounding would be the vessel deviating from a traffic separation scheme
(TSS). Associated underlying EDAs could be insufficient monitoring (act of
omission) and an improper radar signal (see tanker collision-grounding model
in Chapter 7).

Determine contributing human factor, system and task complexity factors re-
lated to the event, decision, or action being performed. For each EDA there
could be related human factors, task, or system complexities that contribute to
the casualty. In the HOEDQS, the user has the option of including human fac-
tor, task, and system complexity in the database. For example, the vessel de-
viating a TSS in Alaska's Prince William Sound at night in the winter could be
considered either "moderate” or "high" task complexity while performing the
EDA during daylight in the summer may be considered as "low" task com-
plexity. In addition, deviating the TSS may be a routine operation, but envi-
ronmental factors such as ice in the TSS or the time of day in which the oper-
ation is performed, may lead to a higher level of stress for the operators.

Establish the environmental impairmen: contributor associated with the event,
decision, or action that may have induced human and organizational errors.
Each external and internal environmental impairment contributor presented in
Table 3.1 is included in the HOEDQS program allowing the user the ability to
input that factor as an error contributor.

Identify the contributing top-level management factors for the event, decision,
or action performed that may have had a direct impact upon human and or
mid-leveliront line management errors. The HOEDQS user has the option of
inputting their assessment of the impact of TLM factors on the accident sce-
nario described previously in this chapter. Top-level management factors
measured are overall commitment to safety, commitment to long term safety
goals, cognizance of operational problems, competence to address the prob-
lems, and sufficient resources assigned to safety issues to correct problems.

Identify the contributing human and organizational errors at each stage of the
accident sequence and relative certainty of joint human error and mid-level -
front line management error occurrences. The joint occurrences are defined
as the influence between a front-line operator error (HE;) and an organiza-
tional error (OE;) for the EDA under the task, system, human factor, and envi-
ronmental conditions. As a result of the complexity of any accident or near
miss event, the HOEDQS allows the user a level of flexibility in associating
the joint occurrences of human and organizational errors. The user is allowed

- 1o input whether they believe there is a "high", “moderate”, or "low" certainty

of joint occurrence of a particular HE and OE. When inputting accident data
the following guidelines for determining error certainty levels are as follows.

(1) High certainty of joint occurrence: The accident-near miss investiga-
tor has direct proof or evidence of the incidence of a particular HE
occurring at the front line level as a result of a particular MOE.

(ii) Moderate certainty of joint occurrence: The accident-near miss inves-
tigator has reasonable proof (direct or indirect) of the incidence of a
particular HE occurring at the front line level as a result of a particular
MOE.
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(iii) Low certainty of joint occurrence: The accident-near miss investigator
has indirect proof or limited reason to suspect an occurrence of a par-
ticular HE at the front line level as a result of a particular MOE.

5.7.2 Human Error Probabilities Under Varying Operating Conditions

Once a sufficient quantity of data has been collected, measurements can be made to de-
termine "weighted” probabilities of front line human errors as a result of varying operat-
ing conditions (organizational errors, system and task complexity, human factors, and en-
vironmental operating conditions). The "weighted" probability, shown in Equation 5.17,
is determined using the same method as that for producing Equation 5.6, by averaging
across the weighted frequencies of joint occurrences between MOEs and HE's under all
external operating conditions, human factors, and system complexity.

Pk[I{Ei,OE j,HF,SYSt, Envnl,...,Envnp,EDAq] = {f HE, O, ED Aq,HF,Syst ,Emf}k

1
" m Z{gnﬁ. JOE .EDA ,HF,Syst.Env}
m i j q km

(5.17)

Using Baye's Rule in Equation 5.18 one can solve for the probability of human error
given organizational errors, system and task complexity, human factors, and environmen-
tal operating conditions (Equation 5.18a). The conditional "weighted” probability of hu-
man error shown on the left hand side (LHS) of Equation 5.18a is used for the quantifica-
tion measurements described above.

if’k [I-IEi,OEj,HF,Syst, Envnl,...,Envnp,EDAq] =
f’k[HEiIOEj,HF,Syst,Envnl,...,Envnp,EDAq] (5.18) -
*PK[OEJ.,I-IF,Syst,Envnl,...,Envnp,EDAq]
or,
ﬁk[}miloraj,HF,Syst,Em)nl,...,Envnp,EDAq] =

Pk[HEi,OEJ.,I-IF,Syst,Envnl,...,Envnp,EDAq] (5.18a)
Pk[OEj,HF,Syst, Envnl,...,Envnp,EDAq]

5.8 RISK INDEX COMPARISON TO CASE HISTORY EXAMPLES

The final step in the model development procedure is to relate the safety index evaluation
to the overall reliability of the operating system. Figure 5.20 provides an overview of the
HOE evaluation procedure. Step 1 entails the system analysis procedure, as described in
Chapter 4, used to draw out the particular human, organizational, system, procedures, and
environmental contributors to an accident scenario. The modeling procedure described
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was to use influence diagrams to develop an accident template that retains the primary
causative mechanisms to an accident scenario yet does not entail many of the unique
characteristics of the casualty being modeled.

For Step 2, as proposed in this chapter, the HESIM was proposed as a quantitative mea-
suring procedure that incorporates both available accident data and heuristic judgments.
As data becomes more available, there is a reduction of reliance upon judgments and ex-
periences and a greater reliance is placed upon objective data to generate human error re-
lated probabilities (e.g. HOEDQS).

Step 3 entails using the safety index evaluations for both calibrating and confirming the
HESIM procedure. Historical failure rates for catastrophic events are used for confirma-
tion of the modeling procedure and the HESIM is used to ensure that the quantitative
modeling procedure is consistent with case study analyses. Once the safety (or risk) in-
dices are evaluated for the HOEs using the HESIM, they are input into the influence dia-
gram template model. An overall safety index is calculated for the target failure event
being modeled (e.g. grounding or collision for a tanker, loss of fuel containment on pro-
duction platform) such that:

Pg = Probability of "Activity" results in undesirable outcome

As shown in Figure 5.21, the safety index is then compared to the probability of failure
for that particular accident event. This procedure is then repeated for a sufficient number
of cases to determine a general range for the functional relationship between the safety
indices and the failure event probabilities (Figure 5.22).

As shown in Figure 5.22, a risk meter can be developed that compares the safety index
and the reliability of the operational system. The risk of failure can be categorized into
"low", "moderate”, and "high" intervals. The threshold values between high, moderate,
and low (or unacceptable, marginal, and acceptable) risks are dependent upon the failure
event, the consequences of that failure, and society's willingness to accept the risk. For
example, a high level of risk for a tanker grounding in Prince William Sound, an envi-
ronmentally sensitive area, may not be as high as a spill in the Guif of Mexico off of
Louisiana. A further discussion of criteria to consider for risk is included in Chapter 6.

Comparison between the safety index-reliability curves and probability-consequence
curves for undesirable outcomes is performed to determine the relative risk to the unde-
sirable outcome being modeled. This is expressed diagramatically in Figure 5.23 where
the risk index-reliability curve is compared with the reliability-consequence curve.
Further discussion of the reliability consequence curves and risk acceptability are dis-
cussed in Chapter 6.

Further evaluation of the models are performed to assess management alternatives to pre-
vent and mitigate the impacts of HOE related factors. This is performed to determine if
the impact upon the system will increase the reliability of the system such that the risk
becomes acceptable. This can be expressed diagramatically in Figure 5.23 where the risk
index-probability curve is compared with the probability of failure acceptability curve.

3-34

N



HE N
T e g g e e

! Ed e

(HUMAN ) @RGANlZATlo@

SYSTEM
STEP *1 | (Csystem ) ((procepuses ) S ANALYS!S
J OUTPUT: SYSTEM INFLUENCE DI AGRAM
((numan ) (omcanizaTion)
STEP #2 | (Csvstem ) ((ProceDuRes )  |—— HESIM ANALYSIS

ENVIRONMENT

OUTPUT:‘SAFETY INDEX (S1) OR RISK
INDEX (1-S1)

Acceptable
Nat acceptabie

Garelty Jndg

Consequence

STEP ’3 Defore HOE

management  HOE managerient

z2iternatives aiternatives
L 2 1 Safety
1

o Low Hign | Indsx

COMPARATIVE
RELATIVE

[ ¢—— HESIM EVALUATION

CALIBRATION
CASE HISTORIES

Figure 5.20 - HOE analysis procedure

Safety index

o — — - - - - - - = - = =

Reltab1lity

Low Moderate

High (]‘pr)

Figure 5.21 - Probability-risk index relation curve

5-35



10 — — - - - -
I iy |
x
& i
=]
£
» I
o
=3 [
i
~ |
x
L
o |
=
> |
et
L
w | Case stuay | |
@ Reliabilit
0.0 } ' L5
: ! !
Low Moderate High 1.0 (1-Py)

Figure 5,22 - Safety index-reliability curves

There is a six step approach to confirmation of the modeling procedure and the HESIM to
both assess the risk of a particular undesirable target event and generate the safety-relia-
bility curves shown in Figure 5.23. The approach is as follows:

(1) Determine the threshold probabilities between acceptable, marginal, and unac-
ceptable risks for the operation being modeled. These can be done through
judgments, historical data comparison, financial settlements for prior casual-
ties, etc. (see Chapter 6).

(2) Determine the probability of the target event being modeled through judgment
or historical data. For example, prior to the grounding of Exxon Valdez, a spill
of the magnitude observed for that casualty was considered a 1 in 241 year
event [Davidson, 1990].

(3) Using the post-mortem study data, calculate the human error safety indices
(risk indices) under the specific operating conditions using HESIM. Input the
human error indices into the influence diagram template model representing
the particular characteristics of the scenario being modeled.

(4) Calculate the risk index for the undesirable target event by reducing the influ-
ence diagram template model. Reducing influence diagrams is further de-
scribed in Appendix 3 and the /nDia™ user guide [Decision Focus
Incorporated, 1991].

(5) Compare the results of the risk index with the target event probability. If the
risk index and probability of the target event are consistent with case study
implications, continue.

(6) If the safety index and probability of failure are inconsistent, calibrate the
HESIM to attain consistency of results. This can be conducted by reexamin-
ing the impact of error contributors or further detailing the model.

(7) Repeat Steps 1-6 for other case histories to attain reliable results.
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Case study based confirmation of the HESIM procedure is provided in Chapter 5.

5.9 SUMMARY

As a result of the limited data available documenting the impacts of human errors on ma-
rine related casualties, it is important to develop a quantitative estimating procedures.
Three procedures were described that incorporate varying degrees of HOE related infor-
mation of the operating system. Probability encoding was described and the associated
biases involved in that modeling procedure. The Human Error Safety Index Method
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(HESIM), was introduced as a methodology for measuring the impact on human and or-
ganizational errors as a result of accident solicitors (events, decisions, or actions).

The database system, the Human and Organizational Error Data and Quantification
System (HOEDQS) serves two purposes. First, it provides a basis from which to obtain
quantitative measurements for the HESIM described in the previous section. The
HOEDQS allows the user to incorporate the data being collected-updated. Second, the
database system provides a user friendly environment from which to generate probabilis-
tic measures of HOEs to marine casualties and near misses.

Once quantitative measurements of human errors are made using the HESIM procedure,
the error indices are then input into the template diagram and the template is then reduced
to determine the safety index for the events of interest. These indices are then compared
on a linear scale to the failure probabilities so calibration between safety indices and
probabilities of failures can be performed.

As data becomes available, lesser reliance on expert opinion and judgment is required for
the quantitative development and greater reliance upon the data will lead to better quanti-
tative measurements. This will also lead to a reduction of the need to rely upon the
HESIM to generate quantitative data.

The strength of the data quantification system is that it is self correcting and has the ca-
pabilities of being updated and refined. The HESIM is used to assist in determining the
impacts of organizational, system and task complexities, stress, routineness, and envi-
ronmental conditions upon human errors and their effects upon increasing the operational
risk. Error frequencies are updated using the HESIM and HOEDQS and are then used to
update the failure event index. The failure event risk index is then matched against the
failure probabilities for that event. A functional relation between the risk index and prob-
ability of the accident event is then determined. This allows for forecasting of the risk of
failure events for future operations under various human operator conditions to determine
if these operational conditions lead to an acceptable level of risk.
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(3) Continuous collection and assessment of human error data to monitor impacts
of error management systems. Direct data analysis is the most effective
method of determining HOE management programs. The HOEDQS, an HOE
data collection procedure is described in Chapter 5. As the data is collected
and updated, the effects of management alternatives are measured with a
greater level of accuracy.

In Chapter 5 the HOEDQS human error database system that allows users to
document the effects of particular types of human errors in accident scenarios
was introduced. As described in Chapter 3, safety management systems are in
a constant state of change in unison with changes in the organization. It should
be realized that an organization's resistance to safety problems is also in a
constant state of change. The HOEDQS is a tool that can assist users in
monitoring both trends in casualties near misses and in assessing the impact of
HOE management alternatives once implemented.

6.2.2 Operational Change and Error Tolerant Systems

Heuristic judgment in determining direct and indirect effects of HOE management
alternatives effect the structure of the model through the addition of error inhibitors.
Error inhibitors are defined as changes in management, operations, or procedure that can
influence the incidence of human and organizational errors. As shown in Figure 6.1, the
error inhibitor may be either explicitly accounted for within the influence diagram by
defining a node and directly accounting for the effects on other nodes (solid arrows). Or,
error inhibitors may be implicitly accounted for by not directly defining a node, but
through modifications in the quantitative distributions of explicitly accounted for factors
(dotted arrows) (see examples in Chapter 7 for both explicit and implicit models). As
observed, error inhibitors can affect human errors factors but also other EDAs within the
model.

Error
Inhibitorg

Organizational

Operational
EDA

Environmental
Factors

Figure 6.1 - Effects of error inhibitors upon influence diagram models
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As an illustration, Figure 7.6 is an influence diagram model for tanker grounding or
collision that has been modified to incorporate the impact of tug escorts. The tug escort
influences both the structure of the model and the error frequencies. For example, the tug
influences the frequencies of groundings by providing assistance should the vessel
become incapacitated. In addition, the tug support can influence tanker crew errors by
having additional personnel monitoring the vessel's path.

The next step is to determine the effects of the operational error inhibitors by using the
probability encoding and the HESIM technigues described in Chapter 5. If error tolerant
systems have been implemented in similar industries, comparative analysis with these
industries can assist decision makers in assessing the effects of various management
alternatives.

6.3 HOE MANAGEMENT DECISIONS - EVALUATING THE RISK

6.3.1 What is Safe Enough?

Though short term financial and operational cost effective HOE management alternatives
should be considered, there are additional factors that have a long range impact on the
costs of operating. These long term affects can have substantial long term effects upon
operations and should be addressed in the decision process.

(1) Changing artitudes towards risk. The uncertain nature of changes in attitude
towards risk can have a major impact upon operational policy. A single
catastrophic accident can have long range effects upon regulatory policies and
public perception of risks.

(2) Regulatory climare. As a result of risks (real and perceived), better
technologies, and high profile casualties, regulatory agencies are continually
updating regulation to be consistent with the means by which to reduce
casualties. It is imperative for decision makers to keep pace with trends to
allow for them to have a greater say in how new regulations are implemented
and allow for easier transitions to comply.

(3) Risk and perceived risk. As the public becomes more familiar with various
marine operations as a result of catastrophic accidents and perceived risks of
catastrophic accidents, there are growing pressures to police and regulate those
operations. For example, the Three Mile Island nuclear disaster led to more
stringent nuclear facility regulation and led many communities to demand that
no nuclear facilities be constructed in or around their communities. Though
few nuclear disasters have occurred, there is a "no accident” policy for nuclear
facilities given the catastrophic nature of accidents. Many people demanded
sweeping changes of tanker operations after the grounding of Exxon Valdez.
The passage of OPA 90 and other local legislation has led many operators 10
drastically change operational procedures to accommodate those changes (see
Chapter 7).

(4) Costs of catastrophic accidents. Many decision makers do not wish
(consciously or sub-consciously) to believe that a worst possible case casualty
could happen to them. Quantitative risk analysis has a history of accounting
for are performed that can show particular catastrophic scenarios as "exwremely
improbable” {Paté-Comell, 1992}.
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6.3.2 Quantifying Risk

There are a number of sources that look into risks evaluation from quantitative analyses.
The general quantitative measure of risk can be described as the product of the
probability of a degree of failure and the consequences of that degree of failure. Both
historical utility based approaches and the standard of practice measuring techniques have
been proposed and discussed for marine systems [Bea, 1989, 1990; Flint and Baker;
1976; Gale, 1993; Moan, 1983; Paté-Cornell and Bea, 1989; Stahl, 1986, Siktec, 1986].
Two general approaches to defining acceptable levels of risk as defined by Bea (1990) are
experience evaluations and utility evaluations. It has been shown that each approach will
pgovide similar results that allow decision makers to make consistent decisions (Bea,
1990).

6.3.2.1 Experience evaluations

At the initiation of any new activity, one generally associates a higher level of risks since
the activity, technology, and operations are new and untested. As people (directly and
indirectly involved with the activity) become more aware, involved, and experienced with
the activity, there will be a reduction in the tolerance level of acceptance for risks in that
technology (Figure 6.2). As shown in Figure 6.3, the reliability of major drilling and
production platforms has increased considerably through time with new technologies and
experiences. Higher levels of risk were acceptable for U.K continental shelf activities
from the 1960's through the early 1980's [Carson, 1982]. However, such accidents as the
Exxon Valdez and Piper Alpha disasters have changed the public's perception of
acceptable risks.
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Figure 6.2 - Probability of failure and number of members
versus time for an activity
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Figure 6.4 is a descriptive diagram that shows the consequences of failure versus the
probability of that failure. For low consequence failures, we are more likely to accept
higher frequencies of failure. However for high consequence failures, we wish to see a
substantially smaller frequency of failure. This is the case for "acceptable risk" and
"marginally acceptable risk” curves. The positioning of these curves are established by
the industry, society, and individuals who make trade-offs between consequences and
risks [Bea, 1990; Whitman, 1984]. The lines in Figure 6.4 are based on annual costs,
insurance and legal payments.

A

Not Acceptable

Acceptabte

Marginal

Consequences (log)

Figure 6.4 - Consequence vs. probability of failure
acceptability regions [Bea, 1990]

For example, USCG statistics have determined that the ratio of oil spilled per gallon
transported for tankers was 3.32x10-5 and for barges it was 1.73x10-5 between 1974 and
1978 [National Research Council, 1981, 1991]. In the 1980's, the annual average loss for
tankers and barges combined was 1.5x10-. The average rate loss had decreased from the
1970's to 1980's however, society's willingness to accept the risk has dropped,
particularly in wake of such catastrophic disasters as Exxon Valdez. In comparison to
other industries, the ratio of oil transported and spilled for the oil pipeline industry is
1.5x10-3, the probability of landings being aborted is less than 1x10-7 [National Research
Council, 19913.

6.3.2.2 Utility evaluations: Cost-benefit analysis

The most common utility evaluation is cost-benefit analysis. The costs and benefits may
be evaluated in terms of economical, fatal accident or injury rates, loss of hydrocarbons,
probabilities of catastrophic failure events or any other means identified by the user as a
measure of gain or loss.

In cost-benefit analysis, alternatives are evaluated by determining the net reduction in
costs to the system. The impact of alternative set j (Aj) can be described by Equation 6.1.
Alternative set ] may be one or more management altérnatives implemented to reduce the
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impact of HOE. The alternatives are the net benefit of implementing Aj. which is the
difference between implementing no alternatives and the cost of implementing A;.

NBaj = G5 - By 6.1)
where, ‘
Aj = Setof HOE management alternatives ]
b1}
Baj = Caj- gchji
= Cost of implementing A; for each management alternative i
which is part of alternative set j.
C, = Cost of particular accident classes when implementing no alternatives j-
Caj = Costof particular accident class when implementing alternatives
j-
Ba; = Benefit of implementing A;
NBa;j = Total net benefit of A;j

As a measure of the net benefits, the expected costs and benefits can be used as shown in
Equation 6.2. The standard deviation of net benefits should also be measured as a
determinant to the variability in costs, benefits, and net benefits to the decision makers.
Equation 6.3 provides the standard deviation of net benefits assuming independent,
normally distributed variables of implementing no alternatives (C,) and benefits of
management alternatives (Ba;j). The accident costs are dependent upon such factors as
casualty severity, sensitivity of the environment to accidents, casualty location, legal
costs, social costs, costs to business, etc. Similarly, benefits also vary dependent upon the
differences in costs of implementing those HOE management alternatives. These
changes can affect production, manpower, demand high levels of expertise, and other
important resources.

Ba = Co-Ba (6.2)
2 2
6,,, =.0. +0C (6.3)
NBA Co BA

As shown in Figure 6.5 to reduce the probability of failure, the initial cost are greater to
develop a system to obtain a higher degree of safety. On the other hand, if little initial
costs are applied to the system, the probability of failure will be greater. Future costs are
lower for low probability events since the expected costs of failure are likely to be
observed. Higher future costs of failure are observed if failures are observed as a result
of a need to correct the problems. Since there is a degree of uncertainty as a result of cost
uncertainties as a result of variability in costs of design, construction, installation, and
operations, a range of values are represented for both initial and future cost functions.

The total expected cost of failure to the system is what is of interest. As expressed in
Equation 6.4, the expected cost of failure event k is the product of the probability and the

consequence of event k. The total expected cost is expressed in Equation 6.5 as the sum
of expected initial costs and expected future costs.

E[Ck] =P ¥ C, (6.4)
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E[Ctotal] = E{C.

initial future] (6.5)
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Figure 6.5 - Probability of failure versus cost optimum [Bea, 1990]

Expected future costs can be discounted to present value by multiplying the expected cost
by a present value function as shown in Equation 6.6. The present value function (PVF)
is a function the discount rate i, the useful lifetime of the marine structure or operation.
As observed in Equation 6.7, any future costs can now be expressed in a present value
COStS.

1-(1-1) Tt

1

PVF = (6.6)

E[C |=P *C *PVF, 6.7)

~ 7 future future

futurek c ‘

Bea (1990) expresses the cost associated with marine system development as being
related linearly to the logarithm of the probability of serviceability loss as shown in
Equation 6.8. The initial cost is a function of the product of the probability failure (Pf)
and the slope of the cost curve (C). By substituting in Equation 6.7 and Equation 6.8 into
Equation 6.5 and taking the differential with respect to the probability of failure, one is
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able to obtain the optimal (acceptable) probability of failure (Pf,) and the associated cost
as shown in Figure 6.5. This can be expressed by Equation 6.9.1

initial = Co T C 10810 (P i) (6.8)
0.435
=l TS 6.9
f PVF*CR 69)

Given that the "marginal" probability of failure is twice the acceptable marginal of failure
(Ptm = 2Pg,), the results can be portrayed in Figure 6.6.

Unacceptable

Acceptable

Consequences
CR*PVF

Figure 6.6 - Probability versus consequence curves for acceptable and
marginal probabilities of failure

1 The value CR is the cost ratio between the cost of failure (Cy) and the slope of the cost curve (C). As
expressed by Bea (1990} the cost ratio s the cost needed to decrease the likelihood of failure by a factor

of 10.

C..
CR = -failure
C
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CHAPTER 7
CASE STUDY MODELS

7.1 INTRODUCTION

This chapter applies the modeling and quantification techniques described in the Chapters 4
through 6 to four case history-based evaluations to examine the impact of HOE upon
operations of tankers and offshore platforms. The case studies include analysis of both
post-mortems and existing operations. The primary objective of these two applications is
to confirm the modeling procedure that has been developed by this research.

The two post-mortem case studies chosen are the Exxon Valdez and Piper Alpha disasters.
These cases were selected due to the sufficient level of detailed of information documented
for these disasters. Figure 7.1 provides flowcharts for each post-mortem. An overview of
the relevant factors involved in each disaster is provided based upon preliminary studies
that have identified the HOE factors contributing to the accident scenarios [Davidson, 1990;
Keeble, 1991; Moore, 1993, 1994, Moore, Bea, and Roberts, 1993: National
Transportation Safety Board, 1990; Paté-Cornell, 1992; Roberts and Moore, 1992; United
Kingdom Department of Energy 1988a, 1988b, 1990).

For the post-mortem studies, influence diagram representations are developed for each
model based upon the relevant information provided for each disaster. Influence diagram
template models are constructed that capture the primary causative mechanisms for the two
classes of accidents from which the disasters were representatives: (1) tanker grounding or
collision (Exxon Valdez), and (2) production platform gas leaks during simultaneous
production and maintenance (Piper Alpha). Similar procedures are used for development
of the influence diagrams for existing operations. Expert judgment is used to structure each
existing operations model.

The HESIM is used to determine risk indices for HOEs conditional upon error contributors
for each post-mortem study disaster while direct expert judgments to determine the
probabilities of failure type events are used for the existing operations models. HOE
management alternatives are presented and evaluated to determine the relative impacts upon
the risk of each operation. -

7.2 TANKER COLLISION AND GROUNDING

7.2.1 The Grounding of Exxon Valdez

Moore, Bea, and Roberts (1993) have established the primary coniributors to the
grounding of Exxon Valdez. First the related accident EDAs are categorized in to
underlying, direct, and compounding factors (see Figure 3.9). The primary contributing
factors are shown in Figure 7.2 and summarized as follows:

Underlying-contributing factors

Event: Exxon Valdez deviates from the outbound traffic separation scheme (TSS)
to avoid an ice floe in the outbound lane.
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Figure 7.1 - Post-mortem analysis procedures

Causes: The deviation of from the TSS was not an isolated incident though was
not recommended by either the operators nor the USCG. At the time of the
grounding there had been a reduction of billets at the USCG Marine Safety Office in
Valdez. On the night of the grounding the vessel traffic center (VTC) crew had not
established Exxon Valdez on the radar nor kept in radio communication after the
vessel departed from the Valdez Narrows. As the vessel deviated from the lane it
was placed on automatic pilot (it is questionable as to whether the auto pilot was on
until just before the grounding).

The master left the bridge leaving only the third mate in command which is in
violation of Exxon Shipping operating policy. At the time of the grounding, Exxon
was in the process of determining how to reduce the crew sizes aboard the vessels
even though crews frequently are excessively fatigued and overworked. The chief
mate was too tired to take his watch at 12 midnight since he had spent the day
coordinating the loading of the vessel at the Alyeska terminal. The company had
conducted no studies on the human effects of reducing crew sizes.

Conditions: Ice floe conditions in the outbound lane of the TSS was a precursor
to the decision to deviate from the TSS.

Direct factors )

Event: The vessel does not return to the TSS and grounds on Bligh Reef.
Causes: The USCG had problems with the radar system in Prince William Sound
at the time of the grounding. It is questionable as to whether the vessel traffic
system (VTS) personnel could properly monitor the Exxon Valdez on the radar.
Though no radar communication may have been possible, vessel and VTS
personnel had not kept in radio communication to determine the track of Exxon
Valdez.
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" The third mate was unable to determine the location of the vessel just before the )
grounding. His lack of knowledge, training, and experience under these operating
conditions had made it difficult to make proper navigation decisions.

Conditions: The time of day was approximately midnight at or about the time of a
change of watch on the bridge.

Compounding factors
Event: Captain Joseph Hazelwood, the master of Exxon Valdez, atempts to
lodge or dislodge the vessel from Bligh Reef resulting in the compounded loss of
cargo.

Cause: Captain Hazelwood may have attempted to push the vessel onto the reef to
keep the vessel from capsizing. This may have been in violation of laws limiting
the discharge of cargo into the water.

Conditions: At the time of the grounding the tide was dropping. This may have
led to the decision to stabilize the vessel on the rocks to prevent capsizing.

7.2.2 Preliminary Influence Diagram Representation

The model incorporates critical factors both aboard Exxon Valdez and at the vessel traffic
center (VTC) in Valdez. The underlying-contributing event is the deviation of the vessel
from the traffic separation scheme (TSS). The grounding of the vessel is the direct-
initiating event and the attempt to dislodge the vessel from the rocks is the subsequent
compounding event that led to the additional loss of cargo. Figure 7.3 diagrams the
influences between error solicitors (EDAs) leading to the grounding.

Intermediate EDAs are related to the primary events and directly influence the grounding
events. Conscience actions and decisions were made by the master to: (1) deviate from the
TSS, (2) depart from the bridge during transit, and (3) place the tanker on auto pilot and
“load up" program. Each of these actions and decisions are represented as decision nodes.

The direct influences of HOE and environmental causes on primary and intermediate EDAs
are shown in the final representation in Figure 7.4. The grounding model forms a basis
from which the influence diagram template is developed.

7.2.3 Influence Diagram Template of Vessel Groundings and Collisions
Once a vessel deviates from a specific TSS within navigable waters, potential hazards
(vessel traffic, reefs, currents, etc.) can greatly increase the risk of transit. An underlying
factor in the events leading to the grounding of Exxon Valdez was the deviation of the
vessel from the TSS. In analyses of tanker groundings and collisions, the following
general questions are addressed in developing the influence diagram template models.

(1) Did the vessel deviate from a previously established traffic scheme? If so, was it
a conscience decision to do so? It is assumed in the mode! that conscience
decisions were made to deviate from the scheme and the deviation was not
inadvertent.

(2) Was the path and location of the vessel being properly monitored? Monitoring
can be performed either from an internal source (vessel crew) or external source
(vessel traffic center). The monitoring of the vessel was directly related to
whether a grounding or collision would occur.
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(3) Were environmental factors (ice in the lane, waves, tide, etc.) involved in the
decision to deviate from the TSS? Was vessel traffic a factor in any decision to
deviate from the traffic scherne?

(4) Are ship system factors involved in the grounding of the vessel? For example,
the vessel may lose power, steering, or navigation capabilities? (This issue has
been of particular concern in such tanker groundings as the Amoco Cadiz and the
Braer.)

(3) Were HOE's involved in the decision to deviate from the TSS and/or monitoring
of vessel path? In the case of Exxon Valdez, a conscious decision was made to
deviate from the TSS and the errors occurred after the deviation.

The influence diagram template shown in Figure 7.5 is representative of the primary
causative mechanisms for a vessel grounding or collision event. The grounding of Exxon
Valde: falls within this general class of accidents. The primary contributors are described
below and the variables are shown in Table 7.1.

(1) Environmental conditions. The environmental operating conditions are described
as a state variable since the conditions will vary from time of day to season.

(2) Human errors. Human errors are affected by the environmental operating
conditions, the deviation from the traffic lane (non-routine) and vessel traffic
(stress and non-routine). These are described as a probabilistic variable.

(3) Deviates traffic separation scheme. The vessel may deviate the waffic separation
scheme as a result of environmental factors or vessel traffic. The deviation is
represented as a probabilistic variable.

(4) Vessel n"aﬁic. Vessel traffic will be variable dependent upon the location and
inherent variability in shipping throughput. Vessel traffic is represented as a
probabilistic variable to accommodate these contributing factors.

(5) Monitor vessel path: Monitoring of vessel path and location is affected by
deviation from the TSS and human errors. Vessel paths are assumed to be
monitored if deviation occurs to prevent a grounding or collision event.

(6) Vessel operation system failure. Vessel operating system failure is included to
account for possible loss of systems critical to the safe operation of the vessel.
This includes navigational devices, power plant, or any other critical operating
system. The failure of these systems are variable and are represented as a
probabilistic node.

(7) Grounding-collisions. Groundings or collisions are directly affected by vessel
traffic, TSS deviation and monitoring of vessel path, and operational system
failure. The failure event is considered uncertain (probabilistic) upon the
contributing factors.

(8) Spill* The possibility of a spill is conditional upon the grounding or collision of
the vessel and its speed at the time of the casualty event.

4 The spill, vessel speed, and spill cost nodes have been separated from the remainder of the diagram as a
result of value and nen-value inputs for each node in the model that lead to unrealistic coefficients of
variations for the model. This is a difficulty within the /nDia™ modeling program. These nodes are used
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Table 7.1 -

grounding-collision influence

Outcomes within each node of vessel

diagram

vessel speed
5 ks
10 kes

vessel traffic
light
heavy

vsl oper syst fail

operat
fail

human errors
none
violations
comm-info
job design
mntl-phys lapse
knwl-expr-trng
hum-syst intrfc

grounding-collision
none
grotnding
collision

environ oper condition
none
lane obstrct
waves
wind
tide

vessel deviates TSS
no TSS dev
TSS dev

monitor of vessel path
monitor -
no moniior

(9) Vessel speed* The vessel speed will have a direct effect upon the outflow of oil

upon the grounding or collision event.

(10) Spill cost* The cost of the spill is represented as a value node to be evaluated at
the end of the diagram.

7.2.4 Evaluating the Grounding-Collision Model - Reexamining the Exxon

Valdez

The intent of this section is to determine, using the HESIM, a quantitative risks assessment
of the impact of the HOE related factors to the grounding of Exxon Valdez. The specifics

in the event that reasonable probabilistic assessments are available to derive expected value and variance

of the spill sizes. Though they are not directly addressed in this section (see Appendix 4).
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of the disaster are used to determine the relative impact of the organizational, human factor,
system, task, and environmental factors upon human errors related to the disaster. The

. quantitative measurements for human error and non-human error related factors are then

input into the grounding-collision influence diagram model and the overall risk index of
grounding-collision is assessed. The grounding-collision risk index can be compared to
the grounding-collision failure probability for confirmation with the production-
maintenance model probabilities and safety indices in Section 7.4.

7.2.4.1 Non-HOE related factors

In evaluating the influence diagram shown in Figure 7.5 the intent is to calculate the risk
index for the grounding. Table 7.2 provides the probabilities for environmental related
factors for Prince William Sound. Lane obstructions, in the case of Exxon Valdez, is the
ice floes crossing the outbound and inbound TSSs. Prince William Sound transits
approximately three tankers per day on average with a number of other vessels such as
fishing boats, and an occasional container or cruise ship. The probabilities for traffic are
reflected in the probability values for vessel traffic. A vessel operating system failure is
presumed to be only 1 out of 500 transits (p=.002).

Table 7.2 - Nominal probabilities of operating
conditions and vessel traffic for tanker transits

Environmental F’;obability
operating conditions:
none .650
lane obstruction .150
waves 050
wind 070
nde 080
Vessel traffic
light .85
heavy .15

7.2.4.2 HOE related factors ‘

For the template model in Figure 7.5, human errors are conditional upon three primary
contributing factors for this operation: (1) vessel traffic, (2) vessel deviation from the TSS
(deviates course), (3) and the environmental operating conditions. Vessel groundings and
collisions are directly dependent upon vessel path monitoring, deviation from the TSS,
vessel system failure. It is assumed if the vessel path is properly monitored, human
intervention is assumed to prevent a vessel grounding or collision. Each of these factors
are explicitly represented in the influence diagram template shown in Figure 7.5.

As a result of no existing database documenting near collisions or groundings and related
human errors, a small sample database of near grounding-collisions compiled for a 12 year
period is used (10 records). Approximately 860 tanker transits per year are observed
around or relative to the Prince William Sound area [National Research Council, 1991;
National Transportation Safety Board, 1990]. Over a 12 year period, this accounts for
10,320 recorded transits. During certain time periods, a large number of vessel deviations
from the TSS had been documented [National Transportation Safety Board, 1990).
However, no data has been collected as to particular human errors that may have increased
the risks of groundings or collisions.
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7.2.4.2.1 Specifics of Exxon Shipping and Exxon Valdez-HESIM analysis
Top Level Management ot

The effects of the Exxon Shipping Company upon the crew of Exxon Valdez has been
documented as being a strong contributor to the grounding of the vessel [Davidson; 1990;
Keeble, 1991; Moore, 1994; Moore, Bea, and Roberts, 1993]. The TLM weighting
factors are summarized in Table 7.3. The two most heavily weighted factors for TLM
impacts on human errors at the operator level are the overall commitment to safety, and the
competence of operators at the front-line level. A lack of overall commitment to safety is
observed since Exxon Shipping Company had allowed the master to not be present on the
bridge of Exxon Valdez during the transit through Prince William Sound. Though it was
against Exxon Shipping Company policy that the master not be present on the bridge, there
were few checks and balances within the safety management system to ensure compliance.
Cognizance of crew related problems was in issue in that though Exxon Shipping

Table 7.3 - Safety index criteria for vessel deviations leading to grounding
of the Exxon Valdez

Total number of recorded transits: 10,320 records
Number of "deviate course" records: 7 records

TLM Tactors TLM weight factors

overall commitment to safety 50.0%
commit to long term safety goals 10.0%
cognizance 12.5%
competence 20.0%
resources 7.5%
minimum TLM safety index 0.10
MOE factors

Maximum degree of effect
(% increase of effect)

knowledge-training-experience 2.00 (100%)
maintenance 1.50 (50%)
violations 3.00 (200%)
morale-incentive 1.50 (50%)
job design 1.30 (30%)
regulaing-policing 2.00 (100%)
operating policy 2.00 (100%)
communicaton-information 1.50 (50%)
mannin 1.60 (60%)

Other lactors

Maximum degree of effect
(% increase of effect)

stress 2.00 (100%)
routineness 1.75 (75%)
system 1.20 20%)
task 1.30 (30%)
environmental (external) 1.50 (50%)
environmental (internal) 1.00 (0%)
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Company was aware of Captain Hazelwood's problems with alcohol, they allowed him to
be on active duty while not keepihg abreast of his drinking problem. The weighting of
other TLM factors were spread relatively even amongst the remaining factors.

MOEs and Affects on Front Line Operator Errors
Mid-level or front-line management errors (MOEs) apply to the officers aboard the Exxon
Valdez. Decisions and actions by the vessel's operators led to the casualty of which they

- were also the responsible front-line operators. The knowledge, training, and experience of

the crew were sufficient aboard the vessel, although at the time of the disaster, the third
mate was the only officer on watch and his experiences were limited when dealing with
problems that were not necessarily routine. For tankship operations, a lack of knowledge,
training, and experience can increase the risk by 100%. Aboard the Exxon Valdez,
maintenance was not a particular contributing factor. Though maintenance of the VTS
system was a particular contributor to the accident scenario. The risk is considered to be
increased by 50% as a result of the effects of maintenance.

Violations are presumed to be the greatest management related contributor. Both violations
of company and regulatory policy by the crew were observed for the disaster. The factors
of having the vessel on automatic pilot during transit, insufficient licensed personnel on the
bridge, alcohol abuse, and deviating the TSS were all major violations that led to the
accident scenario. These factors increase the risks of violation contributions by 200%.
Morale and incentives of the master of Exxon Valdez were insufficient. The moral of the
officers, primarily the master, was at a low as a result of Exxon Shipping Company's
policies of dismissals of tanker masters over the years prior to the disaster. Crew sizes had
also been shrinking. This led to a feeling of limited job security of the master and crew.
The effects of morale and incentives are presumed to increase the risk by 50%.

Regulating and policing and operating policies of both Exxon Shipping Company and
regulatory bodies (federal and state) were primary contributors to the accident scenario. As
mentioned above, little effort was made by the organization or regulatory bodies to ensure
alcohol abuses were not going on aboard the vessel. Operating policies regarding departing
the TSS while ensuring safe transits were of concern. No additional safety precautions
were in place to ensure safety when leaving the TSS. The regulating, policing, and
operating policies are presumed to each increase the risk by 100% due to the strong
influence of these factors on operational safety.

Communication and information within the organization were of concern particularly with
regard to keeping abreast of Captain Hazelwood's alcoholism problem. These are
presumed to only have marginal effect on the risk, in this case, of only 50%. The issue of
manning has been debated as to the impact upon the accident. Exxon Valdez did have
sufficient personnel beyond the number (25 personnel) required by the USCG. Although,
the chief mate had been working on cargo loading duties and was unable to maintain
sufficient deck duties when the vessel left the Alyeska terminal. Manning factors are
presumed to affect the risk of errors by 60%.

Other related factors

There were also contributions of task, system, and human factors related to errors when the
vessel deviated course. Records indicate that there had been a number of course deviations
to avoid ice (lane obstructions) since 1981 [National Transportation Safety Board, 1990].
This leads to a smaller valuation of the additional effects of routineness at only 75%.
However, since the third mate was the lone officer on the bridge, the stress level is
presumed to be a strong contributor by being a strong risk contributor at 100%.
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Aboard Exxon Valdez, the system and task related contributions are not presumed to be

major contributors as a result of the sufficient technology to perform the duties at hand. .

Thus the only contributions to risk for these two factors are 20% and 30% respectfully.
The effects of external environmental factors for the accident scenario are presumed to be
the ice floe in the outbound TSS, time of day (midnight), and the snow and sleet. No
internal environmental factors were contributors to the accident.

Table 7.4 shows Exxon Shipping's TLM abilities to sufficiently address each MOE and the
MOE related inputs for the transit of Exxon Valdez in Prince William Sound before the
grounding where sufficient (Suff) or insufficient (Insuff) inputs for each TLM and MOE
comb('llg&afion are summarized. The ratings of each MOE for the transit of the vessel are also
inclu

Table 7.4 - TLM-MOE relations for grounding of Exxon Valdez and ratings
of MOE factors

MOE; | MOE; | MOE4 | MOE; | MOEg | MOE;7 | MOEg | MOEg |
Suff | Insuff | Insuff | Suff | Insuff Insuff | Suff | Suff
Suff | Suff | Suff | Suff | insutf | Insuff | Suff | Insuif|
Suff | Insuff | Insuff | insuff | Insuff Insuff { Insuff | Suff
Suff | Insulf | Insuff | Suff | Insuif | Insulf | Insuff | Insuff
§uff §uff Irlsuff Suff | Suff Suff | Suff | Suf

p— — ———
-

Fair | Poor | Fair | Fair | Poor { Poor | Poor | Fair

Table 7.5 shows the impact of the system, task, and human factors for the individuals
responsible for the transit of the Exxon Valdez. Low system complexities are observed for
the vessel, however system related factors at the VTS hampered the monitoring of the
vessel path and thus overall system complexities were moderate. Task complexities were
~high given the limited experiences of the third mate to direct the ship under these
conditions. The stress related to this task as a result of the unfamiliarity of the third mate to
his assigned bridge watch was considered high. Though the routineness of the operation
was moderate as a result of these deviations from the TSS not being altogether uncommon.

Table 7.5 shows the impact of the system, task, and human factors for the individuals
responsible for the transit of the Exxon Valdez. Low system complexities are observed for
the vessel, however system related factors at the VTS hampered the monitoring of the
vessel path and thus overall system complexities were moderate. Task complexities were
high given the limited experiences of the third mate to direct the ship under these
conditions. The stress related to this task as a result of the unfamiliarity of the third mate to
his assigned bridge watch was considered high. Though the routineness of the operation
was moderate as a result of these deviations from the TSS not being altogether uncommon.

Using a factoring constant kjj=103, the human error safety indices for the vessel deviating

the TSS are generated and shown in Table 7.6. Monitoring errors are also observed for
course deviations as a result of human errors and are also summarized in Table 7.6.
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Table 7.5 - HESIM factors for Exxon Valdez *
: transit in Prince William Sound

 HESIM Factor |
system complexity moderate
task complexaty high
Stress high
routineness moderate
environmentai (ext) high
environmental (int) low

Table 7.6 - Conditional risk indices of human errors for deviating course
for grounding-collision model for Exxon Valdez

Human Errors Risk Index

(1-Safety Index)

human system interface 2.22x10-3

knowledge-training-expr 2.22x10

mental physical lapse 2.23x10-3

violations 2.22x103

job design 2.22x103

communication-information 2.14x10-3

=

Human Errors no deviation of course | deviation 0O course
RI[insufficient RI[insufficient
monitorfhuman error} monitor/human error]
none 0005 .005
human system interface 0500 .100
knowledge-training-expr 0250 .050
mental physical lapse 0250 050
violations 0750 .150
job design .0125 .025
communicaton-information .0750 150

7.2.4.3 Safety index evaluation for Exxon Valdez

Table 7.7 summarizes the risk index evaluation for the grounding of Exxon Valdez and the
related human error safety indices for the grounding. The safety indices of human errors
conditional upon each of these disaster types are also shown. The primary human error
contributors to groundings and collisions are observed to be violations and communication-
information errors. Further analysis of addressing the impacts of human errors is further
discussed in Appendix 7.
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Table 7.7 - Annual risk indices of groundings and collisions

and the associated human errors for each event .
Event RI{grounding-collision]
collision 5.80x10-4
grounding 1.67x10-3
Human Error RI[human errorlcollision] | Ri[human errorlgLounding]_

human system interface 2.52x10°3 3.54x10"
knowledge-traming-exper 1.59x10-3 2.26x10"
mental physical lapse 1.60x10-3 2.27x1073
violations 3.45x10-3 4.82x10°3
ob design 1.12x1073 1612107
communication-information 3.32x10-3 4.63x10-3

7.2.5 Evaluating Alternatives for the Grounding and Collision Model -An
Example

Organizational factors

The following example is a description of a well operated tanker fleet with a high
commitment to safety and resources made available for safe operation. A regional
organization, Company A, has a reputation of safety that has been commended throughout
the industry. They have kept detailed records of operational problems that have arisen over
the last 10 years. In the area of groundings and collisions, they have recorded 10 records
of near misses over the last 15 years with no contact with moving or stationary bodies
(collisions or groundings).

Company A pays particular attention to operating problems and conditions at the operator
level by screening tankship crews and operating management. Mid-level management
primarily consists of former tankship mates and officers who are well aware of problems at
the operator level. These management personne! are in direct communication with top-level
management personnel. When problems do occur at the operator level, they are reviewed
within a reasonable time period. Personnel throughout the organization are well motivated
to communicate areas that are in need of improvement with both operational issues as well
as maintenance issues. Severe violations of company policy lead subjects to dismissal
while minor violations normally result in minor reprimand though the violations are
recorded.

Human tactors

Company A operates 5 very large crude carrier (VLCC) tankers between the U.S. west
Coast and Valdez, Alaska. The tankers are U.S. flag ships with U.S. crews. The officers
aboard each vessel are well trained, experienced, and knowledgeable with an average of
over 60 years of experience between them. However, deck crews have seamen with little
or no experience as a result of limited U.S. merchant marines going to sea. Though
Company A is aware of the experience problems, average years experience of the seamen is
2.5 years and an average age of 22 years. However, Company A has compensated by
crewing the vessels with an average of 27 total personnel, exceeding U.S. Coast Guard
manning requirements. There is a commitment by the organization to compensate for the
inexperienced deck crews by maintaining full time boatswains to supervise the crews.

The vessels

Each of the 5 single-hull VLCC tankers are equipped with the latest bridge technology:
radar, global positioning system, communication devices, etc. The oldest vessel in the fleet
is 12 years old while the newest vessel is only 5 years old (all pre-OPA 90 vessels). The
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organization has maintained detailed records of vessel maintenance and have fulfilied a
commitment to maintaining a safe vessel fleet with regard to each vessel's structure,’
machinery, and operation. -

7.2.5.1 Non-HOE related factors

In evaluating the influence diagram shown in Figure 7.5, the two particular values of
concern are the probabilities of groundings or collisions given human errors and the
expected costs of a spill. Spill size data were determined from VLCC collision and
grounding models using the discretization process described in Appendix S [Det Norske
Veritas, 1991]. The probabilities for spill sizes for a grounding or collision for a standard
VLCC design are provided in Table 7.8.

Environmental operating conditions will differ between seasons and locations. Vessel
traffic is dependent upon location of the study. Sensitivity analysis may be performed on
these variables to determine the impact of the variatons in the conditions. For the model
the rlloglni;lal values for environmental operating conditions and vessel traffic are shown in
Table 7.9.

A vessel operating system failure is presumed to be only 1 out of 500 transits (p=.002).
Vessel operating speeds in the areas of vessel traffic are presumed to be 5 knots 70% of the
time and530% of the transits are at 10 knots. Spill costs are estimated at mean value of
$30,000. '

Given the information provided above concerning Company A's safety record and
organizational factors, the company is assumed to be a proactive organization with few
operational problems. As a result of the small number of near collisions-groundings,
Company A has compiled few records over 15 years (10 records). All records were
recovered from the collision-grounding database and used in the analysis and there is a
greater need to use judgment in quantifying HOEs and their contributing factors. Using the
HESIM, the following information in Table 7.10 was used to derive the safety indices for
human errors conditional upon organizational, human factors, system, and environmental
factors.

7.2.5.2 HOE related factors

For the template model in Figure 7.5, human errors are conditional upon three primary
contributing factors for this operation: (1) vessel traffic, (2) vessel deviation from the TSS
(deviates from course), (3) and environmental operating conditions. Vessel groundings
and collisions are directly dependent upon vessel path monitoring, deviation from the TSS,
and vessel system failure. It is assumed that if the vessel path is properly monitored,
human intervention will prevent a vessel collision or grounding. Each of these factors are
explicitly represented in the influence diagram template shown in Figure 7.5.

Based upon the conditions presented in Table 7.10, the safety indices for each human error
was determined. External environmental conditions were determined for "low",
"moderate", and "severe conditions". Environmental factors include low routineness and
system factors and moderate stress and task factors related to the course deviation problem.
Environmental factors include low task and system factors and moderate stress and
routineness factors related to the monitoring problem. The risk indices for each human
error conditional upon the error inducing factors presented above are shown below for

5 ‘The cost of the Exxon Valdez spill was approximately $30,000 per barrel spilled. Many contributing
factors affect the cost per barrel; such as spill location, size, type of oil (product or crude), cleanup
procedures, legal fees, etc. Cost estimates should be modified to incorporate those factors that best fit the
specifics of that location.
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vessel course deviation in Table 7.11. The factoring constant ky=10? for all human errors i
and organizational errors j. Table 7.12 shows the judgment based conditional probabilifies
of proper monitoring of the vessels position relevant to whether the vessel deviated the

TSS.

Table 7.8 - Conservative discharge estimates for tanker groundings
and collisions for fully loaded VLCC single-hull design®

Casualty event Probability Spill size in barrels
(bbls)
Collision 22 12,750
28 25,500
.25 38.250
.20 59.497
05 178.000
Grounding (5 _kts) 2 25,500
.35 35,700
3 51,000
15 76,500
Grounding (10 kts) .08 . 71,400
] 91,800
3 112,200
.12 122 400

Table 7.9 - Nominal probabilities of operating
conditions and vessel traffic for tanker transits

Environmental operating probability
conditions: :
none 900
lane obstruction 002
waves 005
wind .010
tide 083
Vessel traffic
light .75
heavy .25

6 Standard VLCC design with a 330,000 dwt capacity, 315 m long, 57.2 m breadth, 20.8 meter draft, .83
block coefficient.
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Table 7.10 - Safety index criteria for grounding-collision model for
Company A

Total number of recorded transits: 10,320 records
Number of "vessel deviates course” records: 10 records

TLM factors TLM weight factors
overall commitment to safety 35%
commit to long term safety goals 15%
cognizance 10%
competence 10%
TESOUCes 10%
minimum TLM safety index .85

Maximum degree of effect

(% _increase of effect)

MOE factors

knowledge-training-experience 2.0 (100%)

maintenance 1.2 (20%)

violations 2.0 (100%)

morale-incentive 1.1 (10%)

job design 1.3 (30%)

regulating-policing 2.0 (100%)

ff’_\é operating policy 2.0 (100%)
o communication-information 1.7 (70%)
manning 1.9 (90%)

Maximum degree of effect

(% increase of effect!

Other factors

stress 1.2 (20%)
routineness 1.5 (50%)
system 1.1 (10%)

task 1.3 (30%)
environmental (external) 1.5 (50%)
environmental (internal) 1.0 (0%)
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Table 7.11 - Conditional risk indices of human errors
for deviating course for groumding-collision model -
Company A

Risk Index (1-Safety Index):
Environmental factors -low (excluding vessel

traffic)

Light vessel trafiic

Heavy vessel trafiic

"Auman Errors Low task  High task | Low task  High task
routineness routineness § routineness routineness

human system interface 1.00x10-6 | 2.58x106 § 2.28x10-6 | 3.37x10®
knowledge-training-expr 1.90x106 | 2.58x10-6 § 2.28x10® | 3.37x10-6
mental physical lapse 1.90x10-¢ | 258x10% | 2.28x10-° | 3.37x10°
violations 1.90x10-6 2.58x10-5 2.28x10-6 | 3.37x10-6

job design 1.90x10-6 2.58x10-¢ 2.28x10-6 3.37x10-¢
communication-information 1.90x10-° 2.58x106 2.28x10-6 3.37x106

Risk Index (1-Safety Index):

Environmental factors -high (excluding vessel

traffic)

pa— —
Human Errors

Light vessel traffic

Heavy vessel traffic

Low task High task Low task High task

routineness routineness B routineness routineness
human system interface 2.58x10¢ | 2.85x10® 4.22x10°0
knowledge-training-expr 2.58x10-6 2.85x10-6 4.22x10-¢
mental physical lapse 2.58x10 | 2.85x10-6 [ 3.09x10-6 | 4.22x10-6
violations 2.58x10-° 2.85x10-° 3.09x10¢ | 4.22x10-
Job design 2.58x10-6 2.85x10-6 3.09x10-¢ 4.22x10-%
communication-information | 2.58x10-6 2.85x10-6 3.09x10-6 4,22x10-6

Table 7.12 - Conditional probabilities of human errors for deviating
course for grounding-collision model - Company A

Human Errors no deviation of course deviation of course
Plinsufficient Plinsufficient
monitoring] monitoring]

none 005 .05
human system interface .05 25
knowledge-training-expr 05 15
mental physical lapse .05 .15
violations 25 35
job design .01 10
communication-information .25 .50
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7.2.5.3 Evaluation of the model

Evaluating theinfluence diagram results in risk indices of groundings and collisions as
summarized in Table 7.13.7 Violations, communication, and information problems present
the largest risk indices for this model. The expected cost of a product spill is $72,420 with
a standard deviation of $26,732.8

Table 7.13 - Annual risk indices of groundings and collisions
and the associated human errors for each event

Event RI[grounding-collision]
collision 2.00x104
__grounding 1.21x104
Human Error RI{{human errorjcollision] | RI[[human error|groundin
human system interface 1.04x10-3 6.70x10"
knowledge-traiming-expr 8.00x10-6 6.20x10-6
mental physical lapse 8.00x10-6 6.20x10-6
violations 2.48x10- 2.14x10-3
job design 4.40x10-6 3.10x10-6
communication-information 2.79x10-> 2.11x10->

7.2.5.4 Evaluating HOE Management Alternatives for Tanker Grounding-
Collision -Tug Escorts

As described in Chapter 6 three forms of management alternatives are available to the
operating system: directly addressing HOE through HOE management programs, changes
in operational procedure, and development of human error tolerant systems. The HOE
management alternative described is a change of operational procedure. The HOE
management alternative modeled is the required tug vessel support specified by the Qil
Pollution Act of 1990 (OPA 90).

Since the grounding of Exxon Valde:z, the most influential changes for tanker operations in
U.S. territorial waters has been the Qil Pollution Act of 1990 (OPA 90). OPA 90
addresses a wide variety of tanker operation issues and are representative of current HOE
management alternatives. As an overview, Title IV of OPA 90 [Connaughton, 1990]:

(1) mandates that the Coast Guard tie into the National Driving Register to detect
individuals with drunk driving convictions;

(2) increases Coast Guard authority to deny or revoke mariner licenses and
documents;

7 This is not directly a probability of grounding since risk indices were used as a quantitative measure of
human errors. In addition, the human error indices are a measure of the error being the primary contributor.
Other human errors may be observed in the accident sequence,

8 This expected cost is based upon the safety index value and not the probability of failure. As discussed
in Chapter 4, through time, as the safety index evaluations are updated such that one is able to calibrate the
safety index with the reliability of the system, one is able to make a direct assessment as to the expected
cost and standard deviation.
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(3) authorizes removal of incompetent personnel;

(4) increases Coast Guard authority to deny entry of foreign vessels into the U.S.
waters on the grounds of deficient manning;

(5) limit crew work hours aboard tankers to 15 hrs/day but no more than 36 hours
' in any 72 hour period;

(6) mandates the Coast Guard conduct studies on vessel traffic and tanker
navigation; _

(7) requires all new tanker builds to be double-hulled in addition to the phasing
out of existing tankers beginning in 1995 and concluding in 2010; and,

(8) require the Coast Guard to designate areas where two licensed personnel are
required on the vessel bridge and tug escorts are necessary.

Figure 7.6 is an influence diagram representing tug support to tank vessels for transit
through navigable waters. This management alternative demonstrates a change in
operational procedure that can reduce the effects of human errors at the operator level (see
Chapter 6). The tug support is presumed available during most environmental conditions
except for high seas (waves). In the event of a vessel system failure, g support is
assumed available to assist the vessel in addition to assisting in monitoring the vessel's
position and location.

The effect of the tug support is an increase in the reliability of monitoring vessel path and a
reduction of the probability of grounding-collision. It is assumed that the primary
reductions in human errors at the operator level are in violations, communication and
information, mental and physical lapses, knowledge, training, and experience. Tanker
crews are less willing to violate transit laws when tugs are present (regulating and
policing). Communication and information problems for vessel crews are reduced since
the tug crews are knowledgeable of the waters being transited. The experience of the tug
crews also reduces problems of knowledge, training, and experience of the tanker crews.
Mental and physical lapses are less likely to occur if proper communication and information
as to the vessel's location and position is being exchanged between tanker and tug crews.

It is assumed for Company A, however, that the deck officers are well trained,
experienced, and knowledgeable. For Company A, the significant impact of tug support
has been in the monitoring aspects of vessel transits. It is presumed that human errors in
monitoring are reduced by 80% after the implementation of tug support was available and
are presented in Table 7.14.

By evaluation of the tug escort influence diagram in Figure 7.6, the risk indices for
groundings and collisions and risk indices of human errors conditional upon the grounding
or collision are generated and presented in Table 7.15. Significant reductions in the
incidence of human errors are observed as a result of the tug service. Recall that for
Company A, the impact of tug escort came primarily in the monitoring aspects of the

operation.

Substantial impacts upon the incidence of human errors as well as the risk of groundings
has been observed. The incidence of violations as primary cause of collisions has dropped
83% and 60% for groundings. Communications-information errors have been reduced by
85% for collisions and 59% for groundings. Mental and physical lapses have been reduced
by more than 85% for collisions and 59% for groundings. Initiations of accidents resulting

7-20



from human system interface errors for collisions and groundings are reduced by 73% and

67% respectively. The' expected cost (risk index cost) of a.produtt spill if tug support is
available is $42,943 with a standard deviation of $14,421. This is a net expected benefit of

$29,477 which equates to a 40.7% reduction in cost.

condition

Figure 7.6 - Influence diagram model designed to model affect of tug

support

Table 7.14 - Conditional probabilities of human errors for
deviating course for grounding-coilision model with tug

support - Company A

Human Errors

no deviation of course

deviation of course

. Plinsufficient Plinsufficient
monitoring] monitoring]

none 001 .01
human system interface .01 .05
knowledge-training-expr .01 .03
mental physical lapse .01 .03
violations .05 07
job design 002 .02
communicaton-information .05 .10
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Table 7.15 - Annual risk indices of groundings and collisions
and the "associated human errors for each event

Event RI[{grounding-coltision)
collision 1.76x104 (12%)
i 7.04x10°3 (42%)
Human Error Ri{human error|collision] | RI[human errorigrounding]

human system interface 2.80x106 (73%) 4,20x10° (37%)
knowledge-training-expr 2.70x10° (66%) _3.90x10°° (37%)
menta! physical lapse 2.70x10°6 (66%) 3.90x10® (37%)
violations 4.20x10°0 (83%) 8.50x10-° (60%)
job design 2.40x106 (45%) 3.80x10-8 (-18%)
communication-information 4.30x10- (85%) 8.70x10-5 (59%)

7.3 OFFSHORE PLATFORM - SIMULTANEOUS PRODUCTION and
MAINTENANCE

7.3.1 The Piper Alpha Disaster

Figure 7.7 provides a schematic diagram of the influence of canses and conditions upon the
events surrounding the Piper Alpha disaster. The primary set of accident events of the
Piper Alpha disaster and their related causes are summarized as follows [Paté-Cornell,

1992]:

Underlying-contributing factors ) .
Event: Decision to conduct critical maintenance and produce simultaneously.

Causes: Occidental management had decided to perform simultaneous production
and maintenance even though the maintenance required the shutting down of critical
emergency safety systems. This displays a lack of commitment to safety by the
operators who show little regard for a safe production process.

Conditions: Night crew change, wind blowing across platform in direction of
quarters, production at highest possible level.

Direct factors
Event: Initial explosion in Module C resulting from a leak in condensate pump A

at a blind flange assembly leads to a chain of explosions, fires, fumes, and smoke
engulfing the platform in a matter of minutes.

Causes: Maintenance crews in Module C had not informed control room
operators of the maintenance status of the condensate pumps. There was an
improper assembly of the blind flange on condensate pump A. There was minimal
warning as to the escalating conditions in Module C prior to the initial explosion.
The emergency gas detection system had been partially decommissioned or was
completely incapacitated.

Conditions: Initial explosions occurred at approximately midnight.

Compounding factors :
Event: The death of 167 men and the total loss of the platform.
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Figure 7.7 - HOE influences on the events surrounding
the Piper Alpha disaster

7-23



Cause: The events succeeding the initial explosions and fires were compounded
by the lack of available escape routes, a lack of experience, training, and knowledge
of the operating personnel (oniy 26 men were permanently stationed on the platform
at the time of the disaster). The emergency lighting, deluge, and communication
systems were completely inoperable moments after the initial explosion. There
were no orders given to evacuate the platform.

The M.S .Tharos role in controlling the fire and rescuing personnel was limited
though the semi-submersible was fully equipped to handle offshore fires.

At the time of the accident, the Claymore and Tartan platforms had been piping
high-pressure gas to Piper Alpha. The failure of the offshore installation managers
of Tartan and Claymore failed to immediately shut down production operations led
to further loss of life and platform. Though the platform had been cited for a
number of safety violations by the Department of Energy, few changes had been
implemented.

Conditions: Smoke, fire, and fumes engulf the platform making it virtually
impossible for control of the fire or escape of personnel from the accommodations
unit where 84 men die.

The impact of smoke, fire, and fumes also resulted in an escalation of catastrophic events.
Figure 7.7 shows the impact of HOEs and environmental operating conditions on the
primary accident events. The accident occurred at night immediately after a maintenance
crew change. The crew change is related to the explosion-fire event. The loss of life and
platform were affected by smoke, fire, and fumes at various stages as the accident
progressed.

7.3.2 Preliminary Model Representation

A primary factor leading to the Piper Alpha disaster was the decision to produce and
perform critical process maintenance simultaneously [Paté-Comell, 1992; United Kingdom
Department of Energy, 1990]. Miscommunication between control room and maintenance
crews regarding the maintenance status on a condensate pump led to a gas leak. Another
concern in analyzing the accident was the loss of fuel containment which led to the
compounding of catastrophic events. Fuel containment was lost in Module B, Module C,
helicopter fuel storage on the deck, and gas risers from the Claymore and Tartan platforms.

Figure 7.8 is an influence diagram representation of the EDAs surrounding the Piper Alpha
disaster. It is presumed that three primary factors contributed to the accident sequence: (1)
simultaneouns production and maintenance, (2) initial explosion, and (3} loss of life and
plafform.

Intermediate EDAs are related to the primary events and directly influence the eventual
outcome. Conscience decisions were made to produce (103,000 bbl/day) and conduct
process critical maintenance (PSV 504 on condensate pump A in Module C) concurrently.
The maintenance status of condensate pump A was not communicated between the
maintenance and control room personnel (failures in permit to work system). Condensate
pump A was started by control room personnel once condensate pump B had tripped. The
leak at the blind flange assembly on condensate pump A led to the initial process leak.
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Figure 7.8: Influence diagram representation of contributing
factors leading to thePiper Alpha disaster



Ignition of the fuel sources and the subsequent fires and explosions led to the loss of
electrical power, offshore installation ‘manager (OIM), control room and emergency
systems. These factors led to loss of safe refuge, escape routes, rescue capabilities, and
eventually a catastrophic loss of life and platform.

7.3.3 Influence Diagram Template for Simultaneous Production and
Maintenance

In developing the general influence diagram model, the following issues were of particular
concern in the aftermath of the disaster. These issues apply to the general class of loss of
fuel containment (fires and explosions) accidents for offshore production platforms. First,
was the management decision to perform simultaneous process maintenance and
production. Second, was the process leak event resulting from the high production level

that eventually led to the series of explosions and fires. Third, was the breach of fuel

containment resulting in the exposure of additional fuel sources. The Piper Alpha disaster
was an incident falling within this particular class of accidents. Studies prior to the Piper
Alpha disaster have shown that 76% of all United Kingdom offshore continental shelf (UK
OCS) accidents occurred during maintenance operations.

The influence diagrams shown in Figure 7.9 and Figure 7.10 demonstrate the stages of an
accident starting with the decision to perform maintenance and produce simultaneously and
the impact that decision has on a potential process leak leading to fire or explosion. The
loss of fuel containment escalated the accident to catastrophic consequences. The primary
goal 1s to control a further loss of fuel containment in the event of an initial explosion or
fire.

The model shows the initial decision to perform simultaneous production and maintenance.
The decision is directly related to process leaks, process system failures, and monitoring of
the platform production systems. Organizational errors have a direct impact upon human
errors at the front-line operator level. Human errors influence the process leaks
(maintenance) and monitoring of the platform systems (control room). Process leaks are
also influenced by process system failures (process disturbances) and the human or
automated monitoring of the production operation.

maintenance
location

preduction

level \

type of
maint

maint op
reliability

gas Ik
size

maint job
duration status

Figure 7.9 - Influence diagram of offshore production-
maintenance leading to gas leak
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Figure 7.10 - Influence diagram of offshore gas leak
leading to loss of fuel containment

Fires and explosions are influenced by process leaks, the leak location and the level at
which the production and maintenance are being conducted. For example, higher
production outputs during process critical maintenance have greater influence on the
explosion or fire event.? The leak location and fire or explosion influence the loss of fuel
containment aboard the platform. Fuel containment refers to any part of the platform that
contains high or significant inventories of fuel sources (piping, fuel storage, production
Tisers, etc.).

Explosions and fires are assumed not to be relevant to non-process related maintenance.
For human errors, the human-system interface has a higher frequency of accident

occurrences. This may be attributed to problems in the control room as a result of sub- -

systems being shut down for maintenance or repair and system status information may be
incomplete or incorrect. This is also evident with regard to system errors.
Communications-information and human system interface errors have comparatively higher
frequencies of occurrence.

Figure 7.9 is an influence diagram to model crew changes and communication status of
maintenance operations. This model is used to determine the effects of production levels
and maintenance types upon human errors by maintenance crews. The model distinguishes
between production and maintenance decisions. The maintenance location, duration,
equipment, and reliability (knowledge, training, and experience of maintenance crew) are
included in the model. To account for maintenance operations, job duration, job status,
crew changes, communication of job status (permit to work system) directly or indirectly
influence the magnitude of a process leak. To further develop the model, additional

9 Process critical maintenance refers to maintenance on machinery and equipment directly related to pro-
duction and processing hydrocarbons (separators, compressors, risers, etc.). Non-process critical main-
tenance refers to mainienance that does not directly affect the production process (e.g. accommodations,

* utilities areas, eic.) '

7.27

L Eas



modifications were made to account for the production level ("maximum”, "moderate”, or,

b

"norie") and size of the gas leak ("small", "modérate”, or "large").

Figure 7.10 is an influence diagram to account for loss of fuel containment in the event of:
(1) detection and control of the process leak, (2) ignition of leak, (3} system shutdown in
the event of explosion or fire, and (4) failure of power, deluge and blowout panel systems.

The primary focus of this model is to examine the influences of human factors on leak
detection and control. The concern is to reduce the incidence of the explosion or fire event.
The values that are generated for this model are a culmination of both safety indices and
probabilities. ‘

Detection and control of process leaks are performed both manually (operator) and
automatically (system). The ability to detect and control process leaks are dependent upon
the sensitivity of the detection system, experience, knowledge and training of the operating
crew, and the technology available in the detection and control system.

Human performance is a function of the lead time available to respond to warnings in the
system. Errors are compounded by the lack of effective early warning systems [Paté-
Cornell, 1986]. As observed in Figure 7.11, if the lead time is short, there is little time
allowance for corrective action before the situation reaches a critical state. On the other
hand, if the system is too sensitive causing frequent false alarms, operators will eventually
cease to respond to the warning signals.
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Figure 7.11 - Danger buildup function [Paté-Cornell, 1986]

As mentioned previously, process leak detection and control are dependent upon the
sensitivity of the detection system and the ability of the operating crew to prevent or
mitigate the effects of the leak. Better prevention and mitigation of accidents are attained
through management investing in better knowledge (through training), emergency training
(crisis management), experience (better screening and selection for operators), detection
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(human-system interface, system communication and information), and emergency
shutdown systems. Similar models discussing issues of manual and automated shutdown
of systems are previously exemplified by tanker pump room fires and offshore platform
module fires [Bea and Moore, 1993, 1994]. Each outcome of the model nodes are shown
below in Table 7.16.

7.3.4 Evaluating the Maintenance-Production Model - Reexamination of
Piper Alpha

The intent of this section is to determine, using the HESIM, a quantitative risks assessment
of the impact of HOE related factors to the grounding of Piper Alpha. The specifics of the
disaster are used to determine the relative impact of the organizational, human factor,
system, task, and environmental factors upon the human errors related to the disaster. The
quantitative measurements for human error and non-human error related factors are then
input into the grounding-collision influence diagram model and the overall risk index of
grounding-collision is assessed. The loss of fuel containment risk index is then compared
to the loss of containment failure probability for confirmation with the grounding-collision
model probabilities and safety indices.

7.3.4.1 Non-HOE Related Factors

Probabilistic assessments for each of the non-human error related nodes were determined
by explosion and fire probabilities developed by Veritec for the Piper Alpha replacement
platform, Piper Bravo, preliminary study [Veritas Offshore Technology Services A/S,
1989]. These failure related factors are summarized in Table 7.17.

7.3.4.2 HOE Related Factors

A sample database was used as a framework from which to perform the HESIM based
analysis. As summarized in Table 7.18, there were 300 maintenance operations
documented, 8 of which were observed records of casualties resuliing from the
simultaneous production and maintenance problems and 13 records of human errors related
to threat detection and control.
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Table 7.16 - Qutcomes within each node of simultaneous production-
maintenance and leak detection-control influence diagrams

human error and

production level

maintenance location and
blast-fire location

human error prevent

none compression hone
moderate separation hum-syst intrfc
high well area knwi-trn-expr
risers mntl-phys Ips
type of maint other violation
critical job dsgn
non-critical maint op reliability comm-info
refiable
‘maint duration non-reliable job status
less than a shift finished
greater than a shift gas Ik unfinished
yes
gas Ik sz ho process Ik control
small yes
moderate process lk detect no
large yes
no expl-fire severity
ignition source small
yes expl-fire large
no explosion
fire deluge failure
b.o. panel failure operate
operate blast-fire protect fail failure
failure operate
Jailure system shutdown
loss of fuel contain operate
no loss shutdown
loss
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Table 7.17 - Non-human error tables for production-
maintenance model

Maint location
Maint type { compression separation well area risers other
process 0.25 0.25 0.25 0.25 0.00
critical
NON-Process 0.15 0.20 0.15 0.05 045
critical
maintenance | P[maint duration)
duration _
less than a shift 0.75
|_greater than a shift 0.25
maintenance Pifinished job]
duration maint duration}
less than a shift 1.00
|_greater than a shift 0.75
Production Maint op Type of P[gas leak]
level reliability | maintenance
low sufficient process critical 0.0050
" " NON-Process 0.0005
critical
moderate ) process critical 0.0050
" ! NOR-process 0.0005
critical
high " process critical 0.0500
" " Non-process 0.0050
critical
low insufficient process critical 0.1000
" " noN-process 0.0500
critical
moderate . " process critical 0.0050
" " NON-Process 0.2000 -
critical
high ! process critical 0.4000
" " NON-Process 0.2000
critical

Plleak size|gas leak]

gas leak Small leak Moderate leak Large leak
yes 0.900 [ 0.075 | 0.025
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Table 7.17 - Non-human error tables for production-
maintenance model (cont.)

Explosion Deluge Blowout P[blast-fire protect failure|
fire failure panel deluge fail, b.o. panel fail,
severity failure expl-fire severity]
small operate operate 0.020
" " failure 0.100
moderate " operate 0.05
" " failure 0.25
large ) operate 0.25
) " failure 0.50
small failure operate 0.05
" " failure 0.15
moderate " operate 0.20
" " failure 0.30
large " operate 0.50
" " failure 0.70
System Explosion- Pldefuge faillsystem
shutdown fire shutdown,
severity explosion-fire severity]
shutdown small 1.000
i moderate 1.000
large 1.000
operate small 0.005
! moderate 0.010
" large 0.010
Plexplosion-fire severity]
expl-fire, leak control, gas
leak size]
explosion- { leak control |gas leak size} Smail Moderate Large
fire jeak teak leak
explosion control small 0.900 0.085 0.015
" moderate 0.800 0.150 0.050
" large 0.300 0.350 0.350
fire " small 0.900 0.005 0.095
" " moderate 0.800 0.150 0.050
) " large 0.300 0.350 0.350
explosion no control small 0.825 0.150 0.025
" " moderate | 0.600 0.200 0.200
" " large 0.100 0.450 0.450
fire small 0.825 0.150 0.025
" ' moderate 0.600 0.200 0.200
" " large 0.100 0.450 0.450
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Table 7.17 - Non-human error tables for production-
maintenance model (cont.)

Plexplosion or fire |
ignition source, leak control]

| gas leak control Explosion Fire
leak control 0.05 0.05
no leak control 0.35 0.35

Plignition source found| gas leak size, location]
pgas ieak size fcompress separate well area risers other
small 0.050 0.030 0.060 0.005 0.005
moderate 0.400 0.400 0.300 0.050 0.010
large 0.900 0.900 0.600 0.200 0.050
P[location]
compress separate well area risers other
035 | 030 | 020 | 0.10 T 0.05
Explosion- P[blowout panel failure|
fire explosion-fire severity]
severity
small 0.50
moderate 0.15
large 0.05
Explesion- Plloss of fuel containment|
fire System expl-fire severity, blast-
severity shutdown fire protect failure, syst
shutdown]
small operate 0.10
" shutdown 0.20
moderate operate 0.30
N . failure 0.50
large operate 0.50
N failure 0.70

7-33




Table 7.18- Safety index_criteria for vessel deviations leading to grounding
of the Exxon Valdez

Total number of recorded maint-production ops: 115 records
Number of "threat detection and control” records: 13 records
Number of "simul prod-maint” records: 8 records

TLM factors TLM weight _factors
overall commitment to safety 40.0%
commit to long term safety goals 15.0%
cognizance 20.0%
competence 20.0%
resources 5.0%
minimum TLM safety index \ 0.01

o
MOE factors Maximum degree of effect

(% increase of effect)

knowledge-training-experience 3.00 (200%)
maintenance 2.00 (100%)
violations 2.50 (150%)

morale-incentive 1.75 (75%)

job design 1.50 (50%)
regulating-policing 2.00 (100%)
operating policy 3.00 (200%)
communication-information 2.00 (100%)

manning 1.75 (75%)

Other factors .
¢ Maximum degree of effect

(% increase of effect)

SITess 1.50 (50%)
routineness 3.00 (200%)
system 1.75 (75%)
task 1.50 (50%)
environmental (external) 1.25 (25%)
environmental (internal) - 1.00 (0%)

7.3.4.2.1 Specifics of Occidental Petroleum Company and Piper Alpha-
HESIM analysis

Top Level Management

The effects of the Occidental Petroleum Company upon the operations of Piper Alpha have
been documented as being strong contributors to the catastrophic fires and explosions that
occurred on the platform {United Kingdom Department of Energy, 1990; Paté-Cornell,
1992]. Table 7.18 summarizes the impacts of TLM factors on the operations of Piper
Alpha at the time of the disaster. Overall commitment to safety was a major contributing
factor to the disaster. The dangerously high level of production and the disabling of safety
systems were a direct sign of the limited commitment to safety of Occidental Petroleum
Company's management to assure safety. Occidental had not properly assessed the
impacts of upgrading the production system while not properly accounting for the increased
risks of additional explosion and fire [Paté-Cornell, 1992]. Further minor upgrades to the
system to increase production through the years also led to increased risks that were not
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foreseen. This is the result of limited cognizance and competence by TLM in ensuring the
long term safety goals for the system. The largest TLM related weight has’been placed
upon the overall commitment to safety at 40% and cognizance and competence have been
weighted at 20% each.

MOEs and Affects on Front Line Operator Errors

The effects of mid-level and front-line management errors are also summarized in Table
7.18. During operations such as simultaneous production and process critical maintenance,
knowledge, training and experience were critical to the safety of the system. The OIM's
experiences should lead to safer decision making for the complex process. Thus the impact
of knowledge, training, and experience of mid-level management is critical. Therefore,
thus the risk of this factor is presumed to affect the system by 200%.

Maintenance related errors by management are also critical for production process critical
systems. The permit to work system must be properly controlled and maintained to ensure
both sufficient and safe work practices. Maintenance errors by mid-level and front-line
operators are presumed to affect the system by increasing the risk by 100%. The effects of
violations critically hampered the crew of Piper Alpha from ensuring safe operations.
Pressures of the production schedule led to cutting corners by front-line managers without
ensuring that the safety system was properly operating and maintained (deluge, alarm, and
emergency shutdown systems). Given the critical nature of major violations in operations
such as an inadequate permit to work system and shutdown of emergency systems during
workovers, violations are presumed to increase the risk to the system by 150%.

Critical factors of job design affected the proper operations of Piper Alpha. Occidental
Petroleum did not replace the OIM who had gone off the job the day before the accident
with an experienced OIM, but replaced the individual through temporary promotions with
already existing personnel. In addition, the temporary maintenance crews were not
completely familiar with the operations and procedures of the offshore installation. These
factors are presumed to increase the risk by 50%. Regulating and policing errors by both
regulatory bodies (U.K. Department of Energy) and the operator (Occidental Petroleum)
led to lax operational procedures aboard the platform. The fact that Piper Alpha was
allowed to operate under these unsafe conditions without sufficient regulatory control were
critical to the disaster particularly with regard to the permit to work system and shutdown
of the safety systems during workovers. The effect of regulating and policing on the
overall safety of the system is presumed to increase the risk by 100%. The operating
policy of Occidental management which allowed the critically high level of production
during the major workover to the process system while not sufficiently maintaining the
safety system were the most critical factors to the disaster. This high level of risk allowed
by Occidental management is related to the increase in risk as a result of operating policy by
200%.

Communications and information were insufficient in that there were no established set
procedures to ensure the permit to work system was properly maintained. The critical
initiating factor of insufficient information being conveyed between the maintenance crew
and the control room crew as to the maintenance status of the process system was a primary
contributor to the disaster. The necessity of maintaining proper communication and
information during the maintenance on the process system is reflected through an increase
in the risk of 100%.

Just before the disaster, most of those aboard the platform were not permanent workers but

were maintenance crews just there for the temporary workover. Most were insufficiently
prepared for any crisis situation and were unfamiliar with the operations and surroundings.
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The impact of this factor on the increased risk to the system is reflected by a 75% increase
in the risk to the system. : -

Cther related factors

Other factors related to errors by the front-line operator crew were related 1o stress,
routineness, system, and task complexities as reflected in Table 7.18. Stress was a limited
factor in the disaster given the work schedules of performing the platform's workover in a
limited time period. There was very little routine in the operation in that the platform had
only once been put on Phase 1 operational status while performing a workover. Therefore,
the effects of routineness is reflected by a 200% increase in the risk factor. Task and
system related factors were similar to those under most workover operations and thus a
limited effect upon the system is observed for these related factors. Environmental factors
were presumed minimal at the time, but the time of day (approximately) of the operation
had a marginal impact on the operation and is reflected in the extemnal environmental factor
as increasing the risk by 25%.

Table 7.19 reflects Occidental Petroleum's TLM abilities to sufficiently address each MOE
and the MOE related inputs for the maintenance of Piper Alpha on the night of the
explosions and fires. Sufficient (Suff) or insufficient (Insuff) inputs for each TLM and
MOE combination. The ratings of each MOE for the transit of the vessel are also included.

Table 7.19 - TLM-MOE relations for maintenance of Piper Alpha and
ratings of MOE factors

""""'_''"Ilf'_r»AOE1 MOE; | MOE; | MOE, ]| MOE5 | MOEg ] MOE; | MOEg | MOEs |
TLM; Insuff { Insuff | Insuff [ Insuff | Insuff { Insuff | Insuff | Insuff | Insuff
TLM, | Insuff | Insuff { Suff | Insuff| Insuff | Insuff | Insuff | Insuff | Insuff
TLM; Insuff | insuff [ Insuff { Suff [ Insuff | Insuff | Insuff | Insuff | Insuff

TIL.M,4 Suff | Insuff | Insuff [ Insuff | Suff | Suff | Insuff | Insuff | Insuff
TLM; Suff I_psuff _Suff Suff S_uff Igsuff Insuff | Insuff §_uff
MOE rating || Poor [ Poor | Poor | Fair | Fair | Poor | Poor | Poor | Fair

Table 7.20 reflects the impact of the system, task, and human factors for the individuals
responsible for the maintenance of Piper Alpha. A high system complexity was observed
as a result of the complex coupling of the system and being in a Phase 1 operation. Task
complexities were moderate during the workover in addition to a moderate level of stress
for the operation. However, there was little routine in the operation as a result of the
system operating in Phase 1 at the time of the disaster. This created problems for control
room personnel in identifying, assessing, preventing or mitigating the catastrophic
contributors to the loss of fuel containment. External environmental factors were
considered moderate as a result of the time of day of operation and internal environmental
factors were low.
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Table 7.20 - HESIM factors for Piper Alpha

rRaintenance ‘
HESIM Factor |
system complexity high
task complexity moderate
stress moderate
Toutineness high
environmental (ext) moderate
environmental (int) low

Using a factoring constant k;;=103, the human error risk indices for gas leaks are
summarized in Table 7.21. Talee 7.22 summarizes the human error safety indices derived
for the threat detection and control.

7.3.4.3 Safety index evaluation for Piper Alpha

Table 7.23 summarizes the risk index evaluation for the Piper Alpha target event of a loss
of fuel containment. The impact of human errors conditional upon the disaster is also
provided. The primary human error contributors to the loss of fuel containment are
observed to be violations and communication-information errors by front-line operators.

Table 7.21 - Conditional risk indices of human errors for
maintenance-production model - gas leaks - Piper Alpha

Human Error Risk Index (l-§afety Tndex):

Non-process critical

Human Errors No Moderate High
production production production
human system interface 2.47x10-3 2.96x103 2.96x10-3
knowledge-training-expr 2.46x10-3 2.95x10-3 2.95x10-3
Omental physical lapse 2.47x10-3 2.96x10-3 2.96x10-3
violations 2.47x10-3 2.96x10-3 2.96x10-3
job design 2.46x103 2.96x10-3 2.96x10-3
communication-information 2.38x10-3 2.86x10-3 2.86x10-3

Human Errors

Human Error Risk Index (i-Safety Index):

Process critical

No Moderate High

production production production

human system interface 3.95x10-3 4.87x10-3 9.25x10"
knowledge-training-expr 3.94x10-3 4.86x103 9.23x10-3
mental physical lapse 3.95x103 4.88x10-3 9.26x10-3
violations 3.95x10-3 4.87x10-3 9.25x10-3
Job design 3.94x10-3 4.86x10-3 9.24x10-3
communication-information 3.81x10-3 4.70x10-3 8.92x10-3
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Table 7.22 - Conditional risk indices of human errors for
maintenance-production model - detect and control - Piper Alpha’

Human Errors Risk Index
(1-Safety Index)
detection and control
human system interface . 1.16x10-3
knowledge-training-expr 1.16x10-3
mental physical lapse 1.16x103
violations 1.17x103
job design 1.16x10-3
communication-information 1.01x10-3

Table 7.23 - Annual risk indices of groundings and collisions
and the associated human errors for each event

Event RI[loss of containment]
loss of containment 1.61x10-3
Human Error RI[human error|loss of
containment]
human system interface 1.11x10-3
knowledge-iraining-exper 1.26x10-3
mental physical lapse 1.12x10-3
violations 2.27x10-3
Job design 1.45x10-3
communication-information 241x10°3

7.3.5 Evaluating the Maintenance and Production Model -An Example

Organizational and human f{actors

The following example is a description of Company B; a subsidiary of a large oil company
operating three gas production platforms in the North Sea. Company B, has been wrought
by many changes at the middle-level management level over the last 5 years. As a result,
turnover rates of both management and operators have been high leading to limited
experience and knowledge at the middle management and operator level. There are few
proactive measures in place with regard to safety standards though the organization does
keep pace with regulatory safety requirements. Maintenance has become a particular sore
point within the different elements of the organization. Engineers feel that maintenance has
- led to a number of minor accidents (injury) and major accidents (fatalities) within the last 10
years as a result of accidents that occur while producing and maintaining simultaneously.

Though Company B is a subsidiary of a larger oil and gas production company, they have
been left with only limited resources and has had to rely on contractor and sub-contractor
organizations to perform many of their full-scale workover maintenance needs. As a result,
the maintenance crews are mostly unfamiliar with the platforms since full scale workovers
are normally scheduled for every 2 years. Though relatively reliable, the contract and sub-
contract crews also suffer from high turnover rates, limited knowledge and experiences
with the large range of platform facilities and technologies being used in the region.
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The platforms

The three platforms operated by Company B are 15 to 20 years old and are only producing
approximately 45% of their maximum capacity attainable. Though they are on the
downside of their production capabilities they are marginally profitable. However, they
have been deemed by the parent organization as not profitable enough for major safety
upgrades and new technological systems to prevent, locate, and mitigate the effects of gas
leaks. The control room has limited facilities by which to shutdown any system that may
be leaking gas. As a result, the majority of gas detection and control systems must rely on
local shutdown for a leak event. In addition, detection of gas leaks rely, to a large extent,
upon operators to detect and control them using their experiences and knowledge of the
intricacies of the operating system.

7.3.5.1 Non-HOE related factors
See Table 7.17.

7.3.5.2 HOE related factors ,

For the models discussed above there are two types of human error factors that are
quantified: (1) maintenance errors leading to gas leaks, and (2) leak detection and control
errors.  The maintenance errors (Figure 7.9) are quantified using the HESIM and the
detection and control errors are modeled using probability encoding.

7.3.5.2.1 Maintenance errors

Errors in maintenance are the result of the production level and the type of maintenance
being performed. Table 7.24 describes the judgment of system, task, and human factor
complexities for Company B at each maintenance level. For process critical maintenance,
these factors are considered "moderate" to "high". For non-critical maintenance, the effects
on maintenance crews are expected to be minimal.

Table 7.24 - HESIM factors for different production and
maintenance schedules

Maintenance 1ype
Production Level HESIM Factor Non-process critical Process critical
NONE System low moderate
NONE Task low moderate
NONE Hurman Factor!? low low
MODERATE System low moderate
MODERATE . Task moederate moderate
MODERATE Human Factor!0 low moderate
HIGH System low high
HIGH Task moderate moderate
HIGH Human FactoriV low high

Given the information provided in concerning on Company B's organizational factor,
human factors, and the platforms, the company is assumed to be a reactive organization that
complies to safety standards to keep up with regulatory safety standards with few proactive
safety measures being implemented. For this model there have been 10 records of
casualties of the gas production fires recorded for Company B's three platforms since they

10 Human Factors in this case includes both stress and routineness.
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had been constructed. In addition, 300 minor and major workovers have been performed
- of which 8 casualties found to have dccurred during simultaneous productiord and
maintenance operations. Table 7.25 is used to derive the safety indices using the HESIM
for human errors conditional upon organizational, human factors, system, and
environmental factors described above and are summarized in Table 7.26. This model
assumes a weighting constant of k;j=103 for each human error i and organizational error j.
After reduction of the production-maintenance influence diagram (Figure 7.9) the safety
indices for the gas leak event is summarized in Table 7.27.

Table 7.25 - Safety index criteria for maintenance errors
during simultaneous maintenance-production model for
Company B

Total number of recorded transits: 300 records
Number of "simul prod-maint” records: 8 records

TLM factors TLM weight factors
overall commitment to safety 55%
commit to long term safety goals 5%
cognizance 10%
competence 10%
resources 20%
minimum TLM safety index .55
MOE factors Maximum degree of effect
(% increase o_f_._gffect)
knowledge-training-experience 2.50 (150%)
maintenance 2.00 (100%)
violations 1.50 (50%)
morale-incentive 1.50 (50%)
job design 1.75 (715%)
regulating-policing 1.75 (75%)
operating policy 1.75 (75%)
communication-information 1.90 (90%)
manning 1.50 (50%)
Other factors Maximum degree of effect
- (% increase of effect)
stress 1.25 (25%)
routineness 1.25 (25%)
system 2.00 (100%)
task 1.50 (50%)
environmental (external) 1.00 (0%)
environmental (internal) 1.75 (75%)
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Table 7.26 - Conditional risk indices of human errors for gas

maintenance-production model - Company B

Human Errors

Human Error Risk Index (1-Safety Index):

Non-process critical

No Moderate High
production production production
human system interface 2.47x10-6 2.96x10-6 2.96x10-6
knowledge-training-expr 2.46x10-¢ 2.95x10-6 2.95x10-6
mental physical lapse 2.47x10-5 2.96x10-6 2.96x10-6
violations 2.47x10-6 2.96x10-6 2.96x10-6
job design 2.46x10 2.96x10-6 2.96x10-
communication-information 2.38x10-6 2.86x10-6 2.86x10-5

Human Errors

Human Error Risk Index (1-Safety Index):

Process critical

No Moderate High
production production production
human system interface 3.95x10-6 4.87x10-6 9.25x10-°
knowledge-training-expr 3.94x10-6 4.86x10-6 9.23x10-6
mental physical lapse 3.95x10-° 4.88x10-6 9.26x10-6
violations 3.95x10-6 4.87x10-° 9.25x10-%
job design 3.94x10-6 4.86x10-% 9.24x10-6
communication-information 3.81x10¢ 4.70x10-5 8.92x10-®

Table 7.27 - Risk indices for gas leaks conditional upon
- production and maintenance schedule - Company B

production type of process RlIfgas 1k]
level maint leak
magnitude

high process sm leak | 4.75x10-2

critical mod leak | 3.96x10-3

lg leak] .32x10-3

NON-Process sm leak | 4.64x10-3

critical mod leak | 3.87x10-4

) Igleak | 1.29x104

moderate process smleak | 5.87x10-3

critical mod leak [  4.89x10-4

lgleak | 1635104

" Non-process sm leak | 5.20x10-4

critical mod leak | 4.34x10-3

lgleak| 1.45x10°5

none process smleak | 5.17x10-4

critical mod leak | 4.31x10-4

Igleak | .47x10¢

non-process sm leak | 8.02x10°2

critical moed leak | 6.07x1076

lgleak| 7 20x10-6
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7.3.5.2.2 Gas detection and control

Error in gas detection and control are conditional upon the size of the leak and the ability of
the operators to shut down the system should it be deemed necessary to do so. The
HESIM is used to determine the impacts of operator errors in gas detectton and control.
Table 7.28 describes the judgment of system, task, and human factor complexities for
Company B for detection and control of gas leaks.

Table 7.28 - HESIM factors for different production and

maintenance schedules

Gas Leak Magnitude HESIM Factor Gas leak detection
and control

SMALL System low
SMALL Task = low
SMALL Human Factorl! low

MODERATE System low

MODERATE Task moderate

MODERATE Human Factor!! moderate
LARGE System high
LARGE Task high
LARGE Human Factor!1 high

Given the information provided in concerning Company B's organizational factors, human
factors, and the platforms, the company is assumed to be a reactive organization that
complies with safety standards to keep up with regulatory safety standards with few
proactive safety measures being implemented. There are 8 gas leak records on file that
were found to have occurred during simultaneous production and maintenance operations.
Table 7.29 is used to derive the safety indices using the HESIM for human errors
conditional upon organizational, human factors, system, and environmental factors
described above are summarized in Table 7.30. This model assumes a weighting constant
of kij=103 for each human error i and organizational error j.

After reduction of the detection and control influence diagram (Figure 7.10) the safety
indices for loss of fuel containment is summarized in Table 7.31 given the information
provided about Company B above. The risk indices for explosions and fires dependent
upon gas leak detection and control. These risk indices are to be compared to the risk
indices of explosions and fires as a result of implementing management alternatives as
described in the following section.

7.3.5.3 Evaluating HOE management alternatives - Gas leak prevention
Detection and control of process leaks are performed both manually (operator) and
automatically (system). The ability to detect and control process leaks are dependent upon
the sensitivity of the detection system, experience, knowledge and training of the operating
crew, and the technology available in the detection and control system.

11 Human Factors in this case includes both stress and routineness.
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__ Table 7.29 - Safety index criteria for gas leak detection and control
£ during Simultaneous maintenance-production’ model - Company B

Total number of recorded transits: 300 records
Number of "gas leak" records: 10 records

TLM factors TLM weight factors

(detection)
overall commitment to safety 20%
commit to long term safety goals 20%
cognizance 20%
competence 20%
TESOUICES 20%
minimum TLM safety index 0.50

Maximum degree of effect
(% increase of effect)
detection

2.50 (150%)

MOE factors

knowledge-training-experience

maintenance 2.50 (150%)

violations 1.50 (50%)

morale-incentive 1.50 (50%)

job design 1.25 (25%)

regulating-policing 1.25 (25%)

operating policy 1.25 (25%)

communication-information 1.90 (90%)

f"""‘ _ manning 1.25 (253%)

Maximum degree of effect

Other factors (% increase of effect)

detection

stress 1.25 (25%)
TOUtinEness 1.25 (25%)
system 1.75 (75%)
task 1.25 (25%)
environmental {external) 1.00 (0%)
environmenial (internal) 1.75 (75%)

Table 7.30 - Conditional risk indices of human errors for gas
leak detection and control model - Company B

Human Error Risk Index (1-Safety Index):
Detection and control

2

Human Errors Small leak Moderate leak Large leak
human system interface 2.67x106 3.29x106 9.12x10-%
knowledge-training-expr 2.66x10-6 3.29x10-6 9.10x10-6
mental physical lapse 2.66x10-6 3.29x10-6 9.11x10-6
violations 2.67x10-6 3.30x10-¢ 9.12x106

job design 2.66x10-6 3.29x10-¢ 9.10x10-6
communication-information 2.66x10-6 3.29x10-6 9.10x10-6
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Table 7.31 - Risk indices of explosion or fire conditional upon
process leak detection and control

gas leak explosion
leak control detection or fire Risk Index
{human) -
1k control detected fire 1.43x10-2
B " explosion 1.43x10-2
no Ik control " fire 2.34x10-2
B " explosion 2.34x102
1k controliZ | not detected fire 3.11x10-2
T " explosion 3.11x10-2

Errors can also be exacerbated by poorly engineered systems that invite errors. Such

“systems are difficult to construct, operate, and maintain [Melchers, 1987; Ingles, 1985;
Moan, 1983]. New technologies can compound the problems of latent system flaws.
Complex design, close coupling (failure of one component leads to failure of other
components), and severe performance demands on systems increase the difficulty in
controlling the impact of human errors even in well operated systems [Perrow, 1984].
Emergency displays have been found to give improper signals of the state of the systems
[United Kingdom Department of Energy, 1988b; Perrow, 1984].

Human performance is a function of the lead time available to respond to warnings in the
system. Errors are compounded by the lack of effective early warning systems [Paté-
Cornell, 1986]. As observed in Figure 7.11, if the lead time is short, there is little time
allowance for corrective action before the situation reaches a critical state. On the other
hand, if the system is too sensitive causing frequent false alarms, operators will eventually
cease to respond to the wamning signals.

As a result of the dangers of gas detection and control problems, Company B (at the parent
company's request) implemented an extensive training program for control room operators
to both prevent and mitigate the consequences of gas leaks (see Chapter 6). The program
was directed at increasing human performance by through operator training and retention.
Operators were given simulator training for both crisis and normal operations, well trained
control room operators were brought in from the parent company. Better incentive
programs were developed to attain greater retention of operator crews better team
interaction. In addition, the gas detection and control system was upgraded so control
room personnel had full and total control of the process system. This also entailed the
ability to shut down the production from a centralized point should any process
disturbances occur.

The HESIM was used as a framework to model the HOE management program described
above. Table 7.32 shows the effect on front-line operators conditional upon system, task,
and human factors through better training (normal operations and crisis management),
greater knowledge and experience, and process system control upgrades described above.
These changes also reduce the relative impact of system, task, and human factors and are
estimated in Table 7.33 (see previous maximum degree of effect factors in Table 7.29).

12 This leak control is related to the system automatically shutting down without human intervention.
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The safety indices estimated from the HESIM, given the information provxded in Tables

£ 7.32 and 7.33, are summarized in Table 7.34.

Table 7.32 - HESIM factors for different production and
maintenance schedules

Gas Leak Magnitude HESIM Factor Gas leak detection
and control

SMALL System low
SMALL Task low
SMALL Human Factor!3 low

MODERATE System low

MODERATE Task moderate

MODERATE Human Factor!3 low
LARGE System moderate
LARGE Task moderate
LARGE Human Factor!3 moderate

Table 7.33 - Safety index criteria for HOE management

alternatives for gas leak detection and control - Company B

Maximum degree of effect

Error factors (% increase of effect)

m detection_and control
’ stress 1.25 (25%)
routineness 1.25 (25%)
system 1.25 (25%)
task 1.10 (10%)
environmental (external) 1.00 (0%)
environmental (internal) 1.75 (75%)

The impact of detection and control management alternatives to reduce the incidence of
explosions and fires are summarized in Table 7.35. Significant reductions in the risk
indices for both explosions and fires that were detected and controlied (50.1%). Minor
reductions were observed for explosions and fires if leaks are not operator controlled.
However, as a result of autornatic control and shutdown systems, a substantial reduction is
observed in the incidence of explosions or fires for non-human controlled shutdown

systems (53.7%).
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Table 7.34 - Conditional risk indices of human errors for gas
leak detection and control model - Company B

Human Error Risk Index {1-Safety Index):

Detection
Human Errors Small leak Moderate leak Large leak
human system interface 2.67x10-6 2.79x10-6 3.83x10-6
knowledge-training-expr 2.66x10-6 2.79x10-6 3.82x10-6
mental physical lapse 2.67x10-6 2.79x10-6 3.83x10-6
violations 2.67x10-6 2.80x10-6 3.84x10-6
Job design 3.66x10°6 3.79x10% 3.83x105
communication-information 2.66x10-6 2.79x10-6 3.83x10-6

Table 7.35 - Risk indices of explosion or fire conditional upon

process leak detection and control with HOE management alternatives

- Company B
gas leak explosion Risk Index for explosions - J
leak control detection or fire fires
(human) _ (% increase in safety)
leak control detected fire 7.13x10-3 (50.1%)
T " explosion 7.13x10-3 (50.1%)
no leak " fire 2.03x102 (13.2%) N
control
" explosion 2.03x102 (13.2%)
Jeak not detected fire 1.44x10-2 (53.7%)
control!4
m explosion 1.44x10-2 (53.7%)
74 TANKER LOADING-DISCHARGE OPERATIONS
The load and discharge models focus primarily upon the proper interface between vessel
and docking facility, proper monitoring of load or discharge, and potential of load or
discharge system failure (hoses, pumps, etc.). The failure of the system includes both
HOE and mechanical failure of the system.
Before any load or discharge operation, a Declaration of Inspection (DOI) is required in
which a Pre-Transfer Conference (PTC) is performed. In the PTC, the details of the
transfer operations are discussed. A typical PTC includes:
(1) Quantity and type of stocks
(2) Cargo transfer sequence
(3) Cargo transfer rates
(4) Anticipated stoppages

14 This leak control is related to the system automatically shutting down without human intervention.
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(5) Maximum rail pressure
(6) Maximum rail remperaturc:
(7) Number and speed of ship's pumps to be used
(8) Names of personnel involved
(9) Transfer details and critical stages
(10) Applicable rules
(11) Emergency, discharge containment and reporting, shutdown procedures
(12) Shift change procedures

7.4.1 Structuring Primary Events, Decisions, and Actions

The first stage is to determine the target events for the model. The model template should
include remedial events associated with the particular class of accidents. For the load and
discharge model, the underlying contributing event is the "initiation of loading or
discharge”. The direct event is the "loss of fuel containment”. Loss of fuel containment
includes rupture or leakage of hose or loading arm, failure of vessel-dockside interface,
overload of tanks, and failure of valves leading to oil discharge. The compounding event is
the discharge of oil into the surrounding water. As shown in Figure 7.12, the model the
contributing or underlying event is "initiate load or discharge". The direct event is the "loss
of fuel containment" and final target event is the "product spill in water".

initial load loss of fuel product
or containment spill
discharge in water

underlying direct compounding
event event event

Figure 7.12 - Load and discharge primary accident events

The primary associated decisions and actions that can influence an accident events are the
monitoring of the load or discharge by both the vessel crew and the dockside personnel.
Crew changes during loading or discharge operations affect the monitoring aspect of the
operation. The rate of the load and discharge is a factor which can directly influence the
failure of the system. It is assumed that higher rates of loading or discharge increase the
probability of a system failure. System failures include hoses, valves, pumps, power
plant, and emergency shutdowns. The influences of these factors are shown in Figure
7.13.
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7.4.2 Relating Relevant Hoe and Environmental Factors

Figure 7.14 is used as a guide in determining the relevant HOE and environmental factors
influencing accident events, decisions, and actions. The primary events shown in Figure
7.12 each have contributing HOE and environmental factors. For the underlying-
contributing event "initiation of load or discharge”, there may be miscommunications
(incomplete or inaccurate communications) of any one of the details of the Pre-Transfer
Conference. System errors may present wrong information to the operator. Human errors
are include miscommunication, lack of training, experience and knowledge of the system,
and mental-physical lapses (fatigue, alcohol, drugs, etc.). Morale and incentives of vessel
or dockside operators may affect the transfer operation. Experiences of marine facility
investigators have shown that loading and discharge problems are generally the result of
miscommunication between parties involved (tanker crews, barge crews, and shore
personnel), lack of training, experience, and knowledge of the system [California State
Lands Commission, 1992].

Organizational factors influencing the underlying-contributing events are operating policies
which affect the decisions made by front-line operators. Operator views toward safety,
operating policy, and internal regulating and policing vary between crews and
organizations. Operators with limited resources and low commitments to safety may be
more willing to violate operating policies or regulations. Regulatory errors such as
insufficient regulating or policing can contribute to an accident scenario.

The direct accident event, "loss of fuel containment" may be the result of system errors
(failure of operating console or inability to sufficiently read the console). Operators may
lack the knowledge, training, or experience. In addition, insufficient manning, or other
duties may distract them (job design) from the load or discharge operation. Similar to the
- underlying and contributing causes, miscommunications between personnel leads to the
loss of fuel containment by loading or discharging at an improper rate, time, or duration.
Lack of a commitment to maintenance from the operators potentially contribute to the failure
of the system.

The compounding accident event "product spill in water" can be the result of a lack of
awareness leading to a loss of fuel containment while monitoring. This may be due to
system errors (no early warning), inattention or fatigue (mental-physical lapse), lack of
contingency plans by the operator (emergency shutdown system or procedure), or a lack of
proper maintenance.
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Environmental factors (i.e. wind, waves, etc.) are observed to affect the offshore spread
tooring operations by influencing the mooting-vessel interface of the operation. Vesfels
passing in close proximity to another vessel during load or discharge operations at a
docking facility can create substantial vessel motions. Both of these factors can produce
stresses on hoses or riggings as a result of dynamic motions of the vessel. Snow, ice, or
cold can directly affect the operators abilities to properly prepare the dock-vessel interface
(e.g. snow and ice on tanker load and discharge manifolds, dockside loading arms, or
hoses).

Figure 7.15 shows the influence diagram for loading and discharge operations. The human
and system errors directly influence the terminal and vessel monitoring of the load or
discharge operation. Environmental conditions are observed to affect the mooring-vessel
interface described above. Table 7.1 shows the outcomes for each factor described in the
model.

(1) Environmental conditions. Environmental operating conditions are described as a
state variable (probability) since the load and discharge operations occur under
varying conditions. Waves at an offshore spread mooring may make it difficult to
have a proper hose-vessel interface. Extreme cold conditions can affect the vessel
interface.

(2) Human errors. Human errors are affected by the environmental operating
conditions. Extreme cold may affect the crew's actions in interfacing the vessel
with the load or discharge facility.

(3) System errors. System errors may occur as a result of extreme environmental
conditions. Gauges may freeze or become difficult to read in extreme weather.

(4) Load-discharge facility monitoring. This is the monitoring of vessel operations
by the dockside, spread mooring, or marine facility crew. The monitoring may
be directly affected by wrong information resulting from system errors. Human
errors may be the result of a lack of experience, training, or knowledge of the
monitoring system. Inattention, fatigue, morale, or incentives may prevent
sufficient monitoring of load or discharge operations.

(5) Load-discharge vessel monitoring. The monitoring of the vessel operation by the
tanker crew. The conditions are the same as those of the facility crews.

(6) Proper dock vessel interface. The dock-vessel interface is the linking of the
shoreside (or mooring) hoses or loading arms with the vessel. The failure of the
interface leads to a spill event.

(7) Load-discharge rate. The higher the load or discharge rate, the larger the spill
size. The discharge rate also influences the load and discharge system failure. It
is assumed that the higher the load or discharge rate, the greater the chances of a
system failure (hose bursting, leak at the flange assembly, etc.).

(8) Load-discharge system failure. Entails having the system fail such that a loss of
fuel containment is observed. System failures are the result of facility-vessel
interface and the load or discharge. '

(9) Product spill. The product spill is affected by a system failure and by the proper
monitoring of the system. If monitoring of the system is not sufficient, there is
no spill intervention. If monitoring is sufficient, it is assumed the system is shut
down and no spill occurs.
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, Table 7.36 - Outcomes for load and discharge influence diagram

human errors system errors spill sz
none none 0.0
hum-syst intrfc comm-info 10.0
knwi-trn-expr hmn syst intrface 50.0
mnti-phys Ips 100.0
violation proper facility interface 250.0
Job dsgn proper interface 500.0
comm-info improper interface 1000.0
load-dschrg rate preduct spill ld-dschrg facility monitor
none spill monitor
moderate no spill no monitor
high
Id-dschrg system failure ld-dscrg vessel monitor envrion conditions
operational monitor none
failure ne monitor waves
wind
ice

(10) Spill size. Spill size (barrels or bbls) is the result of whether the load and
discharge were being monitored, and a system failure occurred. Spill size is
modeled as a value node with a distributions of outcomes dependent upon the
level of monitoring and load or discharge rates, should a failure occur.

7.4.3 Evaluating the Load-Discharge Model - An Example

Company C is the owner and operator of a 5 point offshore spread mooring facility in
Southern California. The company services both their own vessels and other vessels that
are in need of discharge services. The majority of vessels that use these facility are Trans-
Alaska Pipeline Service (TAPS) trade tankers transiting between Southern California and

Alaska. Company C has been operating for 15 years and have had no product spills that .

have gone into the water. Company C, though relatively proactive, has collected no
detailed records of spills. However, as a result of regulatory requirements, Company C
must perform case study Though Company C feels comfortable with the reliability of their
company personnel, they have a growing concern regarding foreign flagged vessels
operating in their mooring facility. Since these case studies are required, Company C
would like to use the opportunity to assess alternatives that can assist them in reducing the
risks of spill at the spread mooring site when loading or discharging foreign flag vessels.

Though Company C has not collected much HOE data of operational problems at the
marine facility, there is a plethora of technical and managerial expertise that would allow
them to make reasonable judgments as to the risks of load or discharge spills at the mooring
sight.

Organizational and human factors

Company C has been in business in the Southern California area for well over 60 years and
has had a reputation of being a proactive company that keeps abreast of any operational
problems within their organization. Company C is particularly proud of the fact that they
have designated crews to operate their marine facilities. Fair pay, benefits, and close
interaction between management and operators has led to high morale within the
organization.
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Operators are well trained, knowledgeable, and expenenced Facility crews have been
trained and experienced in different parts Company C's business. Most operator crews
rotate into the marine facility job from the company's refinery operations. In addition, the
crew members are normally rotated through the marine facilities operations as teams and
not individually to maintain a higher level of teamwork.

The mooring masters who are responsible for securing the vessel, its mooring lines, and
the load-discharge interfacing. Each of Company C's 4 mooring masters have had a
minimum of 5 years experience as mooring master and has a master's license.

The operations

Company C operates with strict safety guidelines for both their own ships and for ship
operations by any other company that wishes to use their facilities. Operators and load and
discharge crews adhere strictly to the safety requirements. Though Company C is assured
of the safe operating conditions of their ships, they have had occasional language and
communication problems with other company's foreign flagged vessels that use their
facilities.

Though they are required to have English speaking personnel aboard vessels using
Company C's facilities, many foreign flagged vessels have only one or two English
speaking officers. For offshore spread moorings the vessel crew is assumed to have a
greater responsibility in visible monitoring of the interface between the loading and
discharge lines. Though the proper information is communicated at the time of initiation of
operations, many times the English speaking officers may be detained with other duties and
are not available when the tanks are being stripped or topped off. These problems have
been of particular concern during bunkering operations. Though no oil has been spilled in
the ocean, two close calls within the last year have made Company C uneasy as to the
safety of operations.

Recently, mooring masters have had particular problems communicating how to connect
both mooring lines and hoses. Many times mooring masters find themselves overwhelmed
with duties related to securing of mooring lines and vessel maneuvering when working
with foreign crews and during averse weather conditions. Mooring masters have
complained in certain instances that it would be advantageous to have additional assistance
in mooring duties when working with foreign crews and/or during averse weather
conditions.

Company C has recently invested in upgrading the load-discharge monitoring, safety
shutdown systems, and load and discharge hoses for the terminal. These systems can be
easily monitored and shutdown by terminal personnel during load or discharge operation.

7.4.3.1 Non-HOE (system) related factors

Given the influence diagram template and the load and discharge system discussed above
and shown in Figure 7.15, the probability distributions are summarized for the reliability of
the system in Table 7.37. The probability distributions were derived using heuristic
judgments and system reliability information (loading system failures, hoses, loading arms,
etc.) was used to arrive at the probability distributions presented in Table 7.37. Any factor
in Table 7.37 can be modified and adjusted to account for the specifics of any unique
operation.

Table 7.38 summarizes the magnitude of spill sizes conditional upon monitoring, load

discharge system failures, discharge rates and incidence of spill. This model assumes the
largest spill would be 1,000 bbls and catastrophic spiils are not accounted for.
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7.4.3.2 HOE related factors _

To assess the probabilities of human errors and related factors, the following assessments
are made as a result of experience and judgments of experts familiar with load and
discharge operations integrated with the operational profile of Company C. In accordance
with the influence diagram model in Figure 7.15, human errors are the direct result of
environmental and system factors and indirectly associated with organizational errors and
other operational factors that describe Company C in Section 7.4.3.

Table 7.39 summarizes the probability distributions for: (1) human errors conditional upon
environmental and system factors, (2) load-discharge monitoring conditional upon human
errors, and (3) proper vessel-system interfaces conditional upon human errors. Provided
the information describing the spread mooring operation and description of Company C,
the primary human factors that are of concern are human-system interface and
communication-information errors. The probability distributions in Table 7.39 reflect the
judgments of these types of human errors.

7.4.3.3 Evaluation of the model

Table 7.40 summarizes the results reducing the loading-discharge influence diagram shown
in Figure 7.15. It has been established that the probability of a spill reaching the water is
1.39x10-3 (or 1.39 times per 1000 operations). The expected value of the spill is small at
1.82 barrels with standard deviation of 3.97 barrels. Using a cost standard of $4,500 per
barrel of oil spilled, the expected cost would be $8,190.00 with a standard deviation of the
cost being $17,865.00.

7.4.4 Evaluating HOE Management Alternatives - Additional Mooring
Master

As mentioned above, Company C has been looking for alternatives that would increase the
safety of the spread mooring operation when foreign flagged vessels are using their
facilities. An alternative under consideration would be to assign a deck master to assist the
mooring master in his or her duties. The duties of the mooring master entails advising the
vessel master on approaching and departing the berth, and mooring the vessel. All
maneuvering within the mooring area is done only in accordance with the advice of the
mooring master. The addition of a deck master to monitor and advise all placing of
mooring lines and anchors, load and discharge interfacing between vessel and connecting
hoses would increase the reliability of the load-discharge operation. All decisions and
actions of the deck master are in accordance with the advice of the mooring master. The
addition of the deck master is assumed to increase the reliability of loading and discharge
operation in the areas of: (1) knowledge, training, and experience, (2) vessel-mooring
interface, (3) vessel monitoring of operation, and (4) product spill.

The alternative of assigning a mooring master is reflected in Table 7.41. When assigning
the deck master to assist the mooring master in his or her duties for foreign flagged vessels,
it will have a direct effect upon five types of human errors: (1) knowledge, training, and
experience, (2) mental physical lapses, (3) violations, (4) job design, and (5)
communication and information. The incidence of mental and physical lapses are reduced
as a result of the deck master being on the deck at all times monitoring the mooring lines,

© the load-discharge interface, and the vessel's deck crew. Violations, whether intentional or

unintentional, are less likely when a deck master is on site monitoring operations. Since
the deck master's responsibilities exclusively entail the deck operations, the incidence of
job design errors are reduced. It is also the responsibility of the deck master to
communicate all loading and discharge information between the mooring master, vessel
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master, and the terminal facility resulting in a reduction in the incidence of communication
and information errors. : '

As observed in Table 7.42, by using a deck master on foreign flagged vessels, Company C
is able to reduce the incidence of oil spills by 26.6%. The overall incidence of human
errors was reduced by 36.1%. Substantial reductions in the incidence of knowledge,
training, experience, mental-physical lapses, job design, and communication-information
errors are observed. The expected value of the spill was reduced by 30.1% ($5,670.00 at
$4,500 per barrel spilled).

7.5 OFFSHORE CRANE OPERATIONS

Crane accidents have continued 1o plague the offshore industry for many years. Between
1971 and 1983, 50 crane accidents were reported of which 35 were the effect of human
error resulting in 37 fatalities and 26 injuries {U.S. Department of Interior, 1984]. The
intent is to develop an offshore crane model that focuses primarily upon crane operator and
rigging crew errors to determine how HOE management alternatives can reduce the
incidence of crane related casualties. :

7.5.1 Structuring Primary Events, Decisions, and Actions

The primary crane operations are transporting equipment and materials between offshore
supply vessels and a platform for transporting equipment and materials across a platform
deck for normal production and maintenance operations {e.g. well pipe, compressors,
etc.). The first stage is to determine target events in order to structure related events,
decisions, actions, HOEs, system errors, and environmental factors that influence the
important factors. The model template include the remedial events which are specific to the
casualty class of crane accidents.

As shown in Figure 7.16, the primary underlying event is the "initiation of crane
operations'., the direct event is the "loss of load control”, and the compounding event is
the "loss of load". Before any crane transfers cargo, machinery, or equipment, a pre-
transfer conference to establish the load type, loading procedure, environmental conditions,
and establish if any other activities is held within the vicinity of the loading or discharge
operation. The loss of load control is defined as the inability to safely control the
movement of the load by the operator or rigger. The loss of load is defined as an
inadvertent, uncontrolled, or accidental dropping of crane loads. Rigging and operational
failures include both human and system (mechanical) errors. .

The EDAs that can influence accident events are rigging or operational failures. Riggings
may be improperly arranged (rig or offshore supply vessel crew) or the riggings may be
improperly maintained (rig crew). Operating failures are defined as mechanical crane
failures during operation or failures resulting from crane operator errors. One critical factor
for crane operations is whether the crane operator is in the line of sight (LOS) of the job
being performed. A lack of visual cues for the operator can heighten the risk of losing load
control. Each of these operational factors resulting in losing load control are shown in an
influence diagram representation in Figure 7.17.
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Table 7.37 -Load-discharge influence diagram model probability

+ distributions excluding human error factors

Environmental factors

Pl{environmental]
None 0.97
Wind 0.005
Waves 0.020
Temperatre 0.005

Environmental factors influencing system reliability

P[system error|environmental}

communication- human system

information interface
None 0.002 0.002
Wind 0.003 0.004
Waves 0.005 0.003
Temperature 0.04 0.07

Load-dschg rate
Plrate]
None (.20
Moderate 0.40
High (.40

Load-dschg system failure

l-’[system faillure | rate,interface]
Dock vessel- low moderate high
" interface.
Proper 0.001 0.001 0.005
Improper 0.10 0.25 0.40

Product spill conditional upon load and discharge system failure

Id-dschg vessel Id-dschg facility Pispill |
monitor monitor monitoring,
system operational)
Proper Proper 0.05
Improper " 0.50
Proper Improper 0.50
Improper ) 1.00
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Table 7.38 - Spill magnitudes for load and discharge model

vessel facility discharge ld-dschg spill spill size
monitoring monitoring rate system {bbls)
failure
monior monitor low operales spill 10.00
" " moxderate " " 25.00
" " high " " 50.00
" N0 MOnitor low " " 25.00
! " moderate ! " 50.00
" " high " " 100.00
no monitor MONitor low fail " 50.00
" i moderate " " 100.00
" v high " " 250.00
! no monitor low " " 250.00
" " moderte " " 500.00
" ! high i " 1000.00
monitor monitor low " " 25.00
) N moderate " " 50.00
! " high N " 100.00
" no monitor fow " " 50.00
; N moderate N " 100.00
" ! high " " 250.00
no Monitor monitor low operates ! 25.00
" N moderate N " 50.00
" ! high N N 100.00
" O MQnitor low B " 50.00
N " moderate " ! 100.00
" ! high ! " 250.00
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Table 7.39 - Human error related probabilities for load-discharge model

Human errors conditional upon environmental conditions and no system errors

P{human error| environ, no syst errors]

Human Error none waves wind cold

none 0.900 0.800 0.800 0.800

human system interface 0.015 0.025 0.025 0.025
knowledge-training-experience 0.015 0.050 0.050 0.050
mental physical lapse 0.010 0.015 0.015 0.0635
violations 0.010 0.010 0.010 0.010

job design 0.025 0.025 0.025 0.025
communication-information 0.025 0.075 0.075 0.025

Human errors conditional upon environmental conditions and comm-info system

errors
Plhuman error| environ, comm-info syst
errors]

Human Error none wWaves wind cold

none 0.800 0.700 0.700 0.700

human system interface 0.025 0.075 0.075 0.075

f‘*\! knowledge-training-experience 0.050 0.050 0.050 0.050
L mental physical lapse 0.015 0.015 0.015 0.015
violations 0.010 0.010 0.010 0.010

job design 0.025 0.025 0.025 0.025

communication-information 0.075 0.125 0.125 0.125

Human errors conditional on envircnmental conditions and hum-syst intrfc
system errors

Plhuman error| environ, hum-syst intrfc
errors]

Human Error none waves wind cold

nong - 0.800 0.700 0.700 0.700

human system interface 0.025 0.075 0.075 0.075
knowledge-training-experience 0.050 0.050 0.050 0.050
mental physical lapse 0.015 0.015 0.015 0.015
violations 0.010 0.010 0.010 0.010

job design 0.025 0.025 0.025 0.025
communi¢auon-information 0.075 0.125 0.125 0.125

7-57




Table 7.39 - Human error related probabilities for load-discharge model
(cont.)

Load-discharge facility monitoring conditional upon human errors

P[sufficient monitoring] human
error]

Human Error none comm- | hum syst
info intrfc
none 1.000 (.950 0.950
human system interface 0.900 0.800 0.800
knowledge-training-experience 0.930 0.850 0.850
mental physical lapse 0.980 0.950 0.950
violations 0.930 0.900 0.900
job design 0.900 0.850 0.850
communication-information 0.995 0.750 0.750

Vessel monitoring conditional upon human errors

P[sufficient monitoring] human

error]

Human Error none comm- |hum syst
info intrfc
none 1.000 0.950 0.950
human svstem interface 0.8350 0.750 0.750
knowledge-training-experience 0.750 0.650 0.650
mental physical lapse 0.800 0.725 (0.725
violations 0.800 0.725 0.725
job design 0,750 0.650 0.650
communication-information 0.900 0.850 (.850

Vessel-system interface conditional upon human errors

P[proper vessel interface] human error]

Human Error none waves wind cold

none 0.950 £.900 0.900 0.900

human system interface 0.900 0.750 0.750 0.650
knowledge-training-experience 0.850 0.800 0.800 0.750
mental physical lapse 0.900 0.800 0.800 0.700
violations 0.950 0.900 0.900 0.900

job design 0.850 0.750 0.750 0.750
communication-information 0.900 0.800 0.800 0.800
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Table 7.40 - Tanker load-discharge spread mooring model results

Operation Pispill}- EV[spill] (bbl) SD[spill]
operation
Spread mooring 1.39x10°3 1.82 3.97
Human Error P{human errorispiil]
none 0.546
human system interface 0.060
knowledge-training-experience 0.105
mental-physical lapse 0.037
violation 0.021
j0ob design 0,170
comm-info 0.062

Table 7.41 - Human error probabilities for load-discharge
model when requiring services of a deck master

Vessel monitoring conditional upon human errors

P[sufficient monitoringfhuman
errorj
Human Error none comm- | hum syst
info intrfc
none 1.000 0.950 0.950
human system interface 0.850 0.750 0.750
knowledge-training-experience 0.950 0.850 0.850
mental physical Iapse 0.900 0.850 0.850
viglations 0.850 0.800 0.800
job design 0.750 0.650 0.650
communication-information 0.990 £.950 (0.950

Vessei-system interface conditional upon human errors

Plproper vessel interface] human error]

Human Error none waves wind cold

none 0.950 0.900 0.900 0.900

human system interface 0.900 0.750 0.750 0.650
knowledge-training-experience $3.950 0.900 0.900 0.850
mental physical lapse 0.990 0.900 0.900 0.900
violations $.950 0.900 0.900 0.900

job design 0.950 0.900 0.900 0.900
commuiication-information 0.950 0.900 0.900 0.900
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Table 7.42 - Tanker load-discharge spread mooring model results when
assigning deck master !

" Operation Plspill] (% EV[spill] (bbl) SD[spill]
change {% change for w-
for w-deck deck master)
master)
Spread mooring | 1.02x10-3 (26.6%) 1.26 (30.1%) 2.49
Human Error Plhuman error|spill]
(% change for w-deck master)
none 0.743 (36.1%)
human system interface 0.081 (35.0%)
knowledge-training-experience 0.030 (-71.4%)
mental-physical lapse 0.007 (-81.1%)
violation 0.025 (16.0%)
job design 0.087 (-48.8%)
comm-info 0.027 (-56.5%)

initiate loss of loss
crane load i of
operation contrel load
underlying direct compounding
event event event

Figure 7.16 - Crane operation primary accident events

rigging
failure

operating
failure

loss of load
control

Figure 7.17 - Offshore crane accident influence diagram

7.5.2 Relating Relevant HOE and Environmental Factors

Figure 7.18 is used as a guide in determining the relevant HOE and environmental factors
influencing accident initiating EDAs. The events shown in Figure 7.16 each have related
HOE and environmental factors that contribute to casualty causing scenarios. For the
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underlying event "initiation of crane operation”, human errors such as operator violations
(unsafe procedure, willful overload of crane, etc.), miscommunication between crane
operators and platform personnel, lack of training, experience, or knowledge of the
system, or cognizance of other activities being performed within proximity of the crane
operation. Operating policies of the organization, lack of incentives, and limited regulating -
and policing of crane operations contribute to violations and unsafe operations.
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Figure 7.18 - Influence of HOE and environmental factors
upon primary events of an offshore crane operation

The direct accident event, "loss of load control” may be the result of system errors (failure

of crane display panel or inability to sufficiently read the display panel). Human errors can
be the result of a lack the knowledge, training, experience, insufficient manning, or other
duties may distract them (job design) from the operation. A lack of a commitment to
maintenance from the organization or operating crews may contribute to the failure of the
system. Environmental factors such as wind and waves can illicit vessel motions while
loading or off-loading and contribute to rigging and operating problems. Vessels heaving
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poses a particular problem for cranes loading or off-loading offshore supply vessels
(OSVs) resulting in impact loads on riggings that increase the risk of failure.

The compounding accident event "loss of 1oad” can be the result of loss of load control or
operator errors. Trained and experienced operators are assumed to function better in crises
involving the loss of load control. The crane control system or riggings may be inadequate
to allow the operator to bring the load under control. Environmental factors affect the "loss
of load" event in the same manner as the "loss of control”.

The human and system errors directly influence the operating and rigging failures. The
operator not being within the LOS of the lift operations lack of visual cues to maintain load
control. Operator and rigging failures directly influence the loss of load control and crane
load. The following summarizes the outcomes for each factor described in the influence
diagram template in Figure 7.19 and are shown in Table 7.43.

(1) Environmental conditions. The environmental operating conditions are described
as a state variable since the conditions will vary between locations and random sea
states (for waves).

(2) Human errors. Human errors are affected by the environmental operating
conditions and the crane operation being performed. Crane operations in difficult
sea states are presumed to be a non-routine and stressful operation. Most other
operations are presumed to be normal low stress routines unless outside of the
L.OS of the operator.

(3) Crane operation type. The crane operation type is categorized into deck-deck
operations and vessel-deck operations. Crane booms will swing over the
platform and the vessel dependent upon the operation.

(4) Rigging failure. The rigging failure is the failure of the rigging system such that it
affects the loss of load control or loss of crane load. A rigging failure is the result
of the type of crane operation, human errors, and environmental conditions.

(5) Operating failure. Operating failure is related to a human initiated failure which
results in a loss of load control or loss of load. The operating failure is influenced
by the type of crane operation, human errors, and the environmental conditions.

(6) Loss of load control. The loss of load control is defined as the inability to safely
control the movement of the load by the operator or rigger.

(7) Loss of load. The loss of load is defined as the inadvertent, uncontrolled, or
accidental dropping of crane loads.

(8) Loss location. The loss location is the location where the crane load is dropped.
The loss location is dependent upon the span of the crane boom and where crane
operations are normally performed.

(9) Loss size. Loss size is a value node representing cost values as a function of the
load loss (load control or load drop).

7.5.3 Evaluations of Crane Operation Model - An Example

Company D is an international oil company that operates 8 offshore production platforms
off of the coast of California. Company D has a regional office in the Los Angeles basin
area that is responsible for the maintenance, operation, and transport of oil to shore.
Company D has recently become concerned with a number of near misses and minor
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accidents that have been related to the age and maintenance of the cranes. Though
Company D is confident with respect to the commitment to safety of its own personnel,
there have been small casualties and near misses as a result of offshore supply vessel crews
having limited training and experiences in rigging loads for the vessel-deck operation.

Figure 7.19 - Offshore crane accident influence diagram with HOE factors

Table 7.43‘ - Qutcomes within each node of crane accident influence

diagram
fack of visual cues system errors environmental conditions
within line of sight (LOS) none none
no line of sight (ro LOS) comm-info waves
hmn syst intrface wind
loss of load control
load control human errors rigging failure
no load conirol none none
hum-syst intrfc operational
loss of crane ioad knwi-expr-trng Jailure
loss of load mntl-phys lapse
no loss of load Job design operating failure
. violations none
loss of crane load comm-info moderate
deck-deck high
vsl-deck

After some investigation, Company D has realized that the layouts on 5 of the platforms
have made it particularly difficult to be in a continual line of sight between the operator
crane booth and the load being handled. It is particularly difficult for crane operators to see
when loading or discharging offshore supply vessels as a result of the crane's position.
Company D has found it necessary to rely heavily upon other platform personnel to assist
crane operators in handling cargo. To the surprise of Company D's management, they
have realized that most crane operators involved in the incidents are experienced and well
trained. Company D has also found that most of the casualties have been the result of
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miscommunications between crane operators and the platform personnel responsible for
assisting them in their operation.

The cranes

For the eight platforms, there are a total of 14 cranes that range between 5 and 15 years of
age and were purchased from two different companies. A particular concern of the OIMs
has been that the skills needed to operate the two types of cranes vary significantly. Crane
X is an older style model which is less automated and depends on the operator to be
significantly more skilled than operating Crane Y. Crane Y is fully automated and its
controls are fail-safe in that if the operator was to remove his or her hands and feet from the
controls, all operations would cease. Such fail-safe features are not included for Crane X.

Though an effective maintenance program has been implemented by Company D, the down
time for the cranes has increased drastically over the last 2 years. The percentage of time
that cranes are out of service has risen to 25%. This has put increasing pressure on
Company D to keep the cranes operational.

Managing the problem

These near misses and minor casualties have moved Company D to inquire into alternatives
that can assist them in reducing the risks of crane related accidents. Company D realizes it
must perform a human reliability based analysis to determine the risks of crane operations
on a case by case basis. Company D has determined that it would like to address the
problem of visual cues for crane operators to determine how the operator may reduce the
risks of accidents if the operator is able to always be in visual contact of the operation being
performed.

7.5.3.1 Non-HQOE related factors

The study is initiated with Plaiform G, a platform that Company D has had the greatest
frequency of crane related problems. Given the layout of the plaiform, environmental
factors, and operational procedures, and reliability based data on operational and rigging
failures, Company D has estimated measurements for casualty related factors for the crane
operation influence diagram (Figure 7.9) and are summarized Table 7.44,

7.5.3.2 HOE related factors

Given the profile of Company D, the primary contributing human errors that can lead to
accident scenarios can be identified as: (1) human system interface, and (2) communication-
information errors. As a result, judgments of human error frequencies by crane operators,
OIMs, engineers, and other personnel on Platform G have led to the human error
probabilities summarized in Table 7.45.

As observed in Table 7.45, errors resulting from human system interface problems and
communication-information are more prevalent to accident scenarios. The incidence of
errors are observed to be higher for vessel-deck crane operations; particularly those outside
of line of sight of the crane operator. Rigging and operational failures conditional upon
human errors for vessel-deck operations reflect the deficiencies of offshore supply vessel
crews to properly rig loads.

7.5.3.3 Evaluating the model

Table 7.46 summarizes the results from the crane operations influence diagram. The loss
of load contro! is observed in 8.2% of crane operations (8.2 of 100 operations) and a loss
of load in 4.4% of crane operations (4.4 of 100 operations). Human system interface,
knowledge, training, and experience, and communication-information problems are the
primary human error causes to the loss of load control and loss of load target events.
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Table 7.44 -Crane operation influence diagram model probability
distributions excluding human error factors - Company D

Environmental factors

Plenvironmental]
None 0.75
Waves 0.10
Wind 0.15

Load loss location

Plenvironmental)
offshore supply vessel 0.15
main deck 0.85

Crane operation type

Plenvironmental]
deck to deck 0.75
deck-vessel 0.25
Visual cues
Plvisual cuesjcrane op type]
Visual cues deck to deck crane deck-vessel crane
operation operation
line of site 0.75 0.65
no line of site 0.25 0.35

Conditional probabilities of loss of load control and loss of load

operating rigging visual cues Plloss of Plloss of load}oper
failure failure controlloper fail, fail, rig fail, vis
rig fail, vis cues] cues]
operate operate line of site 0.950 0.990
" failure " 0.600 0.850
failure operate " 0.700 0.850
" failure " 0.500 0.750
operale operate no line of site 0.500 0.9700
" failure " 0.500 0.500
failure operate " 0.700 0.500
" failure " 0.400 0.200
Casualty cost structure
operating toad control Loss value ($)
failure
vessel loss of load loss of control 15,000.00
" " no control 1oss 50,000.00
no loss of load | loss of controi 0.00
" no control loss 10,000.00
deck loss of load loss of control 50,000.00
" " ne control 1oss 100,000.00
" no loss of load | loss of control 0.00
" no conirol loss 50,000.00
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Table 7.46 - Evaluation of crane operations model

Event EV[Event] SD[Event]
($) ($)
Lost load 5,687 15,283
Event P[Event]
Loss of load control .082
Loss of load .044
Human Error Plhuman error| Plhuman error|
loss of load loss of load]
contrel]

none 0.844 0.824
human system interface 0.042 0.037
knowledge-training-experience 0.033 £.030
mental-physical lapse 0.015 0.015
violation 0.013 0.012
job design 0.026 0.022
comm-info 0.047 0.040

7.5.4 HOE Management Alternatives -Camera Display Systems

Given the visual constraints that increase the risks of crane related casualties, Company D
decided to study the alternative of installing cameras in areas that are outside of the line of
sight of operators. With display monitors installed in the crane's cab, the operator would
be have visual cues that would enable them to rely less upon platform personnel to
communicate loading directions. It is estimated that the cost of a camera monitoring system
for Platform G would be $200,000.

The implementation of the camera display system affects the incidence human errors and
operating failures outside of the operators line of sight. Judgments are made as to the
effects of the monitoring system on the probabilistic measurements of human error related
contributors. These changes are reflected in Table 7.47 where more of the platform will
become visually accessible to platform operators (visual cues). The addition of more visual
cues will result in a reduction in the number of human system interface and communication-
information errors which result in operating failure errors.

The results of implementing the camera monitoring system alternative are summarized in
Table 7.48. Only marginal results are observed in the probabilities of the loss of load
control and loss of load. However, a significant reduction in the incidence of load control
losses and load losses as a result of both human system interface and communication-
information errors are observed. The marginal results of the camera system alternative
should lead Company D to evaluate other alternatives to complement the camera system
(e.g. offshore safety vessel crew training to prevent rigging failures, fail-safe crane control
systems for all cranes).
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Table 7.47 - Changes in human error probabilities as a result
of monitoring system - Company D

Visual cues
P{visual cues|crane op type]
Visual cues deck to deck crane deck-vessel crane
operation operation
line of site 0.95 0.90
no line of site 0.05 0.10

Human errors

Plhuman errors | crane operation
type, visual cues, environ cues]
crane op visual cues jenvironment none hum-syst comm-
type al interface info
conditions
deck to deck no ling of site none 0.925 0.015 0.010
" ; wind 0.833 0.025 0.025
B " waves 0.800 0.025 0.025
vessel-deck " none 0.845 0.030 0.025
" " wind 0.780 0.050 0.030
" " waves 0.780 0.050 0.030

Operating failures

Ploperating failure | human
error, environmental factors,

crane operation type
visual cues |environment hum-syst violations comm-
al interface info

conditions

deck 1o deck - none 0.020 0.050 0.030
" wind 0.030 0.060 0.040
v waves 0.040 0.045 {.050
vessel - deck none 0.075 (.040 0.075
" wind 0.090 0.060 0.090
" waves 0.085 0.050 0.095
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Table 7.48 - Evaluation of crane operations model

Event

EV[E.vent} (%)

SD[Event)
(% change w- monitor (%)
system)
Lost load 5,608 19,145
Event P[Event]
(% change w- monitor

system)

Loss of load control 070 (14%)

Loss of load .040 (9%)

P{human error| Plhuman error|
Human Error loss of toad control] loss of load]
(%change w- monitor (%change w- monitor
system) system}
none 0.874 (3.5%) 0.860 (4.5%)
human system interface 0.028 (24.3%) 0.030 (28.5%)
knowledge-training-experience 0.026 (13.3%) 0.029 (12.1%)
mental-physical lapse 0.014 (6.7%) 0.015 (0.0%)

violation 0.010 (16.7%) 0.011 (15.4%)
job design 0.019 (13.6%) 0.023 (11.5%)
comm-info 0.029 (27.5%) 0.033 (29.8%)

7.6 SUMMARY

In this chapter two case study examples were presented to demonstrate the human error
modeling procedures and quantitative measuring techniques. The Exxon Valdez and Piper
Alpha disasters were chosen as the two case study examples as a result of the sufficient
information in which to model the system failure and human related elements that
contributed to the disasters. Influence diagram representations were constructed for each
disaster. Influence diagram templates were developed from the diagram representations
that preserved the primary causative factors to each disaster but did not maintain many of .
the unique casualty characteristics. For the Exxon Valdez model, a grounding and collision
template was constructed and for the Piper Alpha disaster a simultaneous production and
maintenance model was denved.

Quantitative measurements of the human errors characteristics related each disaster were
derived using the Human Error Safety Index Method. These values were then input into
the influence diagram templates to determine the overall risk index for grounding-collision
and loss of fuel containment for the disasters.

Given the circumstances surrounding the Exxon Valdez and Piper Alpha disasters, both
catastrophes may be deemed as "unacceptable” by both industry and societal standards.
Though a catastrophe on the scale of Exxon Valdez had been cited as a once in 241 year
event, it had occurred in just 12 years after operation [Davidson, 1990]. Similarly, the
acceptable probability of offshore catastrophes on the scale of Piper Alpha had been
considered acceptable with an annual probability of failure of 10-6. Piper Alpha had also
been operating for only 12 years before the disaster. The risks described are based upon
historical data and experiences of those assessing and accepting the risks.

Given the existing state of data available, it is currently not possible to validate either
model's risk index values. As mentioned in the Chapter 5, the strength of the quantitative
modeling procedures described in this project report is the ability to update human error
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related frequencies for both near misses and casualties and thus make more objective
assessments of their impact$ on marine casualties. Had these procedure been in place, the
information would have been updated and the risk of the operations could have been
assessed. It would have been determined prior to the disasters that the level of risk was
unacceptable under the operating conditions specific to the Exxon Valdez tanker transit and
Piper Alpha production-maintenance operations.

Trends in unsafe practices, policies, procedures, and organizational contributing factors
could have led to the reduction of these risks through the instigation of HOE related
management alternatives. The impact of HOE management alternatives on risk reduction
have been assessed. A further description of identifying, modeling, and quantifying the
impacts of HOE management alternatives for the grounding-collision and production-
maintenance models were also provided. 1t is the intention that the information provided
for these two disasters will provide a basis from which to begin for updating HOE related
factors that lead to high consequence casualties.

A discussion was presented on the limiting factors of the current state of quantitative data to
drive the models. The strength of the quantitative modeling procedures allow the user to
update human error related data and thus enable users to formulate more objective models.
If the updating procedure had been in place prior to the Exxon Valdez and Piper Alpha
disasters, it is anticipated that primary HOE related factors that substantially increase the
risk of these two catastrophes could have been identified.

Examples of evaluating techniques to assess the impacts of HOE management evaluation
procedures were conducted. Two examples are described using heuristic judgments to
model HOE management alternatives for the tanker grounding-collision and offshore
production maintenance models. Alternative modeling techniques were exemplified. For
the tanker grounding-collision model, changes in operational procedures were modeled by
modifying the grounding-collision model template and accounting for the changes using the
HESIM procedures. This was an example where explicit changes were made to the
operation and were modeled directly by including the tug escort node. For the production-
maintenance model, an alternatives to the gas detection and control program was evaluated
by studying the impacts upon the hurnan errors directly with no changes in the influence
diagram model structure.
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CHAPTER 8
CONCLUSIONS

8.1 SUMMARY

The objective of this research was to develop engineering reliability and decision analysis
procedures and methodologies to identify, assess, and review alternatives to manage
human and organizational errors (HOE) in the operations of tankers and offshore
platforms. Five primary tasks were identified to reach this objective: (1) obtain well-
documented case histories of tanker and offshore platform accidents whose causes are
founded in HOE, (2) develop a classification framework for HOE, (3) analyze how HOE
interactions caused the accidents, (4) investigate effectiveness and costs of various
alternatives to reduce the incidence and effects of HOE, and (5) perform case history
based evaluations of management alternatives.

As this research developed it was apparent that there are three major players in the human
and organizational error reliability problem: (1) humans (individuals), (2) organizations
(groups of individuals), and (3) systems (structures, equipment, and procedures). The
second observation is that there are two approaches to the evaluation and management of
human and organizational errors in improving reliability: qualitative and quantitative.
Both of these approaches have benefits; the work indicates that they both should be
mobilized to identify how and where to improve human and organizational error
management. Qualitative modeling forms the basis from which to address the problem
through operational procedures and regulation, and quantitative methods provide a means
from which the procedures and regulations can be evaluated. One approach is not a
substitute for the other.

The modeling of complex interactions between humans, organizations, and systems is not
a simple problem. Currently, there is little definitive or information to assist in
evaluating or analyzing these problems. The objective of the quantitative analysis
developed in this report was not to produce numbers, it is to produce insights that can
help improve the reliability of marine systems. The quantitative assessments should only
be used as a decision support tool for qualitative judgments and are not a replacement for
sound judgment and common sense. Modeling methodology is used as a framework
from which to critically address the human element in reliability based analysis.

Chapter 2 described collection of accident reports and databases. Ninety written tanker
and offshore casualty reports dated between 1979 and 1991 were collected in addition to
3 extensive casualty databases. Using this information, it was the intention to use the
information in guiding the development of the human error classification and quantitative
modeling. However, in this task, it became apparent that there was not any
comprehensive, standardized, validated, commonly acceptable HOE classification
documentation procedure or database.

In Chapter 3, an error classification that categorizes human, organizational, and human-
system errors into 13 error types was described. Human and organizational errors were
determined to be affected in a major way by commitments to safety and resources to
achieve safety. The commitment to safety and resources affect the incidence of both
organizational errors (top-level, middle, and front line management) and front-line
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operator errors. Human and system errors were determined to be affected by
environmental factors that can inhibit decisions and actions.

Chapter 4 described how post-mortem study models and examination of currently
existing operations provide a basis on which to construct quantitative models (influence
diagrams) of general classes of accidents. Study of past high consequence accidents can
provide important insights into the complex interactions of humans, organizations,
systems, and provide the basis for development of generic "templates” for evaluation of
other similar systems. The influence diagram templates provide a basis in which to view
the interactions of contributing factors to marine related casualties event though no
quantitative assessments are made. However, the relative advantages and drawbacks
should be addressed by the user. Knowledge and expertise of the operating system is
particularly critical for studying current operations where accident data may be scarce.

The use of post-mortem study based models have both advantages and drawbacks. Post-
mortems are extensive studies that can assist one in modeling cause-event based analysis,
reveal latent errors, and allow for probabilistic updating. However, disadvantages should
be noted in that they normally do not capture all critical interactions between the human
and system. Casualty reports focus on attributing blame, focus on probability of failure
of unique sets of circumstances, and are flawed by hindsight biases.

A four step approach was developed for using influence diagrams for post-mortem case
study examples. To structure accident models, influence diagrams are first used as a tool
to create representations that address critical interactions between the system and human
operator for the marine disaster. Means by which to structure and update template
models were proposed from the influence diagrams that retain critical causative
mechanisms of the particular class of accident while not retaining the unique
characteristics of the accident scenario. Templates are confirmed by comparing with
disasters of that same particular class to determine if the template is consistent.
Inconsistencies and uncertainties in the model can be developed in greater detail. A
similar method was discussed for influence diagram model developments for existing
operations.

A lack of quantitative information limits assessment of error probabilities and frequencies
under various operating conditions. Because of a lack of definitive objective data to
serve as input to such quantitative models, one must rely on expert opinion and
information contained in existing accident reports and databases. In Chapter 53,
quantification methods ranging from best heuristic judgments to a quantitative estimating
procedure was developed. The Human Error Safety Index Method (HESIM), was
introduced as a methodology for measuring the compounding impact on human and
organizational errors resulting from accident solicitors (events, decisions, or actions).

The database system, the Human and Organizational Error Data and Quantification
System (HOEDQS) serves two purposes. First, it provides a basis from which to obtain
quantitative measurements for the HESIM described in the previous section. The
HOEDQS allows the user to incorporate the data being collected and updated the expert
judgment in generating quantitative measurements for organizational, human factors,
system, and environmental contributors. Second, the database system provides a user
friendly environment from which to generate probabilistic measures of human and
organizational errors of marine casualties and near misses.

‘As data becomes available, a lesser reliance on expert opinion and judgment is required
for the quantitative development and a greater reliance upon the data will lead to better
quantitative measurements. The HOEDQS allows updating of human errors such that
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there becomes a greater reliance upon objective data and less upon the judgmental
indexing procedure. The strength of the data quantification system is that it is self
correcting and has the capabilities of being updated and refined. The HESIM is used to
assist in determining the impacts of organizational, system and task complexities, stress,
routineness, and environmental conditions upon human errors and their effects upon
increasing the risk. Error frequencies can be updated using the HESIM and HOEDQS
and are then used to update the failure event index. The failure event risk index is then
maitched against the failure probabilities for that event. A functional relation between the
risk index and probability of the accident event is then determined. This allows for
forecasting the risk of failure events for future operations under various human operator
conditions to determine if these operational conditions lead to an acceptable level of risk.

Chapter 6 addressed issues in determining HOE management alternatives. Human and
organizational error management systems are required as a result of regulation or
management operating policies. Once HOE management alternatives are identified, they
are examined and evaluated to determine estimated impacts on the reduction of the
frequency of the failures and the relative cost of implementation. Various modeling
procedures were discussed by both explicitly and implicitly accounting for HOE
management alternatives in modeling procedures. Factors to consider when determining
"what is safe enough?" should be considered in the HOE management decision process.

In Chapter 7, 4 case studies were modeled to demonstrate HOE is to identified, assessed,
and HOE management alternatives are evaluated. Post-mortem analyses entailed using
well documented case studies (Exxon Valdez and Piper Alpha) as a basis from which to
construct accident templates. Model templates were also constructed and analyzed for
tanker loading-discharge operations and offshore crane operations using no post-mortem
data. Both probability encoding and the HESIM were used as quantitative modeling
techniques for the models. Human and organizational error management alternatives
were modeled and evaluated.

8..2 OBSERVATIONS
The following summarizes the primary observations that were developed during this
study:

There are three primary players in high consequence accidents: the front-line operators of
the system (humans), the groups that are responsible for the management of the systems
(organizations), and the physical elements (system).

High consequence accidents result from a multiplicity or compounding sequence of
break-downs in the human, organization, and system; often there are "precursors” or early
warning indications of the break-downs that are not recognized or are ignored.

Systems (physical components) are generally the easiest of the three components to
address; design for human tolerances and capabilities (ergonomics), provision of
redundancy and damage-defect tolerance, and effective early warning systems that
provide adequate time and alarms so that systems can be brought under control are
examples of potential measures. Error inducing systems are characterized by complexity,
close coupling, latent flaws, small tolerances, severe demands, and false alarms.

Humans are more complex in that error states can be developed by a very wide series of
individual characteristics and "states” including fatigue, negligence, ignorance, greed,
folly, wishful thinking, mischief, laziness, excessive use of drugs, bad judgment,
carelessness, physical limitations, boredom, and inadequate training. External (to the
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system) and internal (in the system) environmental factors such as adverse weather, time
of day, smoke, and temperature provide additional influences. Selection (determination
of abilities to handle the job), training (particularly crisis management), licensing,
discipline, verification and checking, and job design provide avenues to improve the
performance of front-line operators.

While the human and system aspects are very important, the organization aspects
frequently have over-riding influences. For instance, corporate "cultures" focused on
production at the expense of quality, ineffective and stifled communications, ineffective
commitment and resources provided to achieve quality, excessive time and profit
pressures, conflicting corporate objectives, and counter-quality and integrity incentives
are often present in "low reliability” organizations may over-ride human and systemic
aspects. Generally, these aspects are the most difficult to address. Experience indicates
that high reliability organizations tend to improve, while low reliability organizations do
not improve rapidly, if at all.

The most important part of the HOE evaluation process is qualirative; a realistic and
detailed understanding of the human, organization, and system aspects and potential
interactions must underlie the entire process. Quantitative aspects provide an important
framework from which to evaluate the potential effectiveness of proposed "fixes" and to
examine the detailed interactions of human, organization, and system components.

There is no accepted and established marine system HOE database that can be relied upon
to give accurate quantitative indications of the frequencies of accident contributors; in the
case of specific accident scenarios, existing databases frequently give misleading
indications of causes and consequences. Complex interactions are frequently not
determined or lost in the reporting. Study of past high consequence accidents can provide
important insights into the complex interactions of humans, organizations, and systems
and can provide the basis for development of generic "templates” for evaluation of other
similar systems. Study of "near misses” can show how potentially catastrophic sequences
of actions and events can be interrupted and brought under control. There is no generally
available database or archiving system for "near miss” information.

An adequate and understandable quantitative analysis system exists to assist evaluations
of HOE; probability based "influence diagramming" has proven to be able to show the
complex interactions and influences and efficiently produce quantitative indices that can
indicate the effectiveness of alternative HOE "fixes.” Because of the lack of accurate and
definitive objective data to serve as input to such quantitative models, structured safety
index models have been developed to allow encoding subjective judgment into the
evaluation of probabilities. The HOEDQS format provides a structured framework from
which complex interactions between events, environmental factors, system, task
complexity, and HOEs may be examined.  Still, to this date, there is no established
methodology in practice to document casualties and near misses. Even the information
that is currently being documented, excludes critical accident factors such as minor and
major violations that lead to accident scenarios.

A reasonable and workable HOE classification system has been developed herein. This
system should provide the basis for development of future marine operations accident
reporting systems. Investigators need to be well trained in the evaluation of human and
organization factors in marine accidents. An industry wide computer database system
needs to be developed to improve the efficiency of accident reporting and analysis of
results. Information on both accidents and "near misses” needs to be incorporated into
this database.
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The primary objective of HOE analyses should not be to produce numbers. The primary
objective of HOE analyses should be to provide a disciplined and structured framework
that is able to produce insights and information that can lead to improvements in the
management of HOE. Even in the absence of reliable data, reliable quantitative
assessments can be made. Judgments and experiences of operators, managers, regulators,
and other decision makers are invaluable to the decision process. Quantitative measuring
techniques for HOEs such as the HESIM can provide valuable quantitative insights. If
consistent methodologies are used in quanutative measuring, reliable comparisons
between HOE management alternatives can be assessed.

8.3 RECOMMENDATIONS FOR FUTURE DEVELOPMENTS

Given the current state of knowledge of identifying, assessing, and managing the impacts
of human and organizational errors in operations of marine systems there are many areas
of research that could greatly enhance the study of human and organizational errors in
operations of marine systems. In general, modeling of human errors in operations of
most technological systemns have been task oriented in nature. Within the last few years,
it has become apparent that management and organizational factors play a major role in
both initiating and compounding of catastrophic accidents in marine systems.

One of the most critical areas for future developments is the implementation of an
extensive database system to document the impacts of human errors at various stages of
marine casualties. Since it has become commonly accepted that approximately 64% of
all high consequence marine casualties are the result of human errors during operations, it
1s imperative that an extensive database system be implemented. Recent efforts by the
USCG to train casualty investigators in identifying and properly documenting human and
organizational errors for marine systems has been encouraging (Idaho National
Engineering Laboratory, 1992). A critical area of deficiency has been in addressing the
underlying root causes to accidents that are the results of organizational factors.
Historically, casualty investigations have been focused more upon assessing blame than
trying to get to the root causes of an accident scenario. Obligations to retain the
information within the organization, legal reasons, and other factors limit the abilities to
properly identify the root causes to human errors.

Another critical factor is the verification of model developments. Further refinements of
the modeling procedures described in this project report 1s an iterative process. Updating
of both quantitative measurements and modeling are critical to assuring the success of
these modeling procedures. Bea and Roberts (1993) have initiated a research endeavor
aimed at use and verification of the efforts described in this project report. This entails
the study of loading and discharge operations for tankers. This is an extension of the
work performed during this research. The initial background and template model for
loading and discharge operations are presented in Chapter 7. Refinements and
verification of these procedures will only help to enhance the use of these methods.

These methods should also be used to assess the impacts of HOE management
alternatives. Modeling HOE related management alternatives have been discussed by
Moore and Bea (1993). Chapter 6 discusses the use of HOE related management
alternatives and risk assessment issues. An advantage of the modeling procedures
discussed in this project report is that HOE management alternatives can be compared
even with little or no available data. Using expert judgment comparisons can be made
between alternatives to determine estimates of the degree of risk reduction that can be
observed. These types of modeling procedures have been developed for both structural
and fire and life safety factors for offshore platforms {Bea and Craig, 1993; Gale, 1993].
Further development of these procedures is a high priority.
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APPENDIX 2

Casualty Data Catalog

NATIONAL TRANSPORTATION SAFETY BOARD

National Transportation Safety Board/U.S. Coast Guard. 1976. SS C.V. Sea Wiich - §S
Sesso Brussels (Belgium); Collision and Fire in the New York Harbor on 2 June 1973
with Loss of Life. Report no. USCG/NTSB MAR-75-6.

National Transportation Safety Board/United States Coast Guard. 1977. 5§ Key Trader
and SS Baune (Norwegian), Collision in the Mississippi River on 18 January 1974 with
Loss of Life. Report no. USCG/NTSB MAR-77-1.

National Transportation Safety Board/United States Coast Guard. 1977. §§ Edgar M.
Queeny - SIT Corinthos,; Collision at Marcus Hook, Pensylvania on 31 January 1975
with Loss of Life. Report no. USCG/NTSB MAR-77-2.

National Transportation Safety Board. 1980. Collision of the S/T Texaco lowa and the
MIT Burmah Spar on the Mississippi River, Pilottown, Louisiana, October 3, 1978.

NTSB/MAR-80-3.

“National Transportation Safety Board. 1980. Collision of Peruvian Freighter M/V Inca

Tupac Yupanqui and U.S. Butane Barge Panama City, Good Hope, Louisiana, August
30, 1979. PB80-200850, NTSB-MAR-80-7.

National Transportation Safety Board. 1980. Collision of SIT Mobil Vigilant and SIT

Marine Duval on the Neches River Near Beaumont, Texas, February 25, 1979.
NTSB/MAR-80-8.

National Transportation Safety Board. 1980. Collision of United States Tankship S.S.
Exxon Chester and Liberian Freighter M.V. Regal Sword in the Atlantic Ocean Near
Cape Cod, Massachuserts, June 18, 1979. NTSB/MAR-80-11.

National Transportation Safety Board. 1980. Liberian Tank Vessel M/V Seatiger
Explosion and Fire, Sun Oil Terminal, Nederland, Texas, April 19, 1979. NTSB/MAR-
80-12.

National Transportation Safety Board. 1980. Collision of U.S. Coast Guard Cutter

Blackthorn, and U.S. Tankship Capricorn, Tamapa Bay, Florida, January 28, 1980.
NTSB/MAR-80-14.
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National Transportation Safety Board. 1980. Collision of Liberian Tankship M/V Pina
and the Towboat Mr. Pete and Its Tow Mile 99.3, Lower Mississippi River, December
19, 1979. NTSB/MAR-80-17. '

National Transportation Safety Board. 1980. Explosion and Fire on Board the S§
Chevron Hawaii with Damages to Barges and to the Dear Park Shell Oil Company
Terminal, Houston Ship Channel, September 1, 1979. NTSB/MAR-80-18.

National Transportation Safety Board. 1981. U. S. Tankship S/S Texaco North Dakota
and Artificial Island IE-361-A, Collision and Fire, Gulf of Mexico, August 21, 1980.
PB81-191371, NTSB/MAR-81-4.

National Transportation Safety Board. 1981. Collision of the U.S. Mississippi River
Steamer Natchez and U.S. Tankship §S Exxon Baltimore, New Orleans, Louisiana,
March 29, 1980. PB81-231797, NTSB/MAR-81/5.

National Transportation Safety Board. 1981. Grounding of the U.S. Tankship S.S.
Concho Constable Hook, Reach of Kill Van Kull, Upper New York Harbor, January 19,
1981. PB81-249443, NTSB/MAR-81-11.

National Transportation Safety Board. 1981. Liberian Chemical Tankship M/V Coastal
Transport Collision with U.S. Offshore Supply Vessel M/V Sallee P., Lower Mississippi
River near Venice, Louisiana, November 24, 1980. PB82-105016, NTSB/MAR-81-12.

National Transportation Safety Board. 1981. Explosion and Fire on Board the U.S.
Tankship Monticello Vicotry, Port Arthur Texas, May 31, 1981. PB82-1571635,
NTSB/MAR-81-14,

National Transportation Safety Board. 1982. Collision of the U.S. Tankship Pisces with
the Greek Bulk Carrier Trademaster, Mile 124, Lower Mississippi River, December 27,
1980. PB82-916402, NTSB/MAR-82-2.

National Transportation Safety Board. 1982. Sinking of the M/V Oxy Producer in the
Atlantic Ocean Near the Azores Island September 20, 1981. PB82-916406,
NTSB/MAR-82-6.

National Transportation Safety Board. 1983. Capsizing and Sinking of the U.S. Mobile
Offshore Drilling Unit Ocean Ranger Off the East Coast of Canada 166 Nautical Miles
East of St. John's, Newfoundland February 15, 1982. NTSB/MAR-83/2.

National Transportation Safety Board. 1983. Explosion and Fire Onboard U.S. Coastal
Tankship Poling Bros. No. 9, East River, New York Harbor, February 26, 1982. PB83-
916403, NTSB/MAR-83/03.

National Transportation Safety Board. 1983. Collision of the U.S. Towboat Creole
Genii and Liberian Tank Vessel Arkas Near Mile 130 Mississippi River, March 31,
1982. PB83-916404, NTSB/MAR-83/04.

National Transportation Safety Board. 1983. Breakaway of 38 Barges, Arkansas River,
December 4, 1982. PB83-916405, NTSB/MAR-83/05.

National Transportation Safety Board. 1983. Engineroom Flooding and Near
Foundering of U.S. Tankship Ogden Willamette, Caribbean Sea, June 16, 1982. PB83-
916406, NTSB/MAR-83/06.
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National Transportation Safety Board. 1983. Explosion and Fire Onboard the U.S.
Tankship Golden Dolphin in the Atlantic Ocean, March 6, 1982. PB83-916407,
NTSB/MAR-83/07.

National Transportation Safety Board. 1984. Collision of the U.S. Coast Guard Cutter
Polar Sea and Barges, Seattle Washington, September 10, 1983. PB84-916403,
NTSB/MAR-84/03.

National Transportation Safety Board. 1984. Capsizing and Sinking of the United
States Drillship Glomar Java Sea in the South China Sea 65 Nautical Miles South-
Southwest of Hainan Island, Peoples Republic of China, October 25, 1983.
NTSB/MAR-84/08.

National Transportation Safety Board. 1984. Grounding of United States Tankship
Mobil Oil, in the Columbia River near Saint Helens, Oregon, March 19, 1984. PBg4-
916409, NTSB/MAR-84/09.

National Transportation Safety Board. 1985. Explosion and Sinking of the United
States Tankship §§ American Eagle Gulf Mexico, February 26 and 27, 1984. PB85-
916406, NTSB/MAR-85/06.

National Transportation Safety Board. 1986. Explosion and Fire Aboard the U.S.
Mobile Offshore Drilling Unit Zapata Lexington, Gulf of Mexico, September 14, 1984.
PB85-916412, NTSB/MAR-85/12.

National Transportation Safety Board. 1986. Explosion and Fire Onboard the U.S.
Mobile Offshore Drilling Unit Glomar Arctic I in the North Sea, 130 Nautical Miles
East-Southeast of Aberdeen, Scotland, January 15, 1985. PB86-916403, NTSB/MAR-
86/03.

National Transportation Safety Board. 1986. Explosions and Fire On Board U.S.
Chemical Tankship Puerto Rican in the Pacific Ocean Near San Francisco, California,
October 31, 1884. PB86-916405, NTSB/MAR-86/05.

National Transportation Safety Board. 1986. Collapse of the U.S. Mobile Offshore
Drilling Unir Penrod 61, Gulf of Mexico, October 27, 1985. PB86-916411,
NTSB/MAR-86/10.

National Transportation Safety Board. 1987. Capsizing and Sinking of the United
States Drillship Glomar Java Sea in the South China Sea 65 Nautical Miles South-
Southwest of Hainan Island, Peoples Republic of China, October 25, 1983.
NTSB/MAR-87/02.

National Transportation Safety Board. 1987. Explosion Aboard the U.S. Tank Barge
TTT 103, Pascagoula, Mississippi, July 31, 1986. PB87-916405, NTSB/MAR-87/05.

National Transportation Safety Board. 1987. Engineroom Flooding of the U.S.
Tankship Prince William Sound Near Puerto Vallarta, Mexico, May 1986. PB87-
916406, NTSB/MAR-87/07.

National Transportation Safety Board. 1987. Fires On Board the Panamanian Tank
Ship Shoun Vanguard and the U. S. Tank Barge Hollywood 3013, Deer Park, Texas,
QOctober 7, 1986. PB87-916408, NTSB/MAR-87/08.
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National Transpottation Safety Board. 1987. Explosion and Fire Aboard the U.S. Tank
Barge STC 410 at the Steuart Petroleum Company Facility, Piney Point, Maryland,
December 20, 1986. PB87-916409, NTSB/MAR-87/09.

National Transportation Safety Board. 1987. Grouning of the Panamanian Tankship
Grand Eagle in the Delaware River Near Marcus Hook, Pennsylvania, September 28,
1985. PB87-916410, NTSB/MAR-87/10.

National Transportation Safety Board. 1988. Ramming of the Maltese Bulk Carrier
Mont Fort by the British Tankship Maersk Neptune in Upper New York Bay, February
15, 1988. PB88-916409, NTSB/MAR-88/09.

National Transportation Safety Board. 1989. Striking of a Submerged Object by the
Bahamian Tankship Esso Puerto Rico, Mississippi River, Kenner, Louisiana, September
3, 1988. PB89-916402, NTSB/MAR-89/02.

Nationa! Transportation Safety Board. 1989. Explosion Aboard the Maltese Tank
Vessel Fiona in Long Island Sound Near Northport, New York, August 31, 1988. PB89-
916403, NTSB/MAR-89/03.

National Transportation Safety Board. 1989. Capsizing and Sinking of the Mobile
Offshore Drilling Unit Rowan Gorilla I in the North Atlantic Ocean, December 15,
1988. PB89-916406, NTSB/MAR-89/06.

National Transportation Safety Board. 1989. Collision between the Swedish Auto
Carrier Figaro and the French Tankship Camargue, Galveston Bay Enterance,
November 10, 1988. PB89-916407, NTSB/MAR-89/07.

National Transportation Research Board. 1989. Exxon Valdez Casualty Factual
Reports.

National Transportation Safety Board. 1990. Grounding of the U.S. Tankship Exxon
Valdez on Bligh Reef Prince William Sound near Valde:z, Alaska. PB90-916405,
NTSB/MAR-50/04. ’

National Transportation Safety Board. 1990. Several Recent Ramming Investigated by
the National Transporation Safety Board. Presented to the Chesapeake Section of the
Society of Naval Architects and Marine Engineers, June 5, 1990.

National Transportation Safety Board. 1991. Grounding of the Greek Tankship World
Prodigy Off the Coast of Rhode Island , June 23, 1989. PB83-916401, NTSB/MAR-
91/01.

UNITED STATES COAST GUARD
United States Coast Guard/National Transportation Safety Board. 1976. S§ C.V. Sea

Witch - SS Sesso Brussels (Belgium); Collision and Fire in the New York Harbor on 2
June 1973 with Loss of Life. Report no. USCG/NTSB MAR-75-6.

United States Coast Guard. 1977. §S Sansinena (Liberian); Explosion and Fire in Los

Angeles Harbor, California on 17 December 1976 with Loss of Life. Report no. USCG
16732/71895.
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United States Coast Guard. 1977. M/V Elias; Explosion and Fire at Fort Mifflin,
Pennsylvania on 9 April 1974 with Loss of Life. Report no. USCG 16732/51363.

United States Coast Guard/National Transportation Safety Board. 1977. $S Key Trader
and SS Baune (Norwegian), Collision in the Mississippi River on 18 January 1974 with
Loss of Life. Report no. USCG/NTSB MAR-77-1.

United States Coast Guard/National Transportation Safety Board. 1977. S§ Edgar M.
Queeny - SIT Corinthos; Collision at Marcus Hook, Pensylvania on 31 January 1975
with Loss of Life. Report no. USCG/NTSB MAR-77-2.

United States Coast Guard. 1978. Ocean Express (Drilling Unit); Capsizing and
Sinking in the Gulf of Mexico on 15 April 1976 with Loss of Life. Report no. USCG
16732/61865.

United Stétes Coast Guard. 1978. SS Frosta (Norwegian), M/V George Prince;
Collision in the Mississippi River on 20 October 1976 with Loss of Life. Report no.
USCG 16732/73429.

United States Coast Guard. 1979. M/V Chester A. Poling; Sinking in the Atlantic Ocean
on 10 January 1977 with Loss of Life. Report no. USCG 16732/73448.

United States Coast Guard. 1979. Well Blowout with Explosion and Fire Onboard
Penrod Drilling Rig 30 at South Marsh Island Block 281, Placid Qil Co. "C" Platform,
on 5 March 1979, with Multiple Loss of Life and Pollution. Report no. USCG16732-
1/25/REF.

United States Coast Guard. 1982. SS Ogden Willamente: Major Engine Room Flooding
in the Caribbean Sea, Off of the Southeast Coast of Jamaica on 16 June 1982, with
Personnel Injury. Report no. USCG 16732/0210.

United States Coast Guard. 1983. SS Marine Eleciric, O.N. 245675, Capsizing and
Sinking in the Atlantic Ocean on 12 February 1983, with Muitiple Loss of Life. Report -
no. USCG 16732/0001 HQS 33.

United States Coast Guard. 1983. SS Golden Dolphin: Explosion and Fire in the
Atlantic Ocean on 6 March 1982 with Loss of Life. Report no. USCG 16732/0002 HQS
82.

United States Coast Guard. 1985. SS American Eagle, O.N. 278327, Explosion in the
Gulf of Mexico on 26 February 1984 and Subsequent Sinking on 27 February 1984, with
Loss of Life. Report no. USCG 16732/0001 HQS 84.

United States Coast Guard. 1985. Tankship Puerto Rican, O.N. 535000, Explosion and
fire in the Pacific Ocean on 31 October 1984. Report No. USCG 16732/0003 HQS 84.

United States Coast Guard. 1985. Drillship Glomar Java Sea, ON. 568182, Capsizing
and Sinking in the South China Sea on 25 October 1983, with Loss of Life. Report No.
USCG 16732/0004 HQS 83.

United States Coast Guard. 1988. SS Omi Yukon, D.N. 547919, Explosions and Fire on
28 October 1986 in the Pacific Ocean Approximately 1000 Miles West of Honolulu
Hawaii with Multiple Loss of Life and Personnel Injuries. Report no. USCG
16732/0002 HQS 88.
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United States Coast Guard. 1990. S/S American Trader (US )-'Investigation Into the
Grounding at Golden West Terminal Offshore Mooring on 7 February 1990 with
Pollution and No Personnel Injuries. Report no. USCG16732/MC90000938.

United States Coast Guard. 1992. S5/S Exxon Houston, Grounding Near Barbers Point,
Hawaii on 2 MArch 1989, with Polution and Subsequent Constructive Loss to Vessel.
Report no. USCG16732/01 HQS 92.

MINERALS MANAGEMENT SERVICE -

Minerals Management Service. 1984. [Investigation of July 20, 1983, Blowout
Matagorda Island Block 657, Lease OCS-G-4139, Gulf of Mexico. OCS Report MMS
84-0040.

Minerals Management Service. 1984. Risk Analysis of Crane Accidents. OCS Report
MMS 84-0056.

Minerals Management Service. 1984. Risk Analysis of Welding Accidents. OCS Report
MMS 84-0064.

Minerals Management Service. 1985. Investigation of October 20-27 1983, Blowout,
Eugene Island Block 10, Lease OCS-G 2892, Gulf of Mexico. OCS Report MMS §5-
0050.

Minerals Management Service. 1985. Investigation of May 1984 Explosion and Fire,
Lease OCS-G 3280, West Camaron Block 405, Gulf of Mexico Off the Louisiana Coast.
OCS Report MMS 85-0054.

Minerals Management Service. 1985. [nvestigation of August 1984 Fire, Lease OCS-G
2254, East Camaron Block 322, Gulf of Mexico, Off the Louisiana Coast. OCS Report
MMS 85-0099.

Minerals Management Service. 1986. Investigation of January 6, 1984, Flash Fire Ship
Shoal Block 269, Gulf of Mexico, Off the Louisiana Coast. OCS Report MMS 86-0101.

Minerals Management Service. 1986. [nvestigation of December 1985 Blowout and
Fire, Lease OCS-G 4268, West Cameron Block 648, Gulf of Mexico, Off the Louisiana
Coast. OCS Report MMS 86-0100.

Minerals Management Service. 1986. [nvestigation of September 1984 Lowout and
Fire, Lease OCS-G 5893, Green Canyon Block 69, Gulf of Mexico, Off the Louisiana
Coast. OCS Report MMS 86-0101.

Minerals Management Service. 1986. Invesitgation of October 27-28, 1985, Structural
Failures: Ocean Drilling and Exploration Company Platforms: Quter Continental Shelf
Lease 0605, South Timbalier Block 86 and Outer Continental Shelf Lease 0073, South
Pelto Block 19, Gulf of Mexico off the Louisiana Coast. OCS Report MMS 86-0075.

Minerals Management Service. 1988. [nvestigation of May 1987 Fire Lease OCS-G
2937 West Delra Block 109. OCS Report MMS 88-0004.

Minerals Management Service. 1988. Investigation of November 10, 1986 Blowout and
Fire, OCS Lease 0244, West Cameron Block 71. OCS Report MMS 88-0007.
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Minerals Management Service. 1988. Accidents Associated With Oil and Gas
Operations: Outer Continental Shelf 1956-1986, OCS Report MMS 88-0011.

Minerals Management Service. 1989. [nvestigation of Fire September 1988 Lease
OCS-G 1633, Main Pass Block 133. OCS Report MMS 89-0072.

Minerals Management Service. 1989. Investigation of Amoco Pipeline Company High
Island Pipeline System Leak, Galveston Block A-2, February 7, 1988. OCS Report
MMS 89-0102.

Minerals Management Service. 1990. Investigation of March 19, 1989, Fire South Pass
Block 60 Platform B Lease OCS-G 1608. OCS Report MMS 90-0016.

Minerals Management Service. 1990. Accident Investigation Report OCS: Unocal P-
0441. Crane accident: November 25, 1990,

Minerals Management Service. 1991. Accident Investigation Report OCS: Unocal P-
0441. Crane accident: January 7, 1991.

U.S. GEOCLOGICAL SURVEY
Geological Survey. 1977. AnInvestigation of Pennzoil's Blowout and Loss of Platform,

High Island Block A-563, Gulf of Mexico Off the Texas Coast. May, 1977.

Geological Survey. 1980. OQuter Continental Shelf Oil and Gas Blowouts. Open File
Report 80-101.

Geological Survey. 1980. Investigation of March 198 Blowout and Fire, Lease OCS-G
2433, High Island Block A-368, Gulf of Mexico, Off the Texas Coast. Open File Report
80-1278.

Geological Survey. 1981. Investigation of August 1980 Blowout and Fire, Lease OCS-
G 4065, Matagorda Island Block 669, Gulf of Mexico Off the Texas Coast. Open File
Report 81-706.

Geological Survey. 1981. Investigation of January 1981 Blowout and Fire, Lease OCS-
G 4077, High Island Block 38, East Addition, Gulf of Mexico Off the Texas Coast. Open
File Report 81-868.

Geological Survey. 1981. Investigation of August 1980 Blowout and Fire, Lease OCS-
G 2271, Vermilion Block 348, Gulf of Mexico Off the Louisana Coast. August, 1991.

Geological Survey. 1983. [Investigation of October 1982 Blowour and Fire, Eugene
Island Block 361, Gulf of Mexico. Open File Report 83-113.

Geological Survey. 1983. Outer Continental Shelf Blowouts: 1979-1982. Open File
Report 83-562.

ADDITIONAL ACCIDENT REPORT AND ACCIDENT DATA SQURCES
California State Lands Commission. 1991. Chevron El Segundo Oil Spill Report.
Marine Facilities Inspection and Management Division.
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CASMAIN, USCG casualty database. 1981-1990. . N
McLeod, J. 1992. The Oil Spill.. Arco...the Pilot’s Story. (The grounding of the Arco .
Anchorage. Port Angeles, WA, 1985).

Moan, T. 1981. The Alexander Kielland accident. Report of the Norwegian
Government Commission. April 21, 1981,

Report of the Royal Commission on the Ocean Ranger Marine Disaster. 1985. Ottawa,
Ontario, Canada.

Reading and Bates Offshore Drilling Company. 1971. Loss of the C.E. Thorton,
February 13, 1971.

United Kingdom Department of Energy. 1988. Piper Alpha Technical Investigation:
Interim Report. (Petrie Report) Crown: London. September, 1988.

United Kingdom Department of Energy. 1988. Piper Alpha Technical Investigation:
Further Repori. (Petrie Report) Crown: London. December, 1988.

United Kingdom Department of Energy. 1990. The Public Inquiry into the Piper Alpha
Disaster, The Hon Lord Cullen, Volume 1, HMSO Publications, London. November,
1990.

United Kingdom Department of Energy. 1990. The Public Inquiry into the Piper Alpha
Disaster, The Hon Lord Cullen, Volume 2, HMSO Publications, London. November,
1990. s

Veritec. 1984. Offshore Reliability Data Handbook (OREDA), 1st Edition. Penn Well
Books. _ :

Veritec. 1989. The Worldwide Offshore Accident Databank (WOAD). Annual Reports
through 1988. Oslo, Norway.
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APPENDIX 3

HESIM, HOEDQS, and Influence Diagram User Instructions

HOEDQS - HESIM

This first version of the HOEDQS-HESIM has been designed to run in an Apple
Macintosh II, Centris 600, or Powerbook 160 or better domain using Microsoft Excel
version 4.0 software package. A color monitor is preferred but not necessary. Best
results are seen when using a math co-processor and at least 5K of random access
memory (RAM). Future versions of the HOEDQS-HESIM will be designed for use in
both PC-DOS and Macintosh environments. For the descriptive background of the
HOEDQS and the HESIM, please refer to Chapter 5.

To Start

1. Open "HOEDQS" Disk by double clicking on the HOEDQS Icon or name.

2. Open the Microsoft Excel document entitled "HOEDQS".

3. The startup window appears; click on the "OK" button to engage the HOEDQS.

4. A window will appear asking if you wish to input/an.alyze data or perform a HESIM
analysis. Click on the appropriate option button and then click on the "OK" button
or press Return,

inputting or Analyzing Data

5. A window will appear asking if you wish to input data or analyze data. Click on the
appropriate option button and then click on the "OK" button or press Return.

Inputting Data:

6. A window appears asking if the user wishes to input new or modified data. Click
on the appropriate option button and then click the "OK" button. If the data is new,
it will open a new set of data inputs in the database. If it is a modified assessment,
it searches for the selected vessel or platform, and recall that information.

7. A window entitled "Vessel/Platform Identification” will appear. Input all of the
appropriate information relevant to the vessel or platform near miss or casualty.
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10.

11.

12.

This input information cannot include the following symbols: "", /, - , +, =. A
"bottom line" (_) is suggested to separate words or phrases. :

If the input data is new data, a window entitled "Casualty Values" will appear. The
user inputs the appropriate information. Leave all non-applicable boxes blank. If
you are inputting data for a near miss, input zeros in each box. Click on the "OK"
button or press Return.

A window entitled "Casualty Level" will appear asking what casualty level the user
wishes to input information for. Click on the appropriate option button then click
on the "OK" button.

If the user selects the "Underlying” button for the casualty level, a window will
appear entitled "Underlying EDAs". Under the "Primary"” heading, there is a drop-
down box with 17 events, decisions, or actions that can be selected as the primary
underlying contributor to the casualty or near miss. If none of the primary factors
do not relate to the primary underlying EDA, select the last input in the primary
drop down box entitled "other (type in box below)". Type the underlying
contributing factor in the edit box.

If the user selects the "Direct” or "Compounding” button for the casualty level, a
window will appear entitled either "Direct EDAs" or "Primary EDAs". Under the
"Primary” heading, there is a drop-down box with 17 events, decisions, or actions
that can be selected as the primary underlying contributor to the casualty or near
miss. No special input edit. box will appear for the "Direct EDAs" or
"Compounding EDAs" windows.

The user has the option of selecting 6 associated EDAs for inputting human error
data. There are 39 associated EDAs from which a selection can be made.! These
associated EDAs influence or are directly related to the primary EDA and are input
as appropriate. Once all associated EDAs are selected, press the "OK" button or
press Return.

A window will appear asking the user which EDA for the particular casualty level
(Underlying, Direct, or Compounding) they wish to input data for. Select the EDA
by clicking on the appropriate option button then press the "OK" button or press
Return. A spreadsheet window entitled "HOEDQS spreadsheet” should appear with
the user interface window shown in Figure A3.1.

The HOEDQS spreadsheet

The "HOEDQS spreadsheet” window has been designed to be a user friendly
window for users to input or analyze data. The set of yellow cells in the upper left
hand corner of the HOEDQS spreadsheet are used to provide the casualty
identification, level and other related factors. The casualty-near miss information
input by the user in the "Vessel/Platform Information" window is provided in the
first three rows and two columns. The Casualty Level, and Casualty Factor (EDA)
are provided below the vessel/platform information. Inputs for system and task
complexities are provided in the next set of rows and columns. The task and system
inputs are left blank until the values are input by first selecting the "Task
Complexity" and "System Complexity” buttons (see Table A3.1).

1 These associated EDA's are selected from the U.S. Coast Guard's Marine Casualty Human Factor
Supplement (MCHES). Each of these factors are defined at the end of Appendix 3.
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Table A3.1: Button description for HOEDQS spreadsheet

——

i Button | '[')escrigtion F
Save Data Saves the data to the database

GOTO HESIM Activates the "HESIM worksheet” window to perform
HESIM analysis.
QUIT Quits the HOEDQS program.

Environmental Factors

Activates the window entitled "Environmental Factors” for
the user to input environmental inhibitors that are
contributors to the EDA being analyzed. The questions and
answers are provided below in Environmental Factors.

Task Complexity

Activates the window entitled " Lask Complexity" for the user
to input whether the task complexities are "High" or "Low"

| for the EDA being analyzed (if applicable).

System Complexity

Activates the window entitled "System Complexity” for the
user to input whether the system complexities are "High" or
"Low" for the EDA being analyzed (if applicable).

Top Level Management

Activates the window "Top Level Management” for the user
to input top-level management factors described in Section
4.4.3. The questions and answers are provided below in Top
Level Management Questions.

Modify casualty level
or factor

This will return the user to the "Casualty Level” window so
the user may select the casualty level that they wish to modify
data for. The user is then provided with the window to select
the casualty EDA to be performed. Once the relevant
information is provided, the HOEDQS will find the record in
the database and return the information to the "HOEDQS
spreadsheet” for modification.

New casualty level
or factor

This will return the user to the "Casualty Level” window so
the user may select the casualty level that they wish to modify
data for. The user is then provided with the window to select
the casualty EDA to be performed.

Clear All Cells

Clears all human and organizational error inputs for the
particular accident EDA.

Clear Cell

Once this button is clicked, the user has the option of clearing
any human and organizational error input cell they so choose
by double-clicking on the cell.
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Table A3.1: Button description for HOEDQS spreadsheet (cont.,)

re}ationshjp Ce;‘tajnty "Low" I"IE/MOE Certain[y level for the human and

Button ~Description
Once this button 1s clicked, the user has the option of
ow HE/MOE inputting into any human and organizational error input cell a

organizational error of interest. This is performed by double-
clicking on the cell. This will return the letter "L" in the cell.

Moderate HE/MOE inputting into any human and organizational error input celi a
relationship certainty | "Moderate” HE/MOE certainty level for the human and

Once this button 1s clicked, the user has the option of

organizational error of interest. This is performed by double-
clicking on the cell. This will return the letter "M" in the cell.

relationship Certajnty "High" HE/MOE Cenaiﬂty level for the human and

Once this button is clicked, the user has the option of
High HE/MOE inputting into any human and organizational error input cell a

organizational error of interest. This is performed by double-
clicking on the cell. This will return the letter "H" in the cell.

Calculate conditional | Calculates the weighted human error probabilities as
weignted human error | described below in Analyzing Accident Data. The weighted

probabilities probability of that criteria is then calculated as described in
Section 4.5.2.

13. The user now has the opportunity to input the related human, organizational,

environmental, task, and system information relevant to the EDA. Each of the

human and organizational errors are arranged in a matrix form as shown in Figure
A3.1.

The user has the option of inputting the error certainties into the cells directly, by
typing them in from the keyboard, or using the certainty level buttons described in
Table A3.1. If the user inputs the certainty levels in manually, they should be in
uppercase letters: "L" (low), "M" (moderate}, and "H" (high).

There are 15 buttons on the HOEDQS spreadsheet that utilize a number of functions

for inputting casualty or near-miss information. Table A3.1 provides a short
description of each button on the HOEDQS spreadsheet.

Using HOEDQS spreadsheet buttons

Environmental Factors:

14. After clicking on the "Environmenial Factors” button, a window will appear asking

the user to input all relevant external and internal environmental factors. More than
one environmental factor may be selected. Using the mouse the user clicks on the
appropriate organizational factors and an "X" will appear in the box. Once the user
has selected all environmental factors, click the "OK" button or press Return.

Task Complexity:

15. Afier clicking on the "Task Complexity” button, a window will appear asking the

user to select whether the task complexity for the EDA was high or low. The user
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selects the appropriate button then selects the "OK" button or press Return. The
task complexity level will appear as either "LOW" or "HIGH" in the yellow "Task
Complex” cell in the upper left hand corner of the HOEDQS spreadsheet.

System Complexity:

16.

After clicking on the "System Complexity” button, a window will appear asking the
user to select whether the system complexity for the EDA was high or low. The user
selects the appropriate button then selects the "OK" button or press Return. The
system complexity level will appear as either "LOW" or "HIGH" in the yellow
"Syst Complex” cell in the upper left hand corner of the HOEDQS spreadsheet.

Top-Level Management:

17.

It is not required that this information be provided for all EDAs but should be
included where relevant. If the information is relevant, after clicking on the "Top
Level Management” button, a window entitled "Top-Level Management (TLM)
Part 1" will appear. This window includes 3 of 5 questions related to the impact of
top-level management (TLM) upon the EDA (see Table A3.2). Select the
appropriate information that best suits the organization in question then select the
"OK" button or press Return. A second window will appear entitled "Top-Level
Management (TLM) Part 2" that provide the last 2 questions of Table A3.2. Select
the appropriate information that best suits the organization in question then select
the "OK" button or press Return. The user is then returned to the "HOEDQS
spreadsheet” window.

Modify Casualty Levels or Factors:

18.

By selecting the "Modify casualty level or factor button”, the "Casualty Level”
window will appear so the user may select the casualty level for which they wish to -
modify data. The user is then provided with the window to select the casnalty EDA
to be performed. Once the user selects the casualty EDA, the HOEDQS will find
the record in the database and return the information to the "HOEDQS spreadsheet”
for modification. (Note: The user will notice that all relevant information has
changed in the casualty-near miss information provided in the yellow cells in the
upper left hand corner of the "HOEDQS spreadsheet”).

New Casualty Levels or Factors:

15.

By selecting the "New casualty level or factor button"”, the "Casualty Level”
window will appear so the user may select the casualty level for which they wish to
input new data. The user is then provided with the appropriate window to select a
new set of EDAs as described above in (10) and (11). Once the EDA is selected,
the HOEDQS returns the user to the "HOEDQS spreadsheet” for input. (Note: The
user will notice that all relevant information has changed in the casualty-near miss
information provided in the vellow cells in the upper left hand corner of the
"HOEDQS spreadsheet™).

Saving Data Into the Spreadsheet:

20.

Once the user has input all of the information for the specific EDA, press the "Save
Data” button. If the data is new, it will be written into the database as a new record,
if modified data it overwrite the previous information in the database.
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Analyzing Accident Data:

21. There are two options for analyzing accident data. First, the user has the option of
‘selecting to initially analyze accident data by selecting the "Analyze data” button
when viewing the window described in (5) above. The other option is by directly
selecting the "Calculate conditional weighted human error probabilities” button on
the HOEDQS spreadsheet.

Table A3.2: Top Level Management Questions in the HOEDQS

1. How would you rate TLM's overall commitment to safcty’?
a. Excelient
b. Good
¢. Moderate
d. Poor

2. What is TLM's commitment to long term safety | goals at the front-line
operator level?

a. Proacrive: Regular review and updating of SMS by TLM. Actively

searching
for better HOE management alternatives.

b. Calculate: Concerned with engineering "techno-fixes" as means of
addressing human errors. Management uses various safety auditing
techniques to identify and assess human operator errors.

C. Reactive: Stays at or just above minimum safety standards. Little or

no foresight in addressing human errors at the operator level.

3. Are those at the TLM level cognizant of the problems that occur at the
front-line operator levels with regard to operational safety? In other
words, is there a direct feedback between TLM and front line operators?
a. Always
b. Most times
c. Sometimes
d. Never

4. Does TLM assign competent personnel (consultants, mid-level
management, front-line operators, etc.) to address problems that occur at
the front-line level?

a. Always

b. Most times
c. Sometimes
d. Never

5. Does TLM assign sufficient resources (capital, time, expertise) to
addressing safety goals and management at the front-line operator level?
a. Always
b. Most times
c. Sometimes
d. Never
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A window will appear entitled "Accident Frequency Search”. The user has the
option’of selecting the data criteria for which to'calculate a weighted probability.
The window has 7 drop down boxes for human errors, organizational errors,
casualty level, EDA, task complexity, system complexity, and error certainty level.
At the bottom of the window, the user has the option to either include all
environmental factors or just the environmental factors that are selected. Once the
relevant criteria has been selected, click on the "OK" button or press Return.

A window will appear asking the user to input the number of operations per unit
time. Input the appropriate number into the appropriate box then press the "OK"
button or Return.

Four weighted probabilities are then calculated and presented in a window that
appears after the calculations are performed. These probabilities are:

(a} Probability of human error, organizational error, casualty level, EDA, task
complexity, system complexity, and certainty level criteria selected in the
"Accident Frequency Search” window.

(b) Probability of human error conditional upon organizational error, casualty
level, EDA, task complexity, system complexity, and certainty level criteria
selected in the "Accident Frequency Search” window.

(c) Probability of human error, casualty level, EDA, task complexity, system
complexity, and certainty level criteria selected in the "Accident Frequency
Search" window, and all organizational errors.

(d) Probability of human error conditional upon casualty level, EDA, task
complexity, system complexity, and certainty level criteria selected in the
"Accident Frequency Search" window, and all organizational errors.

To the left of the window all of the relevant "Error Solicitors” criteria that the
HOEDQS searched for in the database are listed. Once this data is recorded by the
user, press the "OK" button or Return. This will return the user to the "HOEDQS
spreadsheet” window.

Quitting:

22,

23.

To quit the HOEDQS program, press the "QUIT" button. If the user wishes to save
the data in the HOEDQS spreadsheet, the "Save Data" button should be pressed
before pressing the "QUIT" button. This will save all information to the
information currently in the HOEDQS spreadsheet to the database. Once the user
quits the HOEDQS spreadsheet is cleared of all information.

The Human Error Safety Index Method

To Start the HESIM

The Human Error Safety Index Method (HESIM) session can be started in two
ways. The first way is by selecting the appropriate option button at Step 4 above
(see (4)). The second way to start a HESIM session is to select the "GOTO
HESIM" button on the HOEDQS spreadsheet.’
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24. The startup window appears; click on the "OK" button to engage the HESIM.

25. The window appears stating that you'are ready to start yoiir HESIM session click on
the "OK" button to begin.

26. The "Accident Frequency Search” window will appear. The user has the option of
selecting the data criteria for which to calculate a weighted probability. The
window has 7 drop down boxes for human errors, organizational errors, casualty
level, EDA, task complexity, system complexity, and error certainty level. At the
bottom of the window, the user has the option to either include all environmental
factors or just the environmental factors that are selected at the left. Once the
relevant criteria has been selected, click on the "OK" button or press Return.

A window appears asking the user to input the number of operations per unit time.
Input the appropriate number into the appropriate box then press the "OK" button or
Return.

27. A window appears describing the HESIM worksheet format. After reading the
information in the window, press "BEGIN" or Return.

28. A window entitled "HESIM worksheet" appears. The HESIM worksheet format
provides the user with two numbers in the human and organizational error matrix.
The upper value (in red) is the overall human error safety index
(SIHE;,OF; HF.Syst,Environ,EDA)- The lower value (in black) is the human error safety
index (SIHEIIOE; HF,Syst,Environ,EDA)-

29. As shown in Figure A3.2 are 10 buttons on the HESIM worksheet that utilize a
number of functions for providing quantitative measurements for human errors
conditional upon various operating conditions. Table A3.3 provides a short
description of each button on the HESIM worksheet.

Using HESIM worksheet buttons
Goto Data Inputs:

30. After clicking on the "GOTO DATA INPUTS" button, the same window appears as
in Step 5 (see (5) above) asking the user whether he/she wish to input or analyze
data. The user then follows Steps 6-22 described above related to the data input and
analysis. :

Organizational Safety Index:

31. After clicking on the "Organizational Safety Index" button, a window appears
entitled "MOE Weights for EDA: EDA". For the particular EDA, the user has a
listing of the 9 MOEs described in Chapter 5. The user selects the MOE for which
they wish to assign TLM factors by clicking on the appropriate option button. The
user then proceeds to input the percentage values by which (in their best judgment
and experience) they feel the impact of the TLM factor has upon preventing or
mitigating those types of errors for that particular EDA. Recall that the TLM
factors are those described and presented in Chapter 5. The default values for each
of the TLM factors is 20%.
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Table A3.3: Button description for HESIM worksheet

Eutton
GOTO DATA INPUTS

Description

Activates the "HESIM worksheet” window to perform
HESIM analysis.

QUIT Quits the HOEDQ)S program.
Organizational Safety | Activates windows to assess impacts of organizational factors
| ndex on the overall safety index.

Human Factor
Safety Index

Activates windows to assess impacts of stress and routineness
factors on the overall safety index.

Task Safety Index

Activates windows 10 assess impacts of task complexities on
the overall safety index.

System Safety Index

Activates windows to assess impacts of system complexities
on the overall safety index.

Environmental Safety -

Activates windows to assess impacts of external and internal

[ndex environmental factors on the overall safety index.
UPDATE SAFETY Updates the human error safety index. (Note: Does not
INDI!CES update the overall human error safety index.)
SELECT NEW Activates the "Accident Frequency Search” window to select

DATA CRITERIA

new data criteria for the HESIM.

Calculate Marginal
HE/CE Indices

This button calculates the marginal human error safety
indices by taking a weighted average of each human error for
all organizational errors.

At the bottom of the window, the user inputs the minimum default value that, in
their best judgment, relates to the impact of TLM factors upon MOE errors for the
EDA in question. As shown in Equation 5.9, the maximum value between the
weighted calculations and the minimum default value is used for the organizational
error index. The user then clicks on the "OK" button or presses Return.

32. If the user inputs the values such that they do not add up to 100%, a window
appears stating that the overall weights inputted are not equal to 100%. It then
returns the user 1o the "MOE Weights for EDA: EDA" window for correction.

33. A window then appears entitled "MOE SI for EDA: EDA". The user then inputs
the maximum degree (in their judgment) by which the specified MOE affect the risk
of the system. The maximum degree value is described by stating the degree by
which the risk is increased by that MOE for the EDA in question for the worst
possible case. The default vaiue is 1. Example: If the risk is doubled for human
system interface errors for a grounding event, the user would input a value of "2" in
the edit box. The user then clicks the "OK" button or presses Return.

34, A window then appears entitled "TLM/MOE Relation for EDA: EDA". For the
MOE and EDA in question, the user then inputs whether they feel that TLM is

either "sufficient”

or "insufficient” in addressing the 5 TLM factors. The user

selects the appropriate option button for each TLLM factor and then clicks the "OK"
button or presses Return.
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35.

36.

A window appears entitled "TLM Weights for EDA: EDA" asking whether the user

wishes to return to the input additional organizational error index information or

return to the HESIM worksheet window. If the user returns to input additional data,

gollow Steps 31 through 34. If the user wishes to return to the HESIM, move on to
tep 36.

A window appears asking the user to input (in their best judgment) the ratings of
each MOE in affecting the prevention or mitigation of human errors at the operator
level for the EDA of interest. Once the user inputs these ratings click on the "OK"
button or presses Return. This will return the user to the "HESIM worksheet”
window.

Human Factors Index:

37.

38.

After clicking on the "Human Factors Safety Index" button, a window appears
asking the user to input the maximum degree (in their judgment) by which the stress
and routineness affect the risk of human errors for the EDA. The maximum degree
value is described by stating to what degree the risk is increased by stress and
routineness for the EDA in question in the worst possible case. The default values
are 1 for both stress and routineness. Once the values are input into the edit boxes,
the user then clicks the "OK" button or presses Return.

A window appears asking the user to rate the effects of the human factors on the
EDA in question. The EDA is shown at the top of the window. These can be
"High", "Moderate ", or "Low " stress and complexity. The user selects option
buttons that best describe stress and routineness for that EDA. The user then clicks
the "OK" button or presses Return. '

Task Safety index:

39.

40.

After clicking on the "Task Safety Index" button, 2 window appears asking the user
to inputs the maximum degree (in their judgment) by which the stress and
routineness affect the risk of human errors for the EDA. The maximum degree
value is described by stating to what degree is the risk increased by task complexity
for the EDA in question in the worst possible case. The default values are 1 for
both stress and routineness. Once the values are input into the edit boxes, the user
then clicks the "OK" button or presses Return.

A window appears dsking the user to rate the effects of task complexities on the

- EDA in question. The EDA is shown at the top of the window. These can be "High

" "

complexity”, "Moderate complexity"”, or "Low complexity”. The user selects the
option buttons that best describe stress and routineness for that EDA. The user then
clicks the "OK" button or presses Return.

Environmental Safety Index:

41.

After clicking on the "Environmental Safety Index" button, a window appears
asking the user to inputs the maximum degree (in their judgment) by which the
external and internal environmental factors affect the risk of human errors for the
EDA. The maximum degree value is described by stating to what degree is the risk
increased by both external and internal environmental factors for the EDA in
question in the worst possible case. The default values are 1 for both stress and
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routineness. Once the values are input into the edit boxes, the user then clicks the
"OK" button or presses Return.

A window appears asking the user to rate the effects of both external and internal
environmental factors (inhibitors) on the EDA in question. The EDA is shown at
the top of the window. These can be "High", "Moderate", or "Low". The user
selects the option buttons that best describe stress and routineness for that EDA.
The user then clicks the "OK" button or presses Return.

UPDATE SAFETY INDICES:

43.

After clicking on the "UPDATE SAFETY INDICES" button, each human error
safety index is updated to account for any modifications that are made in the
organizational, human factor, task, or system indices described above. This does
not update the overall human error safety index.

SELECT NEW DATA CRITERIA:

44,

45.

46.

The function of the "SELECT NEW DATA CRITERIA" button is to perform
HESIM analysis for human errors for any of the established human, organizational,
system, task, environmental, or certainty level criteria.

After clicking on the button "SELECT NEW DATA CRITERIA", the "Accident
Frequency Search” window will appear. The window has 7 drop down boxes for
human errors, organizational errors, casualty level, EDA, task complexity, system
complexity, and error certainty level. There are also selection boxes to include
specific (or all) organizational factors. At the bottom of the window, the user has
the option to either include all environmental factors or just the environmental
factors that are selected at the left. Once the relevant criteria has been selected,
click on the "OK" button or press Return.

The next window that appears asks the user to input the number of operations per
unit time of interest. Input the value into the edit box the click on the "OK" button
or press Return.

A window appears describing the HESIM worksheet format. After reading the
information in the window, press "BEGIN" or Return. This returns the user to Step
28 described above. '

Calculate Marginai HE/QOE indices:

47.

After clicking the "Calculate Marginal HE/OE Indices” button, the "Risk Index = 1-
Safety Index” window will appear. This window displays the marginal risk indices
for each human error conditional upon the Error Index Criteria. The Error Index
Criteria are presented on the right hand side of the window. By clicking on the
"OK" button or pressing Return, the user is returned to the "HESIM worksheet”
window.

Quitting:

48.

To quit the HOEDQS and HESIM program, press the "QUIT” button. Once the
user quits the HESIM worksheet, all information is cleared.
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INFLUENCE DIAGRAMS: 4 Case Study Examples

This first version of the influence diagram models described in Chapter 7 have been
designed to run in a PC-DOS environment using /nDia™ version 2.0 by Decision Focus
Incorporated. For a background of the basics for using and operating InDia™ please
refer to the Professional Edition of InDia™: Users Guide [Decision Focus Incorporated,
1991]. Best results are seen when using a math co-processor and at least SK of random
access memory (RAM). For the descriptive background of the model templates, please
refer to Chapter 7.

To Start

1. Once the user has begun the /nDia™ program, click on "Diagram"” in the toolbar at
the top of the window.

2. A drop-down box will appear. Click on "Load" in the drop-down box.

3. Another drop-down box will appear. Click on "Load Any Diagram” in the drop-
down box.

4. A window will appear entitled "Load Diagram”. To select the influence diagram
they wish to load, double-click on the name of the influence diagram. The user can
also select any influence diagram they wish by directly specifying the path of where
to find the diagram. The user then clicks on the "Ok" button. Table A3.4 is a
listing of the four templates described in Chapter 7.

Table A3.4: Influence diagram templates

Operational Model Model identification in
_ [InDig™:
‘Tanker grounding-collision "EV1*.ID"
Tanker grounding-collision: tug "EV2*.ID"

support alternative
Platform production-maintenance:

simultaneous maintenance and "PALPHA2*.ID"
production :
Platform production-maintenance: gas "PALPHA3* ID"
leak detection and control
Vesse! load-discharge "LDDSCHG*.ID"
Offshore crane operations "CRANE*.ID"

5. The selected diagram will appear in a new window.

6. Please refer to the Professional Edition of InDia™: Users Guide for information on
analyzing the diagrams.

2 The "*" represents that there are a number of values that are represented in that position,
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APPENDIX 4

Human And Organizational Error Model Development And
Analysis Framework Guide

The development and analysis framework is a consolidation of the modeling processes
described in Chapters 3-6. The guide is used as a quick reference to assist the user in the
qualitative and quantitative modeling process. Figure A4.1 is a guidance map for the
HOE process including the chapter where each topic is found within the text. The
framework guide is an overview of the primary topics of the modeling procedure: (1)
framework modeling (post-mortem and existing operations), (2) probability encoding, (3)
HOE data collection, and (4) sensitivity analysis. The Human Factor Safety Index
Method is described in Chapter 3. :

HOE FRAMEWORK DEVELOPMENT

Post-mortem Study
1. Identify relevant events, decisions, and actions for the accident classes of particular

interest. The class of accidents should be well defined and well documented to

allow for accurate modeling of as many contributing factors as possible.

2. Construct an influence diagram representation modeling the influences between
contributing casualty solicitors (events, decisions, actions). The representation is an
integration of available accident data and heuristic judgment of the experts
constructing the model. Use the accident data and heuristic judgments to relate
contributing HOE's to the events, decisions, and actions occurring in the accident
sequence.

3. Eliminate casualty factors from the influence diagram representation which
particularly unique to the accident scenario. The goal is to produce a template
diagram which preserve the central causative mechanisms of the particular casualty
while eliminating unique accident contributors. Casualty factor variables can be
eliminated by heuristic judgments and sensitivity analysis (see below).

4. Determine whether the template model state variables are deterministic or

probabilistic through sensitivity analysis. Perform sensitivity analysis upon
decision variables to determine whether they should be removed from the model.
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Existing Operations

1.

Identify relevant events, decisions, and actions leading to determining accident
scenarios. Use availabie near miss and casualty data, experiences, and judgments.
The class of accidents should be well defined to allow for accurate modeling of as
many contributing factors as possible.

Use expert opinion, reports, and data to construct a template diagram identifying
primary accident contributors (events, decisions, actions, scenarios) to the particular
class of accidents being modeled. The goal is to produce a template diagram which
preserve the central causative mechanisms of the particular casualty while
eliminating unique accident contributors. Casualty factor variables can be
eliminated by heuristic judgments and sensitivity analysis (see below).

Determine whether the template model state variables are deterministic or
probabilistic through sensitivity analysis. Perform sensitivity analysis upon
decision variables to determine their importance upon in the model.

QUANTITATIVE ASSESSMENT

Probability Encoding
There are five general steps to the encoding process as described by Spetzier and Sta&!
von Holstein (1972) and are described in the following sections.

1.

Motivating: '
Developing a rapport with the experts involved in the modeling and decision
process to 1dentify any possible motivational biases. The goals of this phase are to
introduce the experts to the encoding tasks and difference between deterministic and
probabilistic predictions of variables. In addition, this step allows the interviewer
an opportunity to explore for motivational biases of the experts (subjects).

Structuring:

This step is important to identify uncertain quantities to be defined in the model.
This step entails clearly communicating the model variables. The experts should be
able to pass what is called the clairvoyance test: a clairvoyant should be able to
specify the outcome of variables without asking additional questions. For example,
if "vessel traffic” is a variable, it does not specify the location, time of day, etc.
However, the variable was identified as vessel traffic in the Valdez Narrows of
Prince William Sound, then the information is much clearer in its interpretation.

Conditioning:

Conditioning is necessary in the development of fundamental judgments and
avoidance of cognitive biases. The primary goals is to communicate with the expert
group to ensure all members are using the same group of assumptions and are
perceiving the problem in the same structured way.

This step is the important in identifying bias. Here the experts are asked to identify
the sources of the values they have assigned to each of the variables. For example,
if an expert identifies a realistic high consequence (e.g. 10 people injured) for a
particular accident event, the interviewer would ask from what source is the
judgment being derived? Does it parallel a recent similar accidents?
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Encoding:

The encoding step is the direct quantification of heuristic judgments in terms of
probability assignments. Distinction are made between direct human related factors
(HOE's, decisions and actions) and events or consequences. Human related factors
are dependent upon the error classifications described in Chapter 3.

Probabilistic encoding of events and consequences are assessed to arrive at
cumulative distributions for magnitudes of accident events. We may estimate
events and consequences by the following method:

(a) Ask for extreme value event (low and high) assignments of casualty

consequences. This provides a set of boundaries in which the probability
modeling will occur (see Chapter 5). Generally, the larger the spread, the
greater the uncertainty.

(b) Ask for the probability or odds of the extreme values. Elicit some scenarios

©)

(d)

5.

that may assist in the value assignments.

Explore values between the extreme values by using the interval technique.
The interval technique entails splitting an interval into two sections and asking
which part the expert agrees is most likely. The dividing point is changed until
the subject is indifferent between the intervals. This point is recorded as the
median value. The intervals are further sub-divided and the process repeated.
The quartile values are obtained and recorded. The intervals may be further
subdivided and the method repeated but may be subjected to compounding
errors from the median and quartile estimates. Therefore, further subdivision
should be used with caution.

The extreme, median, and quartile values are recorded on probability paper
using either probability or cumulative probability distributions for this report
cumulative distributions are used. Figure 5.9 is a description of the points
chosen. A curve fit may be drawn (or generated on a computer) for the points
as shown in Figure 5.10.

One may wish to derive discrete probability assessments from the curve fit
shown in Figure 5.10. Given a continuous probability distribution, the
distribution is distinguished into probability intervals shown in Figure 5.11.
The number and sizes of the intervals are at the discretion of the user.
Horizontal lines are drawn crossing through the curve. The break points for the
values are at B, D, .and F. Within the interval [0,B] a vertical line is moved
until the shaded areas are equivalent in size. The value associated with the
equivalent areas, A, is recorded as the value associated with probability p;.
The process is repeated for intervals [B,D] and [D,F]. The final outcome is
equivalent to the discrete probability distribution shown in Figure 5.12. The
probabilities and associated values are input into the variables of the influence
diagram model.

Verification:

There are two parts to the verification procedure. First, the cumulative distributions
generated by the encoding process is used as a means of feedback in determining if
the distribution is consistent with their judgments. This verification method is
important for examining probabilities in the extreme values ranges (see Figure 5.9;
value intervals [0,v,] and [vs, e°)). Second, is to choose a sequence of value pairs to
determine if the values would be equally attractive. This is accomplished by using
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the method described in the preceding section for determining median and quartile
values. Additional values are chosen lying between the median and quartile
intervals to determine if the curve is consistent with experience and judgment. This

process should be performed 3 to 5 times to acquire confidence in the curve.

Human Factor Safety Index Method (HESIM)

See Chapter 5. and Appendix 3.

SENSITIVITY ANALYSIS

Sensitivity analysis are performed on both decision and state variables. The
following procedure describes the methods used for sensitivity analysis on decision

variables and state variables.

(a) After developing the influence diagram model representation {see Section
4.3.3) the influence diagram and remove all variables which may be eliminated
through heuristic judgment.

(b) Fix all the nominal values for state variables (probability variables) in the
model. The values nominal values may be obtained through the probability
encoding procedure methods described above, the HESIM, casualty data, or
other valued sources.

Decision Variables

(c1) Determine the sensitivity of the final outcome to the variability in decisions.
This is accomplished by using the influence diagram program /nDia and is
further described in Appendix 4.

(dl) Retain the decisions whose variability has substantial impact upon the outcome
of the model. Delete the decisions from the model which have only small
effects on the overall outcome.

State Variables )
(c2) Determine the sensitivity of the final outcome to the range of possible values in
state variable similar to (¢1).

(d2) Retain the state variables whose variability has substantial impact upon the
outcome of the model. For state variables, it is not necessary to delete the
variable from the model if the impact is negligible. The variable may be made
deterministic by leaving it at the original nominal value chosen.

HOE DATA COLLECTION

The following steps provide a frarmework for how data should be collected:

The following is a procedure by which to collect and document HOE's for marine

casualties and near misses. The procedure incorporate

(1) Identify the class of accidents for which the casualty data is to be collected
(e.g. collisions, groundings, offshore production fires or explosions, crane
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(4)

(3)

6

(7)

accidents, etc.). Separate database are collected for each accident class of
interest. -

Identify casualties by the degree and type of consequences. This may be
established by first identifying what are considered "small", "nominal”,
"large" and catastrophic consequence levels and categorize consequences on
this basis. The consequence levels are identified at the user’s discretion. In
addition, the user identifies the intervals of consequences for which data is
compiled.

Establishing the stage of occurrence of contributing factors to the accident or
near miss sequence. The casualty stages: underlying or contributing, direct,
and compounding were discussed in Chapter 4. It is the responsibility of the
user to define underlying direct, and compounding stages to assure error data
is categorized into the appropriate casualty stage (see case study examples in
Section 7.2).

The HOEDQS provides a format for the user to first identify a primary EDA
at each accident stage. In addition, the user has the option of including
associated accident events, decisions, and actions. Associated EDA's are
relevant to the primary EDA (see tanker collision-grounding model in Section
7.1).

Determine contributing human factor, system and task complexity factors
related to the event, decision, or action being performed. For each EDA there
could be related human factors, task, or system complexities that contribute to
the casualty. In the HOEDQS, the user has the option of including human
factor, task, and system complexity to the database (see Chapter 5 and
Appendix 3).

Establish the environmental impairment contributor associated with the event,
decision, or action that may have induced human and organizational errors.
Each external and internal environmental impairment contributor presented in
Table 3.1 is included in the HOEDQS program allowing the user the ability to
input that factor as an error contributor.

Identify the contributing top-level management factors for the event, decision,
or action performed that may have had a direct impact upon human and or
mid-level/front line management errors. The HOEDQS user has the option of
inputting their assessment of the impact of TLM factors on the accident
scenario (see Section 5.6). Top-level management factors measured are
overall commitment to safety, commitment to long term safety goals,
cognizance of operational problems, competence to address the problems, and
sufficient resources assigned to safety issues to correct problems.

Identify the contributing human and organizational errors at each stage of the
accident sequence and relative certainty of joint human error and mid-levell
front-line organizational error occurrences. The joint occurrences are
defined as the influence between a front-line operator error (HE;) and an
organizational error (OE;) for the EDA under the task, system, human factor,
and environmental conditions. As a result of the complexity of any accident
or near miss event, the HOEDQS allows the user a level of flexibility in
associating the joint occurrences of human and organizational errors. The user
is allowed to input whether they believe there is a "high", "moderate”, or
"low" certainty of joint occurrence of a particular HE and OE. When
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inputting accident data the following guidelines for detenmmng error certainty
levels are as follows.

(iy High certainty of joint occurrence: The accident/near miss
investigator has direct proof or evidence of the incidence of a
particular HE occurring at the front line level as a result of a particular
MOE.

(i) Moderate certainty of joint occurrence: The accident/near miss
investigator has reasonable proof (direct or indirect) of the incidence
of a particular HE occurring at the front line level as a result of a
particular MOE.

(iii) Low certainty of joint occurrence: The accident/near miss investigator
has indirect proof or limited reason to suspect an occurrence of a
particular HE at the front line level as a result of a particular MOE.

EVALUATING HOE MANAGEMENT ALTERNATIVES

Considering HOE Management Alternatives

Reducing the frequency of errors (prevention) and consequences (mitigation) are the
primary focus of HOE management alternatives. The goal is to provide cost effective
HOE management alternatives that effectively reduce HOE's at the operator level. Costs
In resources to an organization to implement HOE management alternatives can be in
finances, time, and expertise devoted to operational safety of a system. The reduction of

the frequencies of errors and consequences are generally accomplished in three ways:

(1) Development of HOE management programs. The programs specifically

(2)

address particular error types or error inducing activities. The programs target
HOE's at each level throughout the organization such as training, incentives,
communication and information systems, safety enhancement programs, and
regulating and policing. Error management programs would most likely have
indirect effects on reducing other HOE's. Expert judgment is. required in
estimating these types of indirect effects.

Change in operating procedures. The operating policy and procedures
indirectly affect HOE's particularly at the operator level through changes in:
maintenance programs, greater redundancy and robustness of operation,
increase (or decrease) manning requirements, and job design.

(3) Development of human error tolerant (fail safe) systems. Heuristic judgments

or experiences from similar industries can be used to assess the effects of the
management programs upon particular contributing errors.

Factors in Modeling HOE Management Alternatives

Safety Management Programs

Safety management programs (Alternative 1) primarily affect modeling process by direct
reduction of the probabilities of human errors at the operator level.

reduction of errors may be assessed by:
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(1) Comparison with similar industries in HOE management programs. Training
programs are required in operations of high risk industries such as nuclear
power facilities and chemical and hydrocarbon processing plants. The
comparison allows decision makers to examine the reduction of error
frequencies. Alternatives of management programs are evaluated to determine
which are the most effective for the unique operating conditions, management
factors, and regulatory environment.

(2) Use heuristic judgments to determine the direct and indirect effects of the HOE
management programs upon organizational and operator errors. Judgments
and experiences of experts are used to determine the impact of HOE
management alternatives by using the probability encoding methods and the
HESIM both described in Section 5.6. The experts would arrive at their best
judgment as to quantitative impacts of management alternatives on the
contributing HOE's (see examples in Chapter 7).

(3) Continuous collection and assessment of human error data to monitor impacts
of error management systems. Direct data analysis is the most effective
method of determining HOE management programs. An HOE data collection
procedure is described in Section 5.7.1. As the data is collected and updated,
the effects of management alternatives are measured with a greater level of
accuracy (see Section 5.7.2).

In Chapter 5 we introduced a human error database system, the HOEDQS, that
allows users 1o monitor the effects of particular types of human errors in
accident scenarios. As described in Chapter 3, safety management systems are
in a constant state of change in unison with changes in the organization. It
should be realized that an organizations resistance to safety problems is also in
a constant state of change. The HOEDQS is a tool that can assist users in
monitoring both trends in casualties near misses and assessing the impact of
HOE management alternatives once implemented.

CRITERIA FOR MAKING HOE MANAGEMENT DECISIONS
See all of Chapter 6.
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Abstract
Just after midnight on March 24, 1989 the tankship Exxon Valdez ran aground on Bligh Reef in Prince
William Sound, Alaska. The consequences of the accident was the loss of 258,000 barrels of crude oil re-
sulting in substantial environmental and economic loss. The vessel possessed the best technology availabie
in the tanker industry and was the pride of the Exxon fleet. However, the complexity and the potential
catastrophic consequences of using these new technologles is leading us to examine a more critical element:
the human factor.

It has been determined that approximately 65% of catastrophic marine related accidents have been the result
of compounded human and organizational errors (HOE) duri, jons. Consequently, tanker operators
and regulatory agencies have begun t realize the importance in examining the critical human factor element
in tankship operations. Probabilistic risk analysis (PRA} procedures using influence diagramming are cur-

rently being developed to examine the effects HOE in marine related accidents.

This paper examines: (1) the human and organizational elements which led to the grounding of Exxon

Valdez, (2) structuring of the accident cause-effec

t relationships into an analytical framework, (3 ) methods

for probabilistic risk analysis (PRA) of HOE in the accident, (4) changes in operational and regulatory pol-
icy in post-Exxon Valdez era, and (5) methods for determining HOE management alternatives for future

tanker operations.

Introduction

Just after midnight on March 24, 1989 the tankship
Exxon Valdez ran aground on Bligh Reef in Prince
William Sound, Alaska. Within the next 24 hours,
the tankship spilled 258,000 barrels of cil into Prince
William Sound. The vessel possessed the best tech-
nology available in the tanker industry and was the
pride of the Exxon fleet. Nevertheless, the grounding
jed to the worst environmental and economic tanker
oil spill in U.S. history. It has been stated that the
Exxon Valdez had run aground on Bligh Reef the day
oil was discovered on the Alaskan North Slope such
that a catastrophic oil spill in Prince William Sound
(PWS) was an accident waiting to happen. It just so
happened to Exxon before anyone else.

This paper examines: (1) the human and organiza-
tional elements which led to the grounding of Exxon
Valdez, (2) structuring of the accident cause-effect

relationships into an analytical framework, (3) meth-
ods for probabilistic risk analysis (PRA) of HOE in
the accident, (4) changes in operational and regulatory
policy in post-Exxon Valdez era, and (5) methods for
determining HOE management alternatives for future
tanker operations.

Background
The events surrounding the accident has brought 10
surface a critical element in tankship operations: the
human factor. Historically, engineers, operators, and
regulators of marine systems have looked toward
"technological fixes" 10 reduce the chances of acci-
dents. Only after the grounding of Exxon Valdez
have we looked to address the human element since
sufficient technology was available to prevent the ac-
cident from occurring. Approximately 65% of all
catastrophic marine related accidents are the result of
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compounded human and organizational errors (HOE)
during operations [1, 2]

In a world of increasing technological growth, society
has looked at the benefits of new technologies and the
seemingly endless opportunities in their use.
However, accidents such as Bhopal, Three Mile
Island, Chernyobl, and Piper Alpha disasters have led

us to realize our limited understanding of complex
technological systems and reassess the potentially
catastrophic consequences of high technology disas-
ters [3]. Two major factors are involved in analyzing
these "high consequence - low probability" accidents:
(1) the complexity and limitations of the technological
systems were not well understood by the operators
(latent flaws leading to catastrophic consequences,
excessive reliance on technology), and (2) human and
organizational elements were major contributing fac-
tors (individual errors, lack of information and incen-
tives).

As engineers, operators, and regulators of potentially
catastrophic systems, it has become critical to directly
consider the effects of HOE on tanker operations in
reliability based analysis. Currently there is no
structured quantitative approach to assist engineers,
operators and regulators in addressing HOE factors in
tanker operations. Qualitative (social and manage-
ment issues) and quantitative should be used concur-
rently to address HOE factors. Qualitative analysis
should be used as a framework for quantitative analy-
sis [4]. One method of examining HOE related fac-
tors in accident scenarios is through the analysis of
case history examples. Weil documented case histo-
ries can give valuable insight into the interaction of
causal factors over an extended time (contributing, di-
rect and compounding HOE's) [5].

Established HOE quantitative analysis methodologies
for tanker and offshore platform operations are cur-
rently being researched through a joint-industry pro-
ject, Management of Human Error In Operations of
Marine Systems in the Department of Naval
Architecture & Offshore Engineering at the University
of California, Berkeley. In the first year of the pro-
ject, the effort was directed at identification, acquisi-
tion, and analysis of well-documented case histories
and databases of bigh consequence tanker and off-
shore platform accidents whose root causes are
founded in operations HOE. Current focus on the
second year of the project has been to develop an or-
ganization and classify (taxonomy) the sources of
HOE, and to develop data bases that can be used to
quantify the rates of HOE. An analytical framework
is being developed that will allow evaluations of the
interactions of HOE errors in causing accidents. In
the third year of the project, the effort is to be directed
at the verification of the quantitative analyses, and de-

velopment of examples that will demonstrate the ef-
fectiveness (costs and safety benefits) of various al-
ternatives to reduce incidents of bigh consequence
HOE.

The Exxon Valdez is being used as 2 tanker case
study example (the Piper Alpha disaster is a case

" study example for platforms). The current status of

the research is in the developments of the analytical
framework models. Quantitative analysis of the acci-
dent will be conducted within the following months.

The grounding of Exxon Valdez

The events described surrounding the grounding of
Exxon Valdez have been taken primarily from the
National Transportation Safety Board Report (1990)
and National Transportation Safety Board Factual
Reports {1990). The events described primarily fo-
cus upon the actions of the Exxon Valdez crew, the
Vessel Traffic System (VTS) crew, and the pilot.

Captain Hazelwood had been off the ship during the
day she was loading crude oil in Valdez. By his own
confirmation he was drinking that day. The NTSB's
proposed findings of the facts conclusions and rec-
ommendations states, his blood alcohol level would
have been approximately .285 at the time he boarded
the ship, to do so without showing some evidence of

physical impairment or needing some assistance. °

Additionally a cab driver and an Alyeska guard inter-
viewed by the Board investigators reported none of
the Exxon Valdez crew members returning to the ves-
sel were "under the influence of alcohol". During the
time the pilot was aboard the ship, the pilot smelled
alcohol on Captain Hazelwood's breath. He had been
off of the bridge for approximately one hour and
thirty-five minutes before returning at the time of the
departure of the pilot.

Late on March 23rd, shortly prior to his relief, the
helmsman responded to an order from the master to
sail the ship 180° and put her on automatic pilot.
Helmsman Harry Claar was puzzled by this order.
He didn't check it with the master. The master left
the bridge but not before asking the third mate,
Cousins, if he felt comfortable sailing the ship under
these conditions. Despite his limited experience in
sailing the ship, he replied that he did. Federal and
Alaska state law require that ships be under the con-
trol of a federaily licensed pilot when traasiting in
U.S.)pi]otage waters (inside the three mile territorial
seas).

At 2347 the ship left the Traffic Separation Scheme
(TSS) going into the inbound lane 1o avoid the ice.

At 2355 the helmsman was relieved by Robert Kagan
‘(,5]. The NTSB has simulated the path which Exxon -
a

Idez traveled once deviating from the TSS and is
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shown in Figure 1. The ship was on "load program
up” which meant she was increasing ber speed while
exiting the harbor. Thus, Exxon Valdez was travel-
ing a1 12 knots and on automatic pilot just prior to
hitting Bligh Reef. Putting the ship or automatic pilot
in confined waters and not teliing the third mate the
master had done so was extremely inconsistent with

rehitects & Marine Engineers Northern California Section
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normal practlice. At bis relief at 2350, the belmsman
reported 1o the third mate that the ship was on auto-
matic pilot, something the third mate did not know
about (there is some speculation that the ship was op-
erating on automatic pilot until the grounding). The
third mate did not discuss the reason for the automatic
pilot with the master.

Lookout's Line of Sight
W0 Bugh Ree! Buoy

Figure I: Trackline of Exxon Valdez [9]

The third mate was Gregory Cousins. He holds a
second mate's license, and first sailed as the third
mate on an Exxon tanker in January, 1987. He had
sailed on five tank vesscls owned by the company
and had been employed by Exxon for nine years. He
bad completed approximately 18 voyages in and out
of Valdez, sailing in both unlicensed and licensed
ategories. At the time of the grounding he bad
approximately 199 days of at sea experience as a third
mate.

The night before he slept from 0100 1o 0720, then af-
ter iunch had a cat nap (1300 to 1350) and relieved
the chief mate for supper and worked through to the
grounding. The third mate had only about a year's
experience as a deck officer. The situation is further
complicated because the chief mate had worked the
entire time of the loading, was asleep, and was un-

available as an additional resource. In addition to his
bridge duties, the cargo is the primary responsibility
of a chief mate in the Merchant Marine. This includes
loading and discharge of cargo could only be con-
ducted by the second and third mate on duty, the chief
mate is normally on hand for loading and discharging
are initiated and concluded. The ship left port at
about 2054. -

The third mate decided not to call his relief, the sec-
ond mate, until after they cleared the ice (the error
might bave been detected through the watch relief
procedures). The third mate determined there was .9

* mile between Busby Island and the ice floe and felt he

could pass around the ice. The master left the bridge
at 2352. The third mate relied considerably on the
radar, but did not correlate the radar information with
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the navigation charts through position fixing. The
submerged reef was not displayed on the radar.

Watch condition C (Exxon Bridge Organizational
Manual) stated that two officers be on the bridge dur-
ing this transit. The chief mate was sleeping. Some
time before 2355 the third mate put the ship on man-
ual control. At 2355 he plotted the ship as 1.1 miles
from Busby Island. Before midnight the AB reported
a red light flashing every five seconds to the third
mate. He acknowledged her and stated that he knew
the light to be Bligh Reef, light #6. The third mate
ordered a right 10 degree rudder but the vessel did not
move 1o this position. There is a six minute delay be-
fore the third mate and helmsman respond to the fact
that the ship did not begia to turn. The Kings Point
simulation of the exercise shows the helmsman could
have turned the rudder 10 degrees and shorily there-
after inadvertently moved it to four or five degrees.
The third mate might well have failed to detect such
an error for six minutes.

About this time the AB reported the light flashing ev-
ery 4 seconds on the wrong side of the ship. Now
the third mate orders a right 20 degree rudder.
Moving at 12 knots while the ship was still engaged
in maneuvering evolutions to avoid ice violated pru-
dent ship handling practices while increasing risk of
damage to the ship if ice floes had been struck. He
then orders hard right rudder. The third mate testified
that two officers normally served on the navigation
watch when Exxon vessels were maneuvering in con-
fined or congested waters.

When the vessel struck the reef, the third mate or-
dered a hard left rudder to get the ship to stop swing-
ing to the right and prevent the stern from swinging
around. The ship had clearly skidded into Bligh
Reef. The helmsman was confused about some as-
pects of the situation. He also reported that the third
mate was panicky. The chief engineer stopped the
engines at 0020. It's not clear from the NTSB report
what time the ship hit the reef, but the engineer acts as
if he stopped the engines after the ship hit. It's pos-
sible the ship didn't stop until 0090. At 0027 the
master lets VTS know the ship had run aground and
at 0035 the master ordered the main engine restarted.

For approximately 45 minutes the master made an at-
tempt to remove the vessel from the reef, probably
moving from dead slow ahead to full abead, and fi-
nally slowing down and stopping. The chief engineer
had advised the master not to move the ship. VTS
had advised to move cautiously.

Exxon states that Hazelwood was not trying to dis-
lodge the ship from the reef because he never put the
ship astern. According to NTSB documentation the

record fully supports the fact that Hazelwood gotten
the ship off the reef it would have capsized. Other
evidence suggests it might not have [7]. However,
Captain Deppe, Exxon Shipping spokesperson, testi-
fied that only the support offered by Bligh Reef kept
them afloat. VTS bad advised to move cautiously.
XO and Senior Investigating Officer (S10) from the
CG Marine Safety Office (MSQ) boarded the ship at
033s.

VTS involvement the night of grounding
'The lack of vigilance with which the VTS handled
operations the night of the accident is another factor in
the grounding. Only one civilian watchstander and
one enlisted radioman were on duty. But the ac-
countability and responsibility rested with peopie who
weren't there. Neither the Commanding Officer (CO)
nor the Executive Officer (XO) were at the VTS. The
VTC manual requires the watchstander to advise the
Officer on Duty (OOD) when a vessel deviates due to
ice in the lanes. The 1600 to 2400 watchstander
failed to do this. The 1600-2400 watchstander said
he believed the radar didn't detect Exxon Valdez be-
cause it wasn't working properly. However, he did
not report a malfunction to bis relief or the electronics
technician on duty. The watchstander's relief came
on at 2333, and checked things out. Neither watch-
stander was aware that Exxon Valdez bad altered

course from 200° to 180°. Exxon Valdez was loston -

the radar but could have been acquired. The 0000-
0800 watchstander said he didn't try to do this be-
cause he'd been told by the other watchstander that
the Exxon Valdez was no longer visible on radar. At
the time of the accident the watchstander was away
getting a cup of coffee. That the radar was operating
appropriately is evidenced by the fact that the watch-
stander had no difficulty detecting the grounded ship.

The ship previously leaving the port reported heavy
ice to the VTS but the VTS saw no reason to report
this to Exxon Valdez or to more carefully monitor
her. Atabout 1930 a passenger ship approached
Valdez. Her captain said the ice was some of the
worst he had ever seen and reduced speed. He did
not report this to the VTS. At 1930 the outbound
Arco Juneau reported ice in the TSS. The VTC oper-
ator said he was concerned about the heavy ice re-
ported by the Arco Juneau but that didn't motivate
kim to have the ship report her position more fre-
quently, nor did ke report that to the Exxon Valdez.
Both ships transited during the day and neither had as
far outside the TSS to go as the Exxon Valdez be-
cause when she transited the ice was much further to
the northeast.

The ship previously leaving the port reported heavy

ice the VTS but the VTS saw no reason to report this

1o Exxon Valdez or to more carefully monitor her. At
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about 1930 a passenger ship approached Valdez. Her
captain said the ice was some of the worst he had ever
seen and reduced speed. He did not report this to the
VTS. At 1930 the outbound Arco Juneau reported ice
in the TSS. The Vessel Traffic Center (VTC) opera-
tor said he was concerned about the heavy ice re-
ported by the Arco Juneau but that didn't motivate

bim to have the ship report her position more fre-
queatly, nor did he report that to the Exxon Valdez.

Both ships transited during the day and neither had as
far to go outside the TSS as the Exxon Valdez be-

cause when she transited the ice much farther to the

northeast.

Exxon Valdez remained on course 180° for nearly 18
minutes. The VTC operator had ample time to call the
vessel and ascertain her intentions. Any inquiry from
the VTC regarding the vessel's intentions probably
would have alerted the third mate to turn earlier or ap-
piy more rudder. The VTS communication system
failed to meet the Coast Guard's requirement of
99.9% operational status. During the evening of
March 23rd the Naked Island and Cape Hinchinbrook
remote communication sites were inoperable. The
system was old, requests for money had been denied,
and the harsh Alaskan climate degrades the system
easily. ‘

Only when Exxon Valdez called the VTS did the
watchstander know she had gone aground. He then
adjusted the radar and picked her up. There's a lot of
testimony about how watchstanders thought the radar
wasn't working well. The number 1 (master) radar
which synthetically displayed the TSS boundary lines
was burned out. The Coast Guard was warned in
1984 that the system would begin deteriorating in the
next two years without attention. After the accident
the Operations Officer testified that he noted its dete-
rioration in the last two years. The coniractor didn't
keep the system well maintained and as a result it was
inoperable up to 28% of the time.

The human and organizational elements
The human and organizational contributions can be
separated into: (1) underlying factors creating a re-
duced tolerance of the state of the system (primarily
the organizations) and (2) actions by the front line op-
erators (primarily the individuals) whose errors initi-
ate the catastrophic events {5]. The underlying con-
tributors were Exxon Shipping Company and the
U.S. Coast Guard. The initiating contribuiors were
the crew aboard the vessel and the VTS crew sta-
tioned in Valdez. The failure of these individuals in
preventing the accident can be attributed to both indi-
vidual errors by the tanker crew and VTS personnel.
1n addition, the Exxon Shipping and the Coast Guard
played contributing roles in establishing an operation
which had few checks and balances to maintain safe

tanker operations. The system had atrophied through
the years and little effort had been put forward to
maintain reliable operations {8].

Exxon Valdez crew

The NTSB concludes that considerable uncertainty
remains concerning the master's intentioas for ma-
neuvering the vessel back toward the Traffic
Separation Scheme (TSS). The master would have to
begin turning back into the lanes when he was abeam
Busby Light. However, both be and the third mate
noted on the chart a position about 7/10 of a mile fur-
ther to begin the turn. By making the turn abeam
Busby Light the ship would have drifted about a half
mile further but then would have come paraliel to the
lane. By advancing further the navigational maneu-
vering required to bring the ship back into the lanes
was considerably more extreme. The board con-
cluded that it was feasible to begin the turn either -
abeam Busby light or 7/10 of a mile further south, as
long as the watch was capable of simultaneously
monitoring the vessel's position relative to Bligh
Reef, watching out for ice, and conning the vessel.

"The frequent fixing of the vessel's position could
have taken a substantial amount of the third mate's
time and would have limited his ability to concentrate
on other important functions, such as watching for ice
and conning the vessel. Conning also requires care-
ful supervision of the helmsman. Under normal con-
ditions, when a master or a pilot is conning the ves-
sel, the watch officer assists by carefully observing
the actions of the helmsman in response to orders
from the master or pilot. This enables the officer
conning the vessel to concentrate on observing and
directions the vessel's movements. In this instance,
the helmsman had limited steering experience and re-
quired additional supervision. The master was aware
of the helmsman's limitations and should bave coa-
sidered them before leaving the bridge {9]."

Testimony given the investigating board indicated that
there could be a period of 20 minutes when no look-
out is posted. This period is caused then the lookout
and helmsman change assignments. In this instance
there is no evidence that the lack of a lookout from
2340 to 2350, when the AB assumed her lookout,
contributed to the accident.

Exxon Shipping Company
Several operational policies and procedures of opera-
tions of Exxon Shipping Company were observed to
bave potentially contributed either directly or indi-
rectly 1o the accident:

(1) Reduced manning levels led to fatigue and
job overload.
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(2) There were no established policies regarding
procedures to reduce the risks of operating with
smaller crews.

(3) Lack of compliance with federal statues re-
garding work schedules for deck officers.

(4) Tanker crews had not complied with written
company policies regarding drug and alcohol internal
policing to ensure compliance.

Reduced manning in the U.S. merchant marine fleet
bas become a high profile issue in both the domestic
and foreign the maritime industries. The industry and
reguiators have conducted, funded, and participated
in studies to determine the cost and effects of reduced
manning. Many of these studied have been con-
ducted to justify crew reductions to cut operating
costs. The policies Exxon Shipping Company had in
updating fieet and reducing crew are consistent with
. those of the industry.

Yet, there is no evidence Exxon Shipping Company
had policies or procedures to examine the risks and
reliability of using reduced crews. No supervisory
training recognized such factors as fatigue, social
isolation, longer hours at sea, etc. There was no
company program to monitor officer's work in excess
of eight hours a day. There was evidence that offi-
cers now did deck work that unlicensed workers do
before the accident.

In June, 1988, Frank larossi (former president of
Exxon Shipping) presented a paper titled
"Surrendering the Memories” in which he stated that
it was Exxon's policy to reduce its standard crew
compliment 10 sixteen by 1990. He noted that other
ships (mostly foreign flag) successfully operated at
such levels. The paper focuses on economic issues
yet makes little mention of considerations of ship
safety and crew fatigue, The NTSB came to possess
three memos to Exxon Shipping Company masters
ordering them to purposefully reduce overtime to sat-
isfy Coast Guard overtime concerns and to better ar-
gue for reduced manning levels.

Reduced manning may certainly have led to Exxon
Shipping Company's failure to comply with two fed-
eral statutes regarding work bours for deck watches.
The first states that an officer cannot take charge of
the deck watch on a vessel when leaving a port unless
he has been off duty for at least six of the twelve
hours immediately before leaving. The second states
a licensed individual or seaman is not required 1o
work more than eight hours a day except for safety
related functions (the average workday was approxi-
mately 10 hours inciuding voluntary overtime).
Apparently Exxon Shipping Company had no provi-
sion for giving six hours of rest to any deck officer
before getting underway.

It appears that company's written policies about alco-
hol and drug use weren't taken very seriously. The
policy irstructs supervisors to report 1o the medical
department employees whose performance was unsat-
isfactory due to alcobol use. Crew members are not
to perform job duties within four hours of having a
drink. Hazelwood entered an alcohol rehabilitation
program in 1985 which the company leared about
when his supervisor tried to contact bim. No super-
vision was involved in making sure he continued with
some sort of support group. The disability began
April 1, 1985 and ended on May 16, 1985 and was
followed by a 90 day leave of absence. Captain
Hazelwood then returned to sea duty. The NTSB
concludes that he should have been confined to shore
duty until there was ample proof this problem was
under control. After the leave of absence the fleet
manager and ship coordinator were given follow up
responsibility including visits to his ship.

Captain Hazelwood's performance evaluation of 1988
had been more than satisfactory. Yet he had two
convictions for DUI (1985, 1988) and had a sus-
pended drivers license at the time Exxon Valdez ran
aground. Annual performance appraisals for the
masters were not available for every year. The com-
pany has made no statement about how it follows up

on appraisals. A number of statements about -

Hazelwood's performance lead to the conclusion that
he bad difficulties managing people as early as 1974

%1

U.S. Coast Guard
Three Coast Guard HOE factors are observed to be
contributors to the accident.

(1) Supporting (whether voluntarily or involun-
tarily) the reduction of crew sizes leading to fatigue
and job overload.

(2) Deterioration and downgrading of the VTS
in Valdez over the years.

(3) Reorganization, loss of billets, and use of
inexperienced personnel for VTS duties in Valdez.

Vessel Manning
Reductions in vessel manning requirements has be-
come a increasingly controversial topic of debate.
The controversy is fueled by operators using reduced
crews for foreign flagged vessels not under U.S.
Coast Guard jurisdiction. The Coast Guard currently
depends on an integration of laws, regulations, in-
formal policy guidelines and maritime tradition to es-
tablish guidelines for crew manning levels [9]. The
Coast Guand earlier concluded that minimum manning

for the vessel would be fifteen crew members (Exxon .

Valdez had 20 crew members when she grounded on
Bligh Reef). Events aboard Exxon Valdez indicate
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that fatigue and job overload bad led 1o the chief mate

not being present on the bridge while transiting PWS
as would his normal duties dictate. The presence of
the chief mate may have led to better decision making
while in transit. In addition, the presence of an addi-
tional mate on the bridge could have added to the re-
dundancy of the bridge watch.

Vessel Traffic System (VTS)

In 1971 the Coast Guard developed preliminary con-
cepts for VTS and in 1973 submitted a final VTS
study report estimating there would be a reduction of
approximately 70% of the accidents caused by colli-
sions, ammings and groundings. In 1977, the U.S.
Coast Guard VTS systems were being planned and
operated in San Francisco, Puget Sound, New York,
New Orleans and Berwick Bay, Houston/Galveston,
and Prince William Sound (PWS).

In 1988, Coast Guard fiscal budget constraints re-
suited in the closure of both the New York and New
Orleans VTSes. In a report to Congress, the General
Accounting Office issued a report stating that the
Coast Guard had chosen both New York and New
Orleans VTSes: "to resolve it's immediate problem of
reducing operating expenses and gave little considera-
tion to the effectiveness of each of the VTS's in en-
hancing safety.” [11]. This general lack of impor-
tance manifest itself in the deterioration of the VTS in
PWS over the ensuing years.

Before VTS was established for PWS in 1977, ma-
rine safety functions were conducted by the Marine
Safety Detachment (MSD) under the authority of the
MSO Anchorage. When the MSO was established in
Valdez, additional duties were taken on which had
normally been performed by the MSO Anchorage.
Unlike other VTSes across the country, Valdez VTS
personnel could be utilized in non-VTS duties at the
discretion of the Commanding Officer (CO). This
gave the green light to the CO MSO Valdez to dis-
tribute MSO duties as he wished. In a letter to the (O
of the USCG headquarters in 1985 he stated,
"...what MSO Valdez does much larger than just
having a few people watch radar screens in the jeast-
trafficked, yet fully federally mandated, VTS in the
country” [9].

The VTS consisted of a Vessel Traffic Center (VTC),
radar surveillance system, and a communication sys-
tem. The VTC is manned 24-hours around the clock
by two watchstanders (one radar watchstander and
one radio watchstande